




























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































INSTRUCTION SET REFERENCE 

NEG-Two's Complement Negation 

Opcode 

F6/3 

F7/3 

F7/3 

Description 

Instruction 

NEG rlmB 

NEG rlm16 

NEG rlm32 

Description 

Two's complement negate rlmB 

Two's complement negate rlm16 

Two's complement negate rlm32 

Replaces the value of operand (the destination operand) with its two's complement. The desti­
nation operand is located in a general-purpose register or a memory location. 

Operation 

IF DEST = 0 
THEN CF +- 0 
ELSE CF +-1; 

FI; 
DEST +- - (DEST) 

Flags Affected 

The CF flag cleared to 0 if the source operand is 0; otherwise it is set to 1. The OF, SF, ZF, AF, 
and PF flags are set according to the result. 

Protected Mode Exceptions 

#OP(O) 

#SS(O) 

#PF(fault -code) 

#AC(O) 

If the destination is located in a non writable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
OS segment limit. 

If the DS, ES, FS, or OS register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#OP 

#SS 

11-296 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
OS segment limit. 

If a memory operand effective address is outside the SS segment limit. 
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Virtual 8086 Mode Exceptions 

#OP(O) 

#SS(O) 

#PF(fault -code) 

#AC(O) 

I 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
OS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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NOP-No Operation 

Opcode 

90 

Description 

Instruction 

NOP 

Description 

No operation 

Performs no operation. This instruction is a one-byte instruction that takes up space in the 
instruction stream but does not affect the machine context, except the EIP register. 

The NOP instruction is an alias mnemonic for the XCHG EAX, EAX instruction. 

Flags Affected 

None. 

Exceptions (All Operating Modes) 

None. 
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NOT-One's Complement Negation 

Opcode 

F6/2 

F7/2 

F7/2 

Description 

Instruction 

NOT rlmB 

NOT rlm16 

NOT rlm32 

Description 

Reverse each bit of rlmB 

Reverse each bit of rlm16 

Reverse each bit of rlm32 

Performs a bitwise NOT operation (1 's complement) on the destination operand and stores the 
result in the destination operand location. The destination operand can be a register or a memory 
location. 

Operation 

DEST f- NOT DEST; 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault -code) 

#AC(O) 

If the destination operand points to a nonwritable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
as segment limit. 

If the DS, ES, FS, or as register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
as segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 

I 
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Virtual 8086 Mode Exceptions 

#GP(O) If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS(O) 

#PF(fault-code) 

#AC(O) 
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If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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OR-Logical Inclusive OR 

Opcode 

OCib 

OOiw 

00 id 

8011 ib 

81/1 iw 

81 /1 id 

83/1 ib 

83/1 ib 

081r 

091r 

091r 

OAIr 

OB/r 

OB/r 

Description 

Instruction 

ORAL,immB 

OR AX,imm16 

OR EAX,imm32 

OR rlmB,immB 

OR rim 16,imm16 

OR rlm32,imm32 

OR rim 16,immB 

OR rlm32,immB 

OR rlmB,rB 

OR rim 16,r16 

OR rlm32,r32 

OR rB,rlmB 

OR r16,rlm16 

OR r32,rlm32 

Description 

ALOR immB 

AX OR imm16 

EAXORimm32 

rlmBOR immB 

rim 16 OR imm16 

rlm32 OR imm32 

rim 16 OR immB 

rlm32 OR immB 

rlmBOR rB 

rim 16 OR r16 

rlm32 OR r32 

rBOR rlmB 

r160R rim 16 

r320R rlm32 

Performs a bitwise OR operation on the destination (first) and source (second) operands and 
stores the result in the destination operand location. The source operand can be an immediate, a 
register, or a memory location; the destination operand can be a register or a memory location. 

Operation 

DEST f- DEST OR SRC; 

Flags Affected 

The OF and CF flags are cleared; the SF, ZF, and PF flags are set according to the result. The 
state of the AF flag is undefined. 

Protected Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

I 

If the destination operand points to a nonwritable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 
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Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS(O) 

#PF(fauIt-code) 

#AC(O) 
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If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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OUT-Output to Port 

Opcode 

E6 ib 

E7 ib 

E7 ib 

EE 

EF 
EF 

Description 

Instruction 

OUT immB,AL 

OUT immB,AX 

OUT immB, EAX 

OUT DX, AL 

OUTDX, AX 

OUTDX, EAX 

Description 

Output byte AL to immBI/O port address 

Output word AX to immBI/O port address 

Output doubleword EAX to immBI/O port address 

Output byte AL to 1/0 port address in DX 

Output word AX to 1/0 port address in DX 

Output doubleword EAX to 1/0 port address in DX 

Copies the value from the second operand (source operand) to the I/O port specified with the 
destination operand (first operand). The source operand can be register AL, AX, or EAX, 
depending on the size of the port being accessed (8, 16, or 32 bits, respectively); the destination 
operand can be a byte-immediate or the DX register. Using a byte immediate allows 110 port 
addresses 0 to 255 to be accessed; using the DX register as a source operand allows 110 ports 
from 0 to 65,535 to be accessed. 

When accessing an 8-bit 110 port, the opcode determines the port size; when accessing a 16- and 
32-bit 110 port, the operand-size attribute determines the port size. 

At the machine code level, I/O instructions are shorter when accessing 8-bit 110 ports. Here, the 
upper eight bits of the port address will be O. 

This instruction is only useful for accessing 110 ports located in the processor's 110 address 
space. See Chapter 8, Input/Output, for more information on accessing I/O ports in the I/O 
address space. 

Operation 

IF ((PE = 1) AND ((VM = 1) OR (CPL > 10PL))) 

FI; 

THEN (* Protected mode or virtual-8086 mode with CPL > 10PL *) 
IF (Any I/O Permission Bit for I/O port being accessed = 1) 

THEN #GP(O); 
FI; 

ELSE ( * Real-address mode or protected mode with CPL ~ 10PL *) 
(* or virtual-8086 mode with all I/O permission bits for I/O port cleared *) 

DEST f- SRC; (* Writes to selected I/O port *) 

Flags Affected 

None. 

I 
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Protected Mode Exceptions 

#GP(O) If the CPL is greater than (has less privilege) the 110 privilege level (IOPL) 
and any of the corresponding 110 permission bits in TSS for the 110 port 
being accessed is 1. 

Real Address Mode Exceptions 

None. 

Virtual 8086 Mode Exceptions 

#GP(O) 

11-304 

If any of the 110 permission bits in the TSS for the 110 port being accessed 
is 1. 

I 



INSTRUCTION SET REFERENCE 

OUTS/OUTSB/OUTSW/OUTSD-Output String to Port 

Opcode 

6E 

6F 

6F 

6E 

6F 

6F 

Description 

Instruction 

OUTS OX, OS:(E)SI 

OUTS OX, OS:SI 

OUTS OX, OS:ESI 

OUTSB 

OUTSW 

OUTSO 

Description 

Output byte at address OS:(E)SI to 1/0 port in OX 

Output word at address OS:SI to 1/0 port in OX 

Output doubleword at address OS:ESI to 1/0 port in OX 

Output byte at address OS:(E)SI to 1/0 port in OX 

Output word at address OS:SI to 1/0 port in OX 

Output doubleword at address OS:ESI to 1/0 port in OX 

Copies data from the second operand (source operand) to the I/O port specified with the first 
operand (destination operand). The source operand is a memory location at the address DS:ESI. 
(When the operand-size attribute is 16, the SI register is used as the source-index register.) The 
DS register may be overridden with a segment override prefix. 

The destination operand must be the DX register, allowing I/O port addresses from 0 to 65,535 
to be accessed. When accessing an 8-bit 110 port, the opcode determines the port size; when 
accessing a 16- and 32-bit I/O port, the operand-size attribute determines the port size. 

The OUTSB, OUTSW and OUTSD mnemonics are synonyms of the byte, word, and double­
word versions of the OUTS instructions. (For the OUTS instruction, "DS:ESI" must be 
explicitly specified in the instruction.) 

After the byte, word, or double word is transfer from the memory location to the 110 port, the ESI 
register is incremented or decremented automatically according to the setting of the DF flag in 
the EFLAGS register. (If the DF flag is 0, the ESI register is incremented; if the DF flag is 1, the 
EDI register is decremented.) The ESI register is incremented or decremented by 1 for byte oper­
ations, by 2 for word operations, or by 4 for doubleword operations. 

The OUTS, OUTSB, OUTSW, and OUTSD instructions can be preceded by the REP prefix for 
block input ofECX bytes, words, or doublewords. See Chapter 11, "REP/REPEIREPZ/REPNE 
IREPNZ-Repeat String Operation Prefix" for a description of the REP prefix. 

After an OUTS, OUTSB, OUTSW, or OUTSD instruction is executed, the processor ensures 
that the EWBE# pin has been sampled active before beginning to execute the next instruction. 
Note that the instruction may be prefetched if EWBE# is not active, but it will not execute until 
EWBE# is sampled active. 

This instruction is only useful for accessing I/O ports located in the processor's 110 address 
space. See Chapter 8, Input/Output, for more information on accessing 110 ports in the 110 
address space. 

Operation 

IF ((PE = 1) AND ((VM = 1) OR (CPL > IOPL))) 
THEN (* Protected mode or virtual-8086 mode with CPL > IOPL *) 

I 
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FI; 

I F (Any I/O Permission Bit for I/O port being accessed = 1) 
THEN #GP(O); 

FI; 
ELSE ( * I/O operation is allowed *) 

OEST ~ SRC; (* Writes to I/O port *) 
IF (byte operation) 

FI; 

THEN IF OF= 0 
THEN (E)OI ~ 1 ; 
ELSE (E)OI ~ -1; 

FI; 
ELSE IF (word operation) 

THEN IFOF = 0 
THEN 01 ~2; 
ELSE 01 ~-2; 

FI; 

FI; 
ELSE (* doubleword operation *) 

THEN IF OF = 0 
THEN EOI ~4; 
ELSE EOI ~ -4; 

FI; 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) 

#PF( fault-code) 

#AC(O) 
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If the CPLis greater than (has less privilege) the I/O privilege level (IOPL) 
and any of the corresponding I/O permission bits in TSS for the I/O port 
being accessed is 1. 

If the destination is located in a nonwritable segment. 

If a memory operand effective address is outside the limit of the ES 
segment. 

If the ES register contains a null segment selector. 

If an illegal memory operand effective address in the ES segments is given. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 
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Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) 

#PF(fault-code) 

#AC(O) 

I 

If any of the I/O permission bits in the TSS for the UO port being accessed 
is 1. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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POP-POp a Value from the Stack 

Opcode 

8F 10 

8F 10 
58+ IW 

58+ rd 

1F 

07 

17 

OF A1 

OF A9 

Description 

Instruction 

POP m16 

POP m32 

POP r16 

POP r32 

POP OS 

POP ES 

POPSS 

POP FS 

POPGS 

Description 

Pop top of stack into m16; increment stack pointer 

Pop top of stack into m32; increment stack pointer 

Pop top of stack into r16; increment stack pointer 

Pop top of stack into r32; increment stack pointer 

Pop top of stack into OS; increment stack pOinter 

Pop top of stack into ES; increment stack pointer 

Pop top of stack into SS; increment stack pointer 

Pop top of stack into FS; increment stack pointer 

Pop top of stack into GS; increment stack pointer 

Loads the value from the top of the procedure stack to the location specified with the destination 
operand and then increments the stack pointer. The destination operand can be a general-purpose 
register, memory location, or segment register. 

The current address-size attribute for the stack segment and the operand-size attribute determine 
the amount the stack pointer is incremented (see the "Operation" below). For example, if 32-bit 
addressing and operands are being used, the ESP register (stack pointer) is incremented by 4 and, 
if 16-bit addressing and operands are being used, the SP register (stack pointer for 16-bit 
addressing) is incremented by 2. The B flag in the stack segment's segment descriptor deter­
mines the stack's address-size attribute. 

If the destination operand is one of the segment registers DS, ES, FS, GS, or SS, the value loaded 
into the register must be a valid segment selector. In protected mode, popping a segment selector 
into a segment register automatically causes the descriptor information associated with that 
segment selector to be loaded into the hidden (shadow) part of the segment register and causes 
the selector and the descriptor information to be validated (see the "Operation" below). 

A null value (0000-0003) may be popped into the DS, ES, FS, or GS register without causing a 
general protection fault. However, any subsequent attempt to reference a segment whose corre­
sponding segment register is loaded with a null value causes a general protection exception 
(#GP). In this situation, no memory reference occurs and the saved value ofthe segment register 
is null. 

The POP instruction cannot pop a value into the CS register. To load the CS register, use the RET 
instruction. 

A POP SS instruction inhibits all interrupts, including the NMI interrupt, until after execution 
of the next instruction. This action allows sequential execution of POP SS and MOV ESP, EBP 
instructions without the danger of having an invalid stack during an interrupt. However, use of 
the LSS instruction is the preferred method of loading the SS and ESP registers. 
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If the ESP register is used as a base register for addressing a destination operand in memory, the 
POP instructions computes the effective address of the operand after it increments the ESP 
register. 

The POP ESP instruction increments the stack pointer (ESP) before data at the old top of stack 
is written into the destination. 

Operation 

IF StackAddrSize = 32 
THEN 

FI; 

IF OperandSize = 32 
THEN 

FI; 

DEST f- SS:ESP; (* copy a doubleword *) 
ESP f- ESP + 4; 

ELSE (* OperandSize = 16*) 
DEST f- SS:ESP; (* copy a word *) 

ESP f- ESP + 2; 

ELSE (* StackAddrSize = 16* ) 
IF OperandSize = 16 

THEN 

FI; 

DEST f- SS:SP; (* copy a word *) 
SP f- SP + 2; 

ELSE (* OperandSize = 32 *) 
DEST f- SS:SP; (* copy a doubleword *) 
SP f- SP + 4; 

Loading a segment register while in protected mode results in special checks and actions, as 
described in the following listing. These checks are performed on the segment selector and the 
segment descriptor it points to. 

IF SS is loaded; 

I 

THEN 
IF segment selector is null 

THEN #GP(O); 
FI; 
IF segment selector index is outside descriptor table limits 

OR segment selector's RPL '" CPL 

FI; 

OR segment is not a writable data segment 
OR DPL",CPL 

THEN #GP(selector); 

IF segment not marked present 
THEN #SS(selector); 

ELSE 
SS f- segment selector; 
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SS f- segment descriptor; 
FI; 

FI; 
IF OS, ES, FS or GS is loaded with non-null selector; 
THEN 

FI; 

IF segment selector index is outside descriptor table limits 
OR segment is not a data or readable code segment 
OR ((segment is a data or nonconforming code segment) 

ANO (both RPL and CPL > OPL)) 
THEN #GP(selector); 

IF segment not marked present 
THEN #NP(selector); 

ELSE 

FI; 

SegmentRegister f- segment selector; 
SegmentRegister f- segment descriptor; 

IF OS, ES, FS or GS is loaded with a null selector; 
THEN 

SegmentRegister f- segment selector; 
SegmentRegister f- segment descriptor; 

FI; 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) 

#GP(selector) 
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If attempt is made to load SS register with null segment selector. 

If the destination operand is in a nonwritable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register is used to access memory and it contains 
a null segment selector. 

If segment selector index is outside descriptor table limits. 

If the SS register is being loaded and the segment selector's RPL and the 
segment descriptor's DPL are not equal to the CPL. 

If the SS register is being loaded and the segment pointed to is a nonwrit­
able data segment. 

If the DS, ES, FS, or GS register is being loaded and the segment pointed 
to is not a data or readable code segment. 

If the DS, ES, FS, or GS register is being loaded and the segment pointed 
to is a data or nonconforming code segment, but both the RPL and the CPL 
are greater than the DPL. 
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#SS(selector) 

#NP 

#PF(fault-code) 

#AC(O) 
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If the current top of stack is not within the stack segment. 

If a memory operand effective address is outside the SS segment limit. 

If the SS register is being loaded and the segment pointed to is marked not 
present. 

If the DS, ES, FS, or GS register is being loaded and the segment pointed 
to is marked not present. 

If a page fault occurs. 

If an unaligned memory reference is made while the current privilege level 
is 3 and alignment checking is enabled. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) 

#PF( fault -code) 

#AC(O) 

I 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a page fault occurs. 

If an unaligned memory reference is made while alignment checking is 
enabled. 
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POPAIPOPAD-Pop All General-Purpose Registers 

Opcode 

61 

61 

Description 

Instruction 

POPA 

POPAO 

Description 

Pop 01, 81, BP, BX, OX, CX, and AX 

Pop EOI, E81, EBP, EBX, EOX, ECX, and EAX 

Pops doublewords (POP AD) or words (POP A) from the procedure stack into the general­
purpose registers. The registers are loaded in the following order: EDI, ESI, EBP, EBX, EDX, 
ECX, and EAX (if the current operand-size attribute is 32) and DI, SI, BP, BX, DX, CX, and AX 
(if the operand-size attribute is 16). (These instructions reverse the operation of the 
PUSHA/PUSHAD instructions.) The value on the stack for the ESP or SP register is ignored. 
Instead, the ESP or SP register is incremented after each register is loaded (see the "Operation" 
below). 

The POP A (pop all) and POPAD (pop all double) mnemonics reference the same opcode. The 
POP A instruction is intended for use when the operand-size attribute is 16 and the POPAD 
instruction for when the operand-size attribute is 32. Some assemblers may force the operand 
size to 16 when POP A is used and to 32 when POPAD is used. Others may treat these 
mnemonics as synonyms (POPAIPOPAD) and use the current setting of the operand-size 
attribute to determine the size of values to be popped from the stack, regardless of the mnemonic 
used. 

Operation 

IF OperandSize = 32 (* instruction = POPAO *) 
THEN 

EOI ~ PopO; 
ESI ~ PopO; 
EBP ~ PopO; 
increment ESP by 4 (* skip next 4 bytes of stack *) 
EBX ~ PopO; 
EOX~ PopO; 
ECX~ PopO; 
EAX ~ PopO; 

ELSE (* OperandSize = 16, instruction = POPA *) 
01 ~ PopO; 

FI; 

SI ~ PopO; 
BP ~ PopO; 
increment ESP by 2 (* skip next 2 bytes of stack *) 
BX~ PopO; 
OX~ PopO; 
CX~PopO; 

AX ~ PopO; 
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Flags Affected 

None. 

Protected Mode Exceptions 

#SS(O) 

#PF(fault -code) 

If the starting or ending stack address is not within the stack segment. 

If a page fault occurs. 

Real Address Mode Exceptions 

#GP 

#SS 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS(O) 

#PF(fault-code) 

I 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 
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POPF/POPFD-Pop Stack into EFLAGS Register 

Opcode 

90 
90 

Description 

Instruction 

POPF 

POPFO 

Description 

Pop top of stack into EFLAGS 

Pop top of stack into EFLAGS 

Pops a doubleword (POPFD) from the top of the stack (if the current operand-size attribute is 
32) and stores the value in the EFLAGS register or pops a word from the top of the stack (if the 
operand-size attribute is 16) and stores it in the lower 16 bits of the EFLAGS register. (These 
instructions reverse the operation of the PUSHF/PUSHFD instructions.) 

The POPF (pop flags) and POPFD (pop flags double) mnemonics reference the same opcode. 
The POPF instruction is intended for use when the operand-size attribute is 16 and the POPFD 
instruction for when the operand-size attribute is 32. Some assemblers may force the operand 
size to 16 when POPF is used and to 32 when POPFD is used. Others may treat these mnemonics 
as synonyms (POPF/POPFD) and use the current setting of the operand-size attribute to deter­
mine the size of values to be popped from the stack, regardless of the mnemonic used. 

The effect of the POPF/POPFD instructions on the EFLAGS register changes slightly, 
depending on the mode of operation of the processor. When the processor is operating in 
protected mode at privilege level 0 (or in real-address mode, which is equivalent to privilege 
level 0), all the non-reserved flags in the EFLAGS register except the VIP and VIP flags can be 
modified. The VIP and VIF flags are cleared. 

When operating in protected mode, but with a privilege level greater an 0, all the flags can be 
modified except the IOPL field and the VIP and VIF flags. Here, the IOPL flags are masked and 
the VIP and VIF flags are cleared. 

When operating in virtual-8086 mode, the VO privilege level (IOPL) must be equal to 3 to use 
POPF/POPFD instructions and the VM, RF, IOPL, VIP, and VIF flags are masked. If the IOPL 
is less than 3, the POPFIPOPFD instructions cause a general protection exception (#GP). 

See Section 3.6.3., "EFLAGS Register" for information about the EFLAGS registers. 

The IOPL is altered only when executing at privilege level O. The interrupt flag is altered only 
when executing at a level at least as privileged as the IOPL. (Real-address mode is equivalent to 
privilege levelO.) If a POPFIPOPFD instruction is executed with insufficient privilege, an excep­
tion does not occur, but the privileged bits do not change. 

Operation 

IF VM=O (* Not in Virtual-8086 Mode *) 
THEN IF CPL=O 

11-314 

THEN 
IF OperandSize = 32; 

THEN 
EFLAGS ~ PopO; 
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(* All non-reserved flags except VIP and VIF can be modified; *) 
(* VIP and VIF are cleared *) 

ELSE (* OperandSize :::: 16 *) 
EFLAGS[15:0] ~ PopO; (* All non-reserved flags can be modified; *) 

ELSE (* CPL > 0 *) 
IF OperandSize:::: 32; 

FI; 

THEN 
EFLAGS ~ PopO 
(* All non-reserved bits except IOPL, VIP, and VIF can be modified; *) 
(* IOPL is masked; VIP and VIF are cleared *) 

ELSE (* OperandSize :::: 16 *) 
EFLAGS[15:0] ~ PopO; 
(* All non-reserved bits except IOPL can be modified; IOPL is masked *) 

ELSE (* In Virtual-BOB6 Mode *) 
IF IOPL::::3 

THEN IF OperandSize::::32 
THEN 

EFLAGS ~ PopO 
(* All non-reserved bits except VM, RF, IOPL, VIP, and VIF *) 
(* can be modified; VM, RF, IOPL, VIP, and VIF are masked*) 

ELSE 
EFLAGS[15:0] ~ PopO 
(* All non-reserved bits except IOPL can be modified; IOPL is masked*) 

FI; 
FI; 

FI; 

FI; 
ELSE (* IOPL < 3 *) 

#GP(O); (* trap to virtual-BOB6 monitor *) 

Flags Affected 

All flags except the reserved bits. 

Protected Mode Exceptions 

#SS(O) If the top of stack is not within the stack segment. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 
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Virtual 8086 Mode Exceptions 

#GP(O) 

#SS(O) 

11-316 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
as segment limit. 

If the 110 privilege level is less than 3. 

If an attempt is made to execute the POPFIPOPFD instruction with an 
operand-size override prefix. 

If a memory operand effective address is outside the SS segment limit. 
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PUSH-Push Word or Doubleword Onto the Stack 

Opcode Instruction Description 

FF /6 PUSH rlm16 Push rlm16 

FF /6 PUSH rlm32 Push rlm32 

50+1W PUSH r16 Push r16 

50+rd PUSH r32 Push r32 

6A PUSH immB Push immB 

68 PUSH imm16 Push imm16 

68 PUSH imm32 Push imm32 

OE PUSH CS Push CS 

16 PUSH SS Push SS 

1E PUSH DS Push DS 

06 PUSH ES Push ES 

OFAO PUSH FS Push FS 

OFA8 PUSH GS Push GS 

Description 

Decrements the stack pointer and then stores the source operand on the top of the procedure 
stack. The current address-size attribute for the stack segment and the operand-size attribute 
determine the amount the stack pointer is decremented (see the "Operation" below). For 
example, if 32-bit addressing and operands are being used, the ESP register (stack pointer) is 
decremented by 4 and, if 16-bit addressing and operands are being used, the SP register (stack 
pointer for 16-bit addressing) is decremented by 2. Pushing 16-bit operands when the stack 
address-size attribute is 32 can result in a misaligned the stack pointer (that is, the stack pointer 
not aligned on a doubleword boundary). 

The PUSH ESP instruction pushes the value of the ESP register as it existed before the instruc­
tion was executed. Thus, if a PUSH instruction uses a memory operand in which the ESP register 
is used as a base register for computing the operand address, the effective address of the operand 
is computed before the ESP register is decremented. 

In the real-address mode, if the ESP or SP register is 1 when the PUSH instruction is executed, 
the processor shuts down due to a lack of stack space. No exception is generated to indicate this 
condition. 

Operation 

IF StackAddrSize = 32 
THEN 

I 

IF OperandSize = 32 
THEN 

ESP~ ESP-4; 
SS:ESP ~ SRC; (* push doubleword *) 

ELSE (* OperandSize = 16*) 
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ESP (- ESP - 2; 
SS:ESP (- SRC; (* push word *) 

FI; 
ELSE (* StackAddrSize = 16*) 

IF OperandSize = 16 
THEN 

FI; 
FI; 

SP (- SP-2; 
SS:SP (- SRC; (* push word *) 

ELSE (* OperandSize = 32*) 
SP (- SP-4; 
SS:SP (- SRC; (* push doubleword *) 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS(O) 

#PF(fault-code) 

#AC(O) 

If the DS, ES, FS, or GS register is used to access memory and it contains 
a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 

If the new value of the SP or ESP register is outside the stack segment 
limit. 

Virtual 8086 Mode Exceptions 

#GP(O) If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. . 

#SS(O) 

#PF(fault-code) 
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If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

I 



#AC(O) 
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If alignment checking is enabled and an unaligned memory reference is 
made. 

Intel Architecture Compatibility 

For Intel Architecture processors from the Intel 286 on, the PUSH ESP instruction pushes the 
value of the ESP register as it existed before the instruction was executed. (This is also true in 
the real-address and virtual-8086 modes.) For the Intel 8086 processor, the PUSH SP instruction 
pushes the new value of the SP register (that is the value after it has been decremented by 2). 
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PUSHAIPUSHAD-Push All General-Purpose Registers 

Opcode 

60 

60 

Description 

Instruction 

PUSHA 

PUSHAO 

Description 

Push AX, CX, OX, BX, original SP, BP, SI, and 01 

Push EAX, ECX, EOX, EBX, original ESP, EBP, ESI, and EOI 

Push the contents of the general-purpose registers onto the procedure stack. The registers are 
stored on the stack in the following order: EAX, ECX, EDX, EBX, EBP, ESP (original value), 
EBP, ESI, and EDI (if the current operand-size attribute is 32) and AX, CX, DX, BX, SP (orig­
inal value), BP, SI, and DI (if the operand-size attribute is 16). (These instructions perform the 
reverse operation of the POPAIPOPAD instructions.) The value pushed for the ESP or SP 
register is its value before prior to pushing the first register (see the "Operation" below). 

The PUSHA (push all) and PUSHAD (push all double) mnemonics reference the same opcode. 
The PUSHA instruction is intended for use when the operand-size attribute is 16 and the 
PUSHAD instruction for when the operand-size attribute is 32. Some assemblers may force the 
operand size to 16 when PUSHA is used and to 32 when PUSHAD is used. Others may treat 
these mnemonics as synonyms (PUSHAIPUSHAD) and use the current setting of the operand­
size attribute to determine the size of values to be pushed from the stack, regardless of the 
mnemonic used. 

In the real-address mode, if the ESP or SP register is 1,3, or 5 when the PUSHAIPUSHAD 
instruction is executed, the processor shuts down due to a lack of stack space. No exception is 
generated to indicate this condition. 

Operation 

IF OperandSize = 32 (* PUSHAD instruction *) 
THEN 

Temp ~ (ESP); 
Push(EAX); 
Push(ECX); 
Push(EDX); 
Push(EBX); 
Push(Temp); 
Push(EBP); 
Push(ESI); 
Push(EDI); 

ELSE (* OperandSize = 16, PUSHA instruction *) 
Temp~ (SP); 
Push(AX); 
Push(CX); 
Push(DX); 
Push(BX); 
Push(Temp); 
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FI; 

Push(BP); 
Push(SI); 
Push(DI); 

Flags Affected 

None. 

Protected Mode Exceptions 

#SS(O) 

#PF(fault-code) 

If the starting or ending stack address is outside the stack segment limit. 

If a page fault occurs. 

Real Address Mode Exceptions 

#GP If the ESP or SP register contains 7, 9, 11, 13, or 15. 

Virtual 8086 Mode Exceptions 

#GP(O) 

#PF(fault-code) 

I 

If the ESP or SP register contains 7, 9, 11,13, or 15. 

If a page fault occurs. 
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PUSHF/PUSHFD-Push EFLAGS Register onto the Stack 

Opcode 

9C 

9C 

Description 

Instruction 

PUSHF 

PUSHFD 

Description 

Push EFLAGS 

Push EFLAGS 

Decrement the stack pointer by 4 (if the current operand-size attribute is 32) and push the entire 
contents of the EFLAGS register onto the procedure stack or decrement the stack pointer by 2 
(if the operand-size attribute is 16) push the lower 16 bits of the EFLAGS register onto the stack. 
(These instructions reverse the operation of the POPF/POPFD instructions.) See Section 3.6.3., 
"EFLAGS Register" for information about the EFLAGS registers. 

When copying the entire EFLAGS register to the stack, bits 16 and 17, called the VM and RF 
flags, are not copied. Instead, the values for these flags are cleared in the EFLAGS image stored 
on the stack. 

The PUSHF (push flags) and PUSHFD (push flags double) mnemonics reference the same 
opcode. The PUSHF instruction is intended for use when the operand-size attribute is 16 and the 
PUSHFD instruction for when the operand-size attribute is 32. Some assemblers may force the 
operand size to 16 when PUSHF is used and to 32 when PUSHFD is used. Others may treat these 
mnemonics as synonyms (PUSHF/PUSHFD) and use the current setting of the operand-size 
attribute to determine the size of values to be pushed from the stack, regardless of the mnemonic 
used. 

When the I/O privilege level (IOPL) is less than 3 in virtual-8086 mode, the PUSHFIPUSHFD 
instructions causes a general protection exception (#GP). The IOPL is altered only when 
executing at privilege level O. The interrupt flag is altered only when executing at a level at least 
as privileged as the IOPL. (Real-address mode is equivalent to privilege level 0.) If a 
PUSHFIPUSHFD instruction is executed with insufficient privilege, an exception does not 
occur, but the privileged bits do not change. 

In the real-address mode, if the ESP or SP register is 1,3, or 5 when the PUSHAIPUSHAD 
instruction is executed, the processor shuts down due to a lack of stack space. No exception is 
generated to indicate this condition. 

Operation 

IF VM=O (* Not in Virtual-BOB6 Mode *) 
THEN 
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IF OperandSize = 32 
THEN 

FI; 

push(EFLAGS AND OOFCFFFFH); 
(* VM and RF EFLAG bits are cleared in image stored on the stack*) 

ELSE 
push(EFLAGS); (* Lower 16 bits only *) 
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ELSE (* In Virtual-8086 Mode *) 
IF IOPL=3 

THEN 
IF OperandSize = 32 
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THEN push(EFLAGS AND OFCFFFFH); 
(* VM and RF EFLAGS bits are cleared in image stored on the stack*) 

ELSE push(EFLAGS); (* Lower 16 bits only *) 
FI; 

ELSE 

FI; 
FI; 

#GP(O); (* Trap to virtual-8086 monitor *) 

Flags Affected 

None. 

Protected Mode Exceptions 

#SS(O) If the new value of the ESP register is outside the stack segment boundary. 

Real Address Mode Exceptions 

None. 

Virtual 8086 Mode Exceptions 

#GP(O) If the 110 privilege level is less than 3. 
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RCLJRCRlROLJROR--Rotate 

Opcode Instruction Description 

DO /2 RCL rlmB,1 Rotate 9 bits (CF,rlmB) left once 

02/2 RCL rlmB,CL Rotate 9 bits (CF,rlmB) left CL times 

CO /2 ib RCL rlmB,immB Rotate 9 bits (CF, rlmB) left immB times 

01/2 RCL rim 16,1 Rotate 17 bits (CF,rlm16) left once 

03/2 RCL rim 16,CL Rotate 17 bits (CF,rlm 16) left CL times 

C1 /2 ib RCL rim 16,immB Rotate 17 bits (CF,rlm16) left immB times 

01 /2 RCL rlm32,1 Rotate 33 bits (CF,rlm32) left once 

03/2 RCL rlm32,CL Rotate 33 bits (CF,rlm32) left CL times 

C1 /2 ib RCL rlm32,immB Rotate 33 bits (CF,rlm32) left immB times 

00/3 RCR rlmB,1 Rotate 9 bits (CF,rlmB) right once 

02/3 RCR rlmB,CL Rotate 9 bits (CF,rlmB) right CL times 

CO /3 ib RCR rlmB,immB Rotate 9 bits (CF,rlmB) right immBtimes 

01/3 RCR rlm16,1 Rotate 17 bits (CF,rlm16) right once 

03/3 RCR rlm16,CL Rotate 17 bits (CF,rlm16) right CL times 

C1 /3 ib RCR rlm16,immB Rotate 17 bits (CF,rlm16) right immBtimes 

01/3 RCR rlm32,1 Rotate 33 bits (CF,rlm32) right once 

03/3 RCR rlm32,CL Rotate 33 bits (CF,rlm32) rightCL times 

C1 /3 ib RCR rlm32,immB Rotate 33 bits (CF,rlm32) right immBtimes 

00/0 ROL rlmB,1 Rotate 8 bits rlmBleft once 

02/0 ROL rlmB,CL Rotate 8 bits rlmBleft CL times 

CO /0 ib ROL rlmB,immB Rotate 8 bits rlmBleft immBtimes 

01/0 ROL rim 16,1 Rotate 16 bits rim 16 left once 

03/0 ROL rim 16,CL Rotate 16 bits rim 16 left CL times 

C1 /0 ib ROL rlm16,immB Rotate 16 bits rim 16 left immB times 

01 /0 ROL rlm32,1 Rotate 32 bits rlm32 left once 

03/0 ROL rlm32,CL Rotate 32 bits rlm32 left CL times 

C1 /0 ib ROL rlm32,immB Rotate 32 bits rlm32 left immB times 

DO /1 ROR rlmB,1 Rotate 8 bits rlmB right once 

02/1 ROR rlmB,CL Rotate 8 bits rlmB right CL times 

CO /1 ib ROR rlmB,immB Rotate 8 bits rlm16 right immBtimes 

0111 ROR rlm16,1 Rotate 16 bits rim 16 right once 

03/1 ROR rlm16,CL Rotate 16 bits rim 16 right CL times 

C1 /1 ib ROR rlm16,immB Rotate 16 bits rim 16 right immB times 

0111 ROR rlm32,1 Rotate 32 bits rlm32 right once 

03/1 ROR rlm32,CL Rotate 32 bits rlm32 right CL times 

C1 /1 ib ROR rlm32,immB Rotate 32 bits rlm32 right immB times 
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Description 

Shifts (rotates) the bits of the first operand (destination operand) the number of bit positions 
specified in the second operand (count operand) and stores the result in the destination operand. 
The destination operand can be a register or a memory location; the count operand is an unsigned 
integer that can be an immediate or a value in the CL register. The processor restricts the count 
to a number between 0 and 31 by masking all the bits in the count operand except the 5 least­
significant bits. 

The rotate left (ROL) and rotate through carry left (RCL) instructions shift all the bits toward 
more-significant bit positions, except for the most-significant bit, which is rotated to the least­
significant bit location (see Figure 6-10). The rotate right (ROR) and rotate through carry right 
(RCR) instructions shift all the bits toward less significant bit positions, except for the least­
significant bit, which is rotated to the most-significant bit location (see Figure 6-10). 

The RCL and RCR instructions include the CF flag in the rotation. The RCL instruction shifts 
the CF flag into the least-significant bit and shifts the most-significant bit into the CF flag (see 
Figure 6-10). The RCR instruction shifts the CF flag into the most-significant bit and shifts the 
least-significant bit into the CF flag (see Figure 6-10). For the ROL and ROR instructions, the 
original value of the CF flag is not a part of the result, but the CF flag receives a copy of the bit 
that was shifted from one end to the other. 

The OF flag is defined only for the I-bit rotates; it is undefined in all other cases. For left rotates, 
the OF flag is set to the exclusive OR of the CF bit (after the rotate) and the most-significant bit 
of the result. For right rotates, the OF flag is set to the exclusive OR of the two most-significant 
bits of the result. 

Operation 
SIZE ~ OperandSize 
CASE (determine count) OF 

SIZE = 8: tempCOUNT ~ (COUNT AND 1 FH) MOD 9; 
SIZE = 16: tempCOUNT ~ (COUNT AND 1FH) MOD 17; 
SIZE = 32: tempCOUNT ~ COUNT AND 1 FH; 

ESAC; 
(* ROL instruction operation *) 
WHILE (tempCOUNT"* 0) 

DO 

00; 
ELlHW; 

tempCF ~ MSB(DEST); 
DEST ~ (DEST * 2) + tempCF; 
tempCOUNT ~ tempCOUNT - 1 ; 

CF ~tempCF; 
IF COUNT = 1 

FI; 

THEN OF ~ MSB(DEST) XOR CF; 
ELSE OF is undefined; 

(* ROR instruction operation *) 
WHILE (tempCOUNT"* 0) 
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DO 

aD; 

tempCF +-- LSB(SRC); 
DEST +-- (DEST / 2) + (tempCF * 2SIZE); 

tempCOUNT +-- tempCOUNT - 1; 

IF COUNT = 1 

FI; 

THEN OF +-- MSB(DEST) XOR MSB - 1 (DEST); 
ELSE OF is undefined; 

(* RCL instruction operation *) 
WHILE (tempCOUNT '" 0) 

DO 
tempCF +-- MSB(DEST); 
DEST +-- (DEST * 2) + tempCF; 
tempCOUNT +-- tempCOUNT - 1; 

aD; 
ELlHW; 
CF +-- tempCF; 
IF COUNT = 1 

FI; 

THEN OF +-- MSB(DEST) XOR CF; 
ELSE OF is undefined; 

(* RCR instruction operation *) 
WHILE (tempCOUNT '" 0) 

DO 

aD; 

tempCF +-- LSB(SRC); 
DEST +-- (DEST / 2) + (tempCF * 2SIZE); 

tempCOUNT +-- tempCOUNT - 1; 

IF COUNT = 1 
IF COUNT = 1 

FI; 

THEN OF +-- MSB(DEST) XOR MSB - 1 (DEST); 
ELSE OF is undefined; 

Flags Affected 

The CF flag contains the value of the bit shifted into it. The OF flag is affected only for single­
bit rotates (see "Description" above); it is undefined for multi-bit rotates. The SF, ZF, AF, and 
PF flags are not affected. 
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Protected Mode Exceptions 

#OP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

If the source operand is located in a nonwritable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
OS segment limit. 

If the DS, ES, FS, or OS register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#OP 

#SS 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
OS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#OP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
OS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 

Intel Architecture Compatibility 

The 8086 does not mask the rotation count. All Intel Architecture processors from the Inte1386 
processor on do mask the rotation count in all operating modes. 
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RDMSR-Read from Model Specific Register 

Opcode 

OF 32 

Description 

Instruction 

RDMSR 

Description 

Load MSR specified by ECX into EDX:EAX 

Loads the contents of a 64-bit model specific register (MSR) specified in the ECX register into 
registers EDX:EAX. The EDX register is loaded with the high-order 32 bits of the MSR and the 
EAX register is loaded with the low-order 32 bits. If less than 64 bits are implemented in the 
MSR being read, the values returned to EDX:EAX in unimplemented bit locations are unde­
fined. 

This instruction must be executed at privilege level 0 or in real-address mode; otherwise, a 
general protection exception #GP(O) will be generated. Specifying a reserved or unimplemented 
MSR address in ECX will also cause a general protection exception. 

The MSRs control functions for testability, execution tracing, performance-monitoring and 
machine check errors. Appendix C, Model-Specific Registers (MSRs), in the Pentium® Pro 
Family Developer's Manual, Volume 3 lists all the MSRs that can be read with this instruction 
and their addresses. 

The CPUID instruction should be used to determine whether MSRs are supported (EDX[5]=1) 
before using this instruction. 

Operation 

EDX:EAX f- MSR[ECX]; 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) If the current privilege level is not O. 

If the value in ECX specifies a reserved or unimplemented MSR address. 

Real Address Mode Exceptions 

#GP If the current privilege level is not 0 

If the value in ECX specifies a reserved or unimplemented MSR address. 

Virtual 8086 Mode Exceptions 

#GP(O) The RDMSR instruction is not recognized in virtual 8086 mode. 
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Intel Architecture Compatibility 

The MSRs and the ability to read them with the RDMSR instruction were introduced into the 
Intel Architecture with the Pentium processor. Execution of this instruction by an Intel Archi­
tecture processor earlier than the Pentium processor results in an invalid opcode exception #UD. 
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RDPMC-Read Performance-Monitoring Counters 

Opcode 

OF 33 

Description 

Instruction 

RDPMC 

Description 

Read performance-monitoring counter specified by ECX 
into EDX:EAX 

Loads the contents of the 40-bit performance-monitoring counter specified in the ECX register 
into registers EDX:EAX. The EDX register is loaded with the high-order 8 bits of the counter 
and the EAX register is loaded with the low-order 32 bits. The Pentium Pro processor has two 
performance-monitoring counters (0 and 1), which are specified by placing OOOOH or 0001H, 
respectively, in the ECX register. 

The RDPM C instruction allows application code running at a pri vilege level of 1, 2, or 3 to read 
the performance-monitoring counters if the PCE flag in the CR4 register is set. This instruction 
is provided to allow performance monitoring by application code without incurring the overhead 
of a call to an operating-system procedure. 

The performance-monitoring counters are event counters that can be programmed to count 
events such as the number of instructions decoded, number of interrupts received, or number of 
cache loads. Appendix B, Performance Monitoring Counters, in the Pentium® Pro Family 
Developer's Manual, Volume 3 lists all the events that can be counted. 

The RDPMC instruction does not serialize instruction execution. That is, it does not imply that 
all the events caused by the preceding instructions have been completed or that events caused by 
subsequent instructions have not begun. If an exact event count is desired, software must use a 
serializing instruction (such as the CPUID instruction) before and/or after the execution of the 
RDPCM instruction. 

The RDPMC instruction can execute in 16-bit addressing mode or virtual 8086 mode; however, 
the full contents of the ECX register are used to determine the counter to access and a fu1l40-bit 
result is returned (the low-order 32 bits in the EAX register and the high-order 9 bits in the EDX 
register). 

Operation 

IF (ECX = 0 OR 1) AND ((CR4.PCE = 1) OR ((CR4.PCE = 0) AND (CPL=O))) 
THEN 

FI; 

EDX:EAX f-- PMC[ECX]; 
ELSE (* ECX is not 0 or 1 and/or CR4.PCE is 0 and CPL is 1, 2, or 3 *) 

#GP(O) 

Flags Affected 

None. 
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Protected Mode Exceptions 

#GP(O) If the current privilege level is not 0 and the PCE flag in the CR4 register 
is clear. 

If the value in the ECX register is not 0 or 1. 

Real Address Mode Exceptions 

#GP If the PCE flag in the CR4 register is clear. 

If the value in the ECX register is not 0 or 1. 

Virtual 8086 Mode Exceptions 

#GP(O) 

I 

If the PCE flag in the CR4 register is clear. 

If the value in the ECX register is not 0 or 1. 

11-331 



INSTRUCTION SET REFERENCE 

RDTSC-Read Time-Stamp Counter 

Opcode 

OF 31 

Description 

Instruction 

RDTSC 

Description 
Read time-stamp counter into EDX:EAX 

Loads the current value of the processor's time-stamp counter into the EDX:EAX registers. The 
time-stamp counter is contained in a 64-bit MSR. The high-order 32 bits of the MSR are loaded 
into the EDX register, and the low-order 32 bits are loaded into the EAX register. The processor 
increments the time-stamp counter MSR every clock cycle and resets it to 0 whenever the 
processor is reset. 

The time stamp disable (TSD) flag in register CR4 restricts the use of the RDTSC instruction. 
When the TSD flag is clear, the RDTSC instruction can be executed at any privilege level; when 
the flag is set, the instruction can only be executed at privilege level O. The time-stamp counter 
can also be read with the RDMSR instruction. 

The RDTSC instruction is not serializing instruction. Thus, it does not necessarily wait until all 
previous instructions have been executed before reading the counter. Similarly, subsequent 
instructions may begin execution before the read operation is performed. 

This instruction was introduced into the Intel Architecture in the Pentium processor. 

Operation 

IF (CR4.TSD = 0) OR ((CR4.TSD = 1) AND (CPL=O)) 
THEN 

EDX:EAX ~ TimeStampCounter; 
ELSE (* CR4 is 1 and CPL is 1, 2, or 3 *) 

#GP(O) 
FI; 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) If the TSD flag in register CR4 is set and the CPL is greater than O. 

Real Address Mode Exceptions 

#GP If the TSD flag in register CR4 is set. 

Virtual 8086 Mode Exceptions 

#GP(O) If the TSD flag in register CR4 is set. 
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REP/REPElREPZlREPNE/REPNZ-Repeat String Operation Prefix 

Opcode 

F36C 

F36D 

F36D 

F3A4 

F3A5 

F3A5 

F36E 

F36F 

F36F 

F3AC 

F3AD 

F3AD 

F3AA 

F3AB 

F3AB 

F3A6 

F3A7 

F3A7 

F3AE 

F3AF 

F3 AF 

F2 A6 

F2A7 

F2 A7 

F2AE 

F2 AF 

F2 AF 

Description 

Instruction 

REP INS rlmB, DX 

REP INS rim 16,DX 

REP INS rlm32,DX 

REP MOVS mB,mB 

REP MOVS m16,m16 

REP MOVS m32,m32 

REP OUTS DX,rlmB 

REP OUTS DX,rlm16 

REP OUTS DX,rlm32 

REP LODSAL 

REP LODS AX 

REP LODS EAX 

REP STOS mB 

REP STOS m16 

REP STOS m32 

REPE CMPS mB,mB 

REPE CMPS m16,m16 

REPE CMPS m32,m32 

REPE SCAS mB 

REPE SCAS m16 

REPE SCAS m32 

REPNE CMPS mB,mB 

REPNE CMPS m16,m16 

REPNE CMPS m32,m32 

REPNE SCAS mB 

REPNE SCAS m16 

REPNE SCAS m32 

Description 

Input ECX bytes from port DX into ES:[EDI] 

Input ECX words from port DX into ES:[EDI] 

Input ECX doublewords from port DX into ES:[EDI] 

Move ECX bytes from DS:[ESI] to ES:[EDI] 

Move ECX words from DS:[ESI] to ES:[EDI] 

Move ECX doublewords from DS:[ESI] to ES:[EDI] 

Output ECX bytes from DS:[ESI] to port DX 

Output ECX words from DS:[ESI] to port DX 

Output ECX doublewords from DS:[ESI] to port DX 

Load ECX bytes from DS:[ESI] to AL 

Load ECX words from DS:[ESI] to AX 

Load ECX doublewords from DS:[ESI] to EAX 

Fill ECX bytes at ES:[EDI] with AL 

Fill ECX words at ES:[EDI] with AX 

Fill ECX doublewords at ES:[EDI] with EAX 

Find nonmatching bytes in ES:[EDI] and DS:[ESI] 

Find nonmatching words in ES:[EDI] and DS:[ESI] 

Find nonmatching doublewords in ES:[EDI] and DS:[ESI] 

Find non-AL byte starting at ES:[EDI] 

Find non-AX word starting at ES:[EDI] 

Find non-EAX doubleword starting at ES:[EDI] 

Find matching bytes in ES:[EDI] and DS:[ESI] 

Find matching words in ES:[EDI] and DS:[ESI] 

Find matching doublewords in ES:[EDI] and DS:[ESI] 

Find AL, starting at ES:[EDI] 

Find AX, starting at ES:[EDI] 

Find EAX, starting at ES:[EDI] 

Repeats a string instruction the number of times specified in the count register (ECX) or until 
the indicated condition of the ZF flag is no longer met. The REP (repeat), REPE (repeat while 
equal), REPNE (repeat while not equal), REPZ (repeat while zero), and REPNZ (repeat while 
not zero) mnemonics are prefixes that can be added to one of the string instructions. The REP 
prefix can be added to the INS, OUTS, MOVS, LaDS, and STOS instructions, and the REPE, 
REPNE, REPZ, and REPNZ prefixes can be added to the CMPS and SCAS instructions. (The 
REPZ and REPNZ prefixes are synonymous fonns of the REPE and REPNE prefixes, respec­
tively.) The behavior of the REP prefix is undefined when used with non-string instructions. 

The REP prefixes apply only to one string instruction at a time. To repeat a block of instructions, 
use the LOOP instruction or another looping construct. 
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All of these repeat prefixes cause the associated instruction to be repeated until the count in 
register ECX is decremented to 0 (see the following table). The REPE, REPNE, REPZ, and 
REPNZ prefixes also check the state of the ZF flag after each iteration and terminate the repeat 
loop if the ZF flag is not in the specified state. When both termination conditions are tested, the 
cause of a repeat termination can be determined either by testing the ECX register with a JECXZ 
instruction or by testing the ZF flag with a JZ, JNZ, and JNE instruction. 

Repeat Conditions 

Repeat Prefix Termination Condition 1 Termination Condition 2 

REP ECX=O None 

REPE/REPZ ECX=O ZF=O 

REPNE/REPNZ ECX=O ZF=l 

When the REPE/REPZ and REPNEIREPNZ prefixes are used, the ZF flag does not require 
initialization because both the CMPS and SCAS instructions affect the ZF flag according to the 
results of the comparisons they make. 

A repeating string operation can be suspended by an exception or interrupt. When this happens, 
the state of the registers is preserved to allow the string operation to be resumed upon a return 
from the exception or interrupt handler. The source and destination registers point to the next 
string elements to be operated on, the EIP register points to the string instruction, and the ECX 
register has the value it held following the last successful iteration of the instruction. This mech­
anism allows long string operations to proceed without affecting the interrupt response time of 
the system. 

When a page fault occurs during CMPS or SCAS instructions that are prefixed with REPNE, the 
EFLAGS value is restored to the state prior to the execution of the instruction. Since SCAS and 
CMPS do not use EFLAGS as an input, the processor can resume the instruction after the page 
fault handler. 

Use the REP INS and REP OUTS instructions with caution. Not all I/O ports can handle the rate 
at which these instructions execute. 

A REP STOS instruction is the fastest way to initialize a large block of memory. 
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Operation 

IF AddressSize = 16 
THEN 

FI; 

use CX for CountReg; 
ELSE (* AddressSize = 32 *) 

use ECX for CountReg; 

WHILE CountReg "* 0 
DO 

service pending interrupts (if any); 
execute associated string instruction; 
Count Reg f- CountReg - 1; 
IF CountReg = 0 

THEN exit WHILE loop 
FI; 
IF (repeat prefix is REPZ or REPE) AND (ZF=O) 
OR (repeat prefix is REPNZ or REPNE) AND (ZF=1) 

THEN exit WHILE loop 
FI; 

00; 

Flags Affected 

INSTRUCTION SET REFERENCE 

None; however, the CMPS and SCAS instructions do set the status flags in the EFLAGS register. 

Exceptions (All Operating Modes) 

None; however, exceptions can be generated by the instruction a repeat prefix is associated with. 
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RET-Return from Procedure 

Opcode Instruction 

C3 RET 

CB RET 

C2 iw RET imm16 

CAiw RET imm16 

Description 

Near retu rn to call ing procedu re 

Far return to calling procedure 

Near return to calling procedure and pop imm16 bytes 
from stack 

Far return to calling procedure and pop imm16 bytes from 
stack 

Description 

Transfers program control to a return address located on the top of the stack. The address is 
usually placed on the stack by a CALL instruction, and the return is made to the instruction that 
follows the CALL instruction. 

The optional source operand specifies the number of stack bytes to be released after the return 
address is popped; the default is none. This operand can be used to release parameters from the 
stack that were passed to the called procedure and are no longer needed. 

The RET instruction can be used to execute three different types of returns: 

• 

• 

• 

Near return-A return to a calling procedure within the current code segment (the segment 
currently pointed to by the CS register), sometimes referred to as an intrasegment return. 

Far return-A return to a calling procedure located in a different segment than the current 
code segment, sometimes referred to as an intersegment return. 

Inter-privilege-Ievel far return-A far return to a different privilege level than that of the 
currently executing program or procedure. 

The inter-privilege-level return type can only be executed in protected mode. See Section 4.3., 
"Calling Procedures Using CALL and RET" for detailed information on near, far, and inter-priv­
ilege-level returns. 

When executing a near return, the processor pops the return instruction pointer (offset) from the 
top of the procedure stack into the EIP register and begins program execution at the new instruc­
tion pointer. The CS register is unchanged. 

When executing a far return, the processor pops the return instruction pointer from the top of the 
procedure stack into the EIP register, then pops the segment selector from the top of the stack 
into the CS register. The processor then begins program execution in the new code segment at 
the new instruction pointer. 

The mechanics of an inter-privilege-level far return are similar to an intersegment return, except 
that the processor examines the privilege levels and access rights of the code and stack segments 
being returned to determine if the control transfer is allowed to be made. The DS, ES, FS, and 
GS segment registers are cleared by the RET instruction during an inter-privilege-level return if 
they refer to segments that are not allowed to be accessed at the new privilege level. Since a 
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stack switch also occurs on an inter-privilege level return, the ESP and SS registers are loaded 
from the stack. 

Operation 

(* Near return *) 
IF instruction = near return 

THEN; 
IF Operand8ize = 32 

THEN 

FI; 

IF top 12 bytes of stack not within stack limits THEN #88(0); FI; 
EIP f- PopO; 

EL8E (* Operand8ize = 16 *) 
IF top 6 bytes of stack not within stack limits 

THEN #88(0) 
FI; 
tempEIP f- PopO; 
tempEIP f- tempEIP AND OOOOFFFFH; 
IF tempEIP not within code segment limits THEN #GP(O); FI; 
EIP f- tempEIP; 

IF instruction has immediate operand 
THEN IF 8tackAddress8ize=32 

THEN 

FI; 
FI; 

E8P f- E8P + 8RC; 
EL8E (* 8tackAddress8ize=16 *) 

8P f- 8P + 8RC; 

(* Real-address mode or virtual-8086 mode *) 
IF ((PE = 0) OR (PE = 1 AND VM = 1)) AND instruction = far return 

THEN; 
IF Operand8ize = 32 

FI; 

THEN 
IF top 12 bytes of stack not within stack limits THEN #88(0); FI; 
EIP f- PopO; 
C8 f- PopO; (* 32-bit pop, high-order 16-bits discarded *) 

EL8E (* Operand8ize = 16 *) 
IF top 6 bytes of stack not within stack limits THEN #88(0); FI; 
tempEIP f- PopO; 
tempEIP f- tempEIP AND OOOOFFFFH; 
IF tempEIP not within code segment limits THEN #GP(O); FI; 
EIP f- tempEIP; 
C8 f- PopO; (* 16-bit pop *) 

IF instruction has immediate operand THEN 8P f- 8P + (8RC AND FFFFH); FI; 
FI; 
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(* Protected mode, not virtual 8086 mode *) 
IF (PE = 1 AND VM = 0) AND instruction = far RET 

THEN 
IF OperandSize = 32 

THEN 

FI; 

IF second doubleword on stack is not within stack limits THEN #SS(O); FI; 
ELSE (* OperandSize = 16 *) 

IF second word on stack is not within stack limits THEN #SS(O); FI; 

IF return code segment selector is null THEN GP(O); FI; 
IF return code segment selector addrsses descriptor beyond diescriptor table limit 

THEN GP(selector; FI; 
Obtain descriptor to which return code segment selector points from descriptor table 
IF return code segment descriptor is nat a code segment THEN #GP(selector); FI; 
if return code segment selector RPL < CPL THEN #GP(selector); FI; 
IF return code segment descriptor is condorming 

AND return code segment DPL > return code segment selector RPL 
THEN #GP(selector); FI; 

IF return code segment descriptor is not present THEN #NP(selector); FI: 
IF return code segment selector RPL > CPL 

FI; 
END;FI; 

THEN GOTO RETURN-OUTER-PRIVILEGE-LEVEL; 
ELSE GOTO RETURN-TO-SAME-PRIVILEGE-LEVEL 

RETURN-SAME-PRIVILEGE-LEVEL: 
IF the return instruction pointer is not within ther return code segment limit 

THEN #GP(O); 
FI; 
IF OperandSize=32 

FI; 

THEN 
EIP f- PopO; 
CS f- PopO; (* 32-bit pop, high-order 16-bits discarded *) 
ESP f- ESP + SRC; 

ELSE (* OperandSize=16 *) 
EIP f- PopO; 
EIP f- EIP AND OOOOFFFFH; 
CS f- PopO; (* 16-bit pop *) 
ESP f- ESP + SRC; 

RETURN-OUTER-PRIVILEGE-LEVEL: 
IF top (16 + SRC) bytes of stack are not within stack limits (OperandSize=32) 

FI; 

OR top (8 + SRC) bytes of stack are not within stack limits (OperandSize=16) 
THEN #SS(O); FI; 

Read return segment selector; 
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IF stack segment selector is null THEN #GP(O); FI; 
IF return stack segment selector index is not within its descriptor table limits 

THEN #GP(selector); FI; 
Read segment descriptor pointed to by return segment selector; 
IF stack segment selector RPL"* RPL of the return code segment selector 

OR stack segment is not a writable data segment 
OR stack segment descriptor DPL "* RPL of the return code segment selector 

THEN #GP(selector); FI; 
IF stack segment not present THEN #SS(StackSegmentSelector); FI; 

IF the return instruction pointer is not within the return code segment limit THEN #GP(O); FI: 
CPL ~ ReturnCodeSegmentSelector(RPL); 

IF OperandSize=32 
THEN 

EIP ~ PopO; 
CS ~ PopO; (* 32-bit pop, high-order 16-bits discarded *) 
(* segment descriptor information also loaded *) 

CS(RPL) ~ CPL; 
ESP ~ ESP + SRC; 
tempESP ~ PopO; 
tempSS ~ PopO; (* 32-bit pop, high-order 16-bits discarded *) 
(* segment descriptor information also loaded *) 
ESP ~ tempESP; 
SS ~tempSS; 

ELSE (* OperandSize=16 *) 
EIP ~ PopO; 
EIP ~ EIP AND OOOOFFFFH; 
CS ~ PopO; (* 16-bit pop; segment descriptor information also loaded *) 
CS(RPL) ~ CPL; 
ESP ~ ESP + SRC; 
tempESP ~ PopO; 
tempSS ~ PopO; (* 16-bit pop; segment descriptor information also loaded *) 
(* segment descriptor information also loaded *) 
ESP ~ tempESP; 
SS ~ tempSS; 

FI; 
FOR each of segment register (ES, FS, GS, and DS) 

DO; 
IF segment register points to data or non-conforming code segment 
AND CPL > segment descriptor DPL; (* DPL in hidden part of segment register *) 

THEN (* segment register invalid *) 

FI; 
OD; 

SegmentSelector ~ 0; (* null segment selector *) 

For each of ES, FS, GS, and DS 
DO 
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aD; 

I F segment selector index is not within descriptor table limits 
OR segment descriptor indicates the segment is not a data or 

readable code segment 
OR if the segment is a data or non-conforming code segment and the segment 

descriptor's DPL < CPL or RPL of code segment's segment selector 
THEN 

segment selector register f- null selector; 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) 

#GP(selector) 

#SS(O) 

#NP(selector) 

#PF(fault-code) 

#AC(O) 

11-340 

If the return code or stack segment selector null. 

If the return instruction pointer is not within the return code segment limit 

If the RPL of the return code segment selector is less then the CPL. 

If the return code or stack segment selector index is not within its 
descriptor table limits. 

If the return code segment descriptor does not indicate a code segment. 

If the return code segment is non-conforming and the segment selector's 
DPL is not equal to the RPL of the code segment's segment selector 

If the return code segment is conforming and the segment selector's DPL 
greater than the RPL of the code segment's segment selector 

If the stack segment is not a writable data segment. 

If the stack segment selector RPL is not equal to the RPL of the return code 
segment selector. 

If the stack segment descriptor DPL is not equal to the RPL of the return 
code segment selector. 

If the top bytes of stack are not within stack limits. 

If the return stack segment is not present. 

If the return code segment is not present. 

If a page fault occurs. 

If an unaligned memory access occurs when the CPL is 3 and alignment 
checking is enabled. 
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Real Address Mode Exceptions 

#GP If the return instruction pointer is not within the return code segment limit 

#SS If the top bytes of stack are not within stack limits. 

Virtual 8086 Mode Exceptions 

#GP(O) If the return instruction pointer is not within the return code segment limit 

#SS(O) If the top bytes of stack are not within stack limits. 

#PF(fault-code) If a page fault occurs. 

#AC(O) If an unaligned memory access occurs when alignment checking is 
enabled. 
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ROUROR-Rotate 

See entry for RCURCRIROUROR. 
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RSM-Resume from System Management Mode 

Opcode 

OFAA 

Description 

Instruction 

RSM 

Description 

Resume operation of interrupted program 

Returns program control from system management mode (SMM) to the application program or 
operating system procedure that was interrupted when the processor received an SSM interrupt. 
The processor's state is restored from the dump created upon entering SMM. If the processor 
detects invalid state information during state restoration, it enters the shutdown state. The 
following invalid information can cause a shutdown: 

• Any reserved bit of CR4 is set to 1. 

• 
• 

Any illegal combination of bits in CRO, such as (PG=l and PE=O) or (NW=1 and CD=O). 

(Intel Pentium and Intel486 processors only.) The value stored in the state dump base field 
is not a 32-KByte aligned address. 

The contents of the model-specific registers are not affected by a return from SMM. 

See Chapter 9 in the Pentium® Pro Family Developer's Manual, Volume 3 for more information 
about SMM and the behavior of the RSM instruction. 

Operation 

ReturnFromSSM; 
ProcessorState <- Restore(SSMDump); 

Flags Affected 

All. 

Protected Mode Exceptions 

#UD If an attempt is made to execute this instruction when the processor is not 
inSMM. 

Real Address Mode Exceptions 

#UD If an attempt is made to execute this instruction when the processor is not 
inSMM. 

Virtual 8086 Mode Exceptions 

IIUD 

I 

If an attempt is made to execute this instruction when the processor is not 
in SMM. 
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SAHF-Store AH into Flags 

Opcode 

9E 

Description 

Instruction 

SAHF 

Clocks 

2 

Description 

Loads SF, ZF, AF, PF, and CF from AH into 
EFLAGS register 

Loads the SF, ZF, AF, PF, and CF flags of the EFLAGS register with values from the corre­
sponding bits in the AH register (bits 7, 6, 4, 2, and 0, respectively). Bits 1, 3, and 5 of register 
AH are ignored; the corresponding reserved bits (1, 3, and 5) in the EFLAGS registers are set as 
shown in the "Operation" below 

Operation 

EFLAGS(SF:ZF:O:AF:O:PF:1:CF) f- AH; 

Flags Affected 

The SF, ZF, AF, PF, and CF flags are loaded with values from the AH register. Bits 1,3, and 5 
of the EFLAGS register are set to I, 0, and 0, respectively. 

Exceptions (All Operating Modes) 

None. 
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SAUSARISHUSHR-Shift Instructions 

Opcode Instruction Description 

00/4 SAL rlmB,1 Multiply rlmB by 2, once 

02/4 SAL rlmB,CL Multiply rlmB by 2, CL times 

CO 14 ib SAL rlmB,immB Multiply rlmB by 2, immB times 

01/4 SAL rim 16,1 Multiply rlm16 by 2, once 

03/4 SAL rim 16,CL Multiply rlm16 by 2, CL times 

C1 14 ib SAL rim 16,immB Multiply rlm16 by 2, immB times 

01/4 SAL rlm32,1 Multiply rlm32 by 2, once 

03/4 SAL rlm32,CL Multiply rlm32 by 2, CL times 

C1 14 ib SAL rlm32,imm8 Multiply rlm32 by 2, imm8 times 

00/7 SAR rlmB,1 Signed divide* rlmB by 2, once 

02/7 SAR rlmB,CL Signed divide* rlmB by 2, CL times 

CO 17 ib SAR rlm8,imm8 Signed divide* rlmB by 2, immBtimes 

01/7 SAR rlm16,1 Signed divide* rim 16 by 2, once 

03/7 SAR rim 16,CL Signed divide* rlm16 by 2, CL times 

C1 17 ib SAR rlm16,immB Signed divide* rim 16 by 2, imm8 times 

01/7 SAR rlm32,1 Signed divide* rlm32 by 2, once 

03/7 SAR rlm32,CL Signed divide* rlm32 by 2, CL times 

C1 17 ib SAR rlm32,imm8 Signed divide* rlm32 by 2, imm8 times 

00/4 SHL rlm8,1 Multiply rlm8 by 2, once 

02/4 SHL rlm8,CL Multiply rlmB by 2, CL times 

CO 14 ib SHL rlmB,immB Multiply rlmB by 2, immB times 

01/4 SHL rim 16,1 Multiply rlm16 by 2, once 

03/4 SHL rim 16,CL Multiply rlm16 by 2, CL times 

C1 14 ib SHL rim 16,immB Multiply rim 16 by 2, immBtimes 

01/4 SHL rlm32,1 Multiply rlm32 by 2, once 

03/4 SHL rlm32,CL Multiply rlm32 by 2, CL times 

C1 14 ib SHL rlm32,immB Multiply rlm32 by 2, immB times 

00/5 SHR rlmB,1 Unsigned divide rlmB by 2, once 

02/5 SHR rlmB,CL Unsigned divide rlmB by 2, CL times 

CO 15 ib SHR rlmB,immB Unsigned divide rlmB by 2, immB times 

01/5 SHR rim 16,1 Unsigned divide rlm16 by 2, once 

03/5 SHR rim 16,CL Unsigned divide rlm16 by 2, CL times 

C1 15 ib SHR rim 16,immB Unsigned divide rlm16 by 2, immB times 

01/5 SHR rlm32,1 Unsigned divide rlm32 by 2, once 

03/5 SHR rlm32,CL Unsigned divide rlm32 by 2, CL times 

C1 15 ib SHR rlm32,immB Unsigned divide rlm32 by 2, immB times 

NOTE: 

* Not the same form of division as 101V; rounding is toward negative infinity. 
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Description 

Shift the bits in the first operand (destination operand) to the left or right by the number of bits 
specified in the second operand (count operand). Bits shifted beyond the destination operand 
boundary are first shifted into the CF flag, then discarded. At the end of the shift operation, thc 
CF flag contains the last bit shifted out of the destination operand. 

The destination operand can be a register or a memory location. The count operand can be an 
immediate value or register CL. The count is masked to 5 bits, which limits the count range to 
from 0 to 31. A special opcode encoding is provide for a count of l. 

The shift arithmetic left (SAL) and shift logical left (SHL) instructions perform the same oper­
ation; they shift the bits in the destination operand to the left (toward more significant bit loca­
tions). For each shift count, the most significant bit of the destination operand is shifted into the 
CF flag, and the least significant bit is cleared (see Figure 6-6). 

The shift arithmetic right (SAR) and shift logical right (SHR) instructions shift the bits of the 
destination operand to the right (toward less significant bit locations). For each shift count, the 
least significant bit of the destination operand is shifted into the CF flag, and the most significant 
bit is either set or cleared depending on the instruction type. The SHR instruction clears the most 
significant bit (see Figure 6-7); the SAR instruction sets or clears the most significant bit to 
correspond to the sign (most significant bit) of the original value in the destination operand. In 
effect, the SAR instruction fills the empty bit position's shifted value with the sign of the 
unshifted value (see Figure 6-8). 

The SAR and SHR instructions can be used to perform signed or unsigned division, respectively, 
of the destination operand by powers of 2. For example, using the SAR instruction shift a signed 
integer 1 bit to the right divides the value by 2. 

Using the SAR instruction to perform a division operation does not produce the same result as 
the IDIV instruction. The quotient from the IDIV instruction is rounded toward zero, whereas 
the "quotient" of the SAR instruction is rounded toward negative infinity. This difference is 
apparent only for negative numbers. For example, when the IDIV instruction is used to divide 
-9 by 4, the result is -2 with a remainder of -1. If the SAR instruction is used to shift -9 right by 
two bits, the result is -3 and the "remainder" is +3; however, the SAR instruction stores only the 
most significant bit of the remainder (in the CF flag). 

The OF flag is affected only on I-bit shifts. For left shifts, the OF flag is cleared to 0 if the most­
significant bit of the result is the same as the CF flag (that is, the top two bits of the original 
operand were the same); otherwise, it is set to 1. For the SAR instruction, the OF flag is cleared 
for all I-bit shifts. For the SHR instruction, the OF flag is set to the most-significant bit of the 
original operand. 
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Operation 

tempCOUNT ~ COUNT; 
tempO EST ~ DEST; 
WHILE (tempCOUNT::;:' 0) 
DO 

IF instruction is SAL or SHL 
THEN 

FI; 

CF ~ MSB(DEST); 
ELSE (* instruction is SAR or SHR *) 

CF ~ LSB(DEST); 

IF instruction is SAL or SHL 
THEN 

DEST ~ DEST * 2; 
ELSE 

IF instruction is SAR 
THEN 

INSTRUCTION SET REFERENCE 

DEST ~ DEST 12 (*Signed divide, rounding toward negative infinity*); 
ELSE (* instruction is SHR *) 

DEST ~ DEST 1 2 ; (* Unsigned divide *); 
FI; 

FI; 
temp ~ temp - 1 ; 

00; 
(* Determine overflow for the various instructions *) 
IFCOUNT= 1 

FI; 

I 

THEN 
IF instruction is SAL or SHL 

THEN 

FI; 
ELSE 

OF ~ MSB(DEST) XOR CF; 
ELSE 

IF instruction is SAR 
THEN 

FI; 

OF~O; 

ELSE (* instruction is SHR *) 
OF ~ MSB(tempDEST); 

OF ~ undefined; 
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Flags Affected 

The CF flag contains the value of the last bit shifted out of the destination operand; it is unde­
fined for SHL and SHR instructions count is greater than or equal to the size of the destination 
operand. The OF flag is affected only for I-bit shifts (see "Description" above); otherwise, it is 
undefined. The SF, ZF, and PF flags are set according to the result. If the count is 0, the flags are 
not affected. 

Protected Mode Exceptions 

#GP(O) 

#SS(O) 

#PF( fault-code) 

#AC(O) 

If the destination is located in a nonwritable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 

Intel Architecture Compatibility 

The 8086 does not mask the shift count. All Intel Architecture processors from the Inte1386 
processor on do mask the rotation count in all operating modes. 
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SBB-Integer Subtraction with Borrow 

Opcode 

1C ib 

1Diw 

1Did 

80/3 ib 

81/3 iw 

81 13 id 

83/3 ib 

83/3 ib 

181r 

191r 

191r 

1A Ir 

1B Ir 

1B Ir 

Description 

Instruction 

SBB AL,immB 

SBB AX,imm 16 

SBB EAX,imm32 

SBB rlmB,immB 

SBB rim 16,imm16 

SBB rlm32,imm32 

SBB rlm16,immB 

SBB rlm32,immB 

SBB rlmB,rB 

SBB rim 16,r16 

SBB rlm32,r32 

SBB rB,rlmB 

SBB r16,rlm16 

SBB r32,rlm32 

Description 

Subtract with borrow immB from AL 

Subtract with borrow imm16 from AX 

Subtract with borrow imm32 from EAX 

Subtract with borrow immB from rlmB 

Subtract with borrow imm16 from rlm16 

Subtract with borrow imm32 from rlm32 

Subtract with borrow sign-extended immB from rim 16 

Subtract with borrow sign-extended immB from rlm32 

Subtract with borrow rB from rlmB 

Subtract with borrow r16from rlm16 

Subtract with borrow r32 from rlm32 

Subtract with borrow rlmB from rB 

Subtract with borrow rim 16 from r16 

Subtract with borrow rlm32 from r32 

Adds the source operand (second operand) and the carry (CF) flag, and subtracts the result from 
the destination operand (first operand). The result of the subtraction is stored in the destination 
operand. The destination operand can be a register or a memory location; the source operand can 
be an immediate, a register, or a memory location. The state of the CF flag represents a borrow 
from a previous subtraction. 

When an immediate value is used as an operand, it is sign-extended to the length of the destina­
tion operand format. 

The SBB instruction does not distinguish between signed or unsigned operands. Instead, the 
processor evaluates the result for both data types and sets the OF and CF flags to indicate a 
borrow in the signed or unsigned result, respectively. The SF flag indicates the sign of the signed 
result. 

The SBB instruction is usually executed as part of a multibyte or multi word subtraction in which 
a SUB instruction is followed by a SBB instruction. 

Operation 

DEST f- DEST - (SRC + CF); 

Flags Affected 

The OF, SF, ZF, AF, PF, and CF flags are set according to the result. 
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Protected Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

If the destination is located in a non writable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 
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If a memory operand effectIve address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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SCAS/SCASB/SCASW/SCASD-Scan String Data 

Opcode 

AE 

AF 
AF 
AE 

AF 
AF 

Description 

Instruction 

SCAS ES:(E)DI 

SCAS ES:DI 

SCAS ES:EDI 

SCASB 

SCASW 

SCASD 

Description 

Compare AL with byte at ES:(E)DI and set status flags 

Compare AX with word at ES:DI and set status flags 

Compare EAX with doubleword at ES:EDI and set status flags 

Compare AL with byte at ES:(E)DI and set status flags 

Compare AX with word at ES:DI and set status flags 

Compare EAX with doubleword at ES:EDI and set status flags 

Compares the byte, word, or double word specified with the source operand with the value in 
the AL, AX, or EAX register, respectively, and sets the status flags in the EFLAGS register 
according to the results. The source operand specifies the memory location at the address 
ES:EDI. (When the operand-size attribute is 16, the DI register is used as the source-index 
register.) The ES segment cannot be overridden with a segment override prefix. 

The SCASB, SCASW, and SCASD mnemonics are synonyms of the byte, word, and double­
word versions of the SCAS instructions. They are simpler to use, but provide no type or segment 
checking. (For the SCAS instruction, "ES:EDI" must be explicitly specified in the instruction.) 

After the comparison, the EDI register is incremented or decremented automatically according 
to the setting of the DF flag in the EFLAGS register. (If the DF flag is 0, the EDI register is incre­
mented; ifthe DF flag is 1, the EDI register is decremented.) The EDI register is incremented or 
decremented by 1 for byte operations, by 2 for word operations, or by 4 for double word opera­
tions. 

The SCAS, SCASB, SCASW, and SCASD instructions can be preceded by the REP prefix for 
block comparisons of ECX bytes, words, or doublewords. More often, however, these instruc­
tions will be used in a LOOP construct that takes some action based on the setting of the status 
flags before the next comparison is made. See Chapter 11, "REP/REPEIREPZ/REPNE 
IREPNZ-Repeat String Operation Prefix" for a description of the REP prefix. 

Operation 

IF (byte cmparison) 
THEN 

I 

temp f- AL - SRC; 
SetStatusFlags(temp); 

THEN IF OF = 0 
THEN (E)OI f- 1; 
ELSE (E)OI f- -1; 

FI; 
ELSE IF (word comparison) 

THEN 
temp f- AX - SRC; 

11-351 



INSTRUCTION SET REFERENCE intet 

FI; 
FI; 

SetStatusFlags(temp) 
THEN IF DF = 0 

THEN DI f- 2; 
ELSE DI f- -2; 

FI; 
ELSE (* doubleword comparison *) 

temp f- EAX - SRC; 
SetStatusFlags(temp) 

THEN IF DF = 0 

FI; 

THEN EDI f- 4; 
ELSE EDI f- -4; 

Flags Affected 

The OF, SF, ZF, AF, PF, and CF flags are set according to the temporary result of the comparison. 

Protected Mode Exceptions 

#GP(O) 

#PF( fault -code) 

#AC(O) 

If a memory operand effective address is outside the limit of the ES 
segment. 

If the ES register contains a null segment selector. 

If an illegal memory operand effective address in the ES segment is given. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP 

#SS 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) 

#SS(O) 

#PF( fault-code) 

#AC(O) 
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If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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SETcc-Set Byte on Condition 

Opcode Instruction 

OF 97 SETA rlmB 

OF 93 SETAE rlmB 

OF 92 SETB rlmB 
OF 96 SETBE rlmB 

OF 92 SETC rlmB 

OF 94 SETE rlmB 
OF9F SETG rlmB 

OF9D SETGE rlmB 
OF9C SETL rlmB 

OF9E SETLE rlmB 

OF 96 SETNA rlmB 

OF 92 SETNAE rlmB 

OF 93 SETNB rlmB 

OF 97 SETNBE rlmB 

OF 93 SETNC rlmB 

OF 95 SETNE rlmB 

OF9E SETNG rlmB 

OF9C SETNGE rlmB 
OF9D SETNL rlmB 

OF9F SETNLE rlmB 

OF 91 SETNO rlmB 

OF9B SETNP rlmB 
OF 99 SETNS rlmB 

OF 95 SETNZ rlmB 

OF 90 SETO rlmB 

OF9A SETP rlmB 

OF9A SETPE rlmB 
OF9B SETPO rlmB 

OF 98 SETS rlmB 

OF 94 SETZ rlmB 

Description 

INSTRUCTION SET REFERENCE 

Description 

Set byte if above (CF=O and ZF=O) 

Set byte if above or equal (CF=O) 

Set byte if below (CF=1) 

Set byte if below or equal (CF=1 or (ZF=1) 

Set if carry (CF=1) 

Set byte if equal (ZF=1) 

Set byte if greater (ZF=O and SF=OF) 

Set byte if greater or equal (SF=OF) 

Set byte if less (SF<>OF) 

Set byte if less or equal (ZF=1 or SF<>OF) 

Set byte if not above (CF=1 or ZF=1) 

Set byte if not above or equal (CF=1) 

Set byte if not below (CF=O) 

Set byte if not below or equal (CF=O and ZF=O) 

Set byte if not carry (CF=O) 

Set byte if not equal (ZF=O) 

Set byte if not greater (ZF=1 or SF<>OF) 

Set if not greater or equal (SF<>OF) 

Set byte if not less (SF=OF) 

Set byte if not less or equal (ZF=O and SF=OF) 

Set byte if not overflow (OF=O) 

Set byte if not parity (PF=O) 

Set byte if not sign (SF=O) 

Set byte if not zero (ZF=O) 

Set byte if overflow (OF=1) 

Set byte if parity (PF=1) 

Set byte if parity even (PF=1) 

Set byte if parity odd (PF=O) 

Set byte if sign (SF=1) 

Set byte if zero (ZF=1) 

Set the destination operand to the value 0 or I, depending on the settings of the status flags (CF, 
SF, OF, ZF, and PF) in the EFLAGS register. The destination operand points to a byte register or 
a byte in memory. The condition code suffix (cc) indicates the condition being tested for. 

The terms "above" and "below" are associated with the CF flag and refer to the relationship 
between two unsigned integer values. The terms "greater" and "less" are associated with the SF 
and OF flags and refer to the relationship between two signed integer values. 

I 
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Many of the SETcc instruction opcodes have alternate mnemonics. For example, the SETG (set 
byte if greater) and SETNLE (set if not less or equal) both have the same opcode and test for the 
same condition: ZF equals 0 and SF equals OF. These alternate mnemonics are provided to make 
code more intelligible. Appendix B, EFIAGS Condition Codes, shows the alternate mnemonics 
for various test conditions. 

Some languages represent a logical one as an integer with all bits set. This representation can be 
arrived at by choosing the mutually exclusive condition for the SETcc instruction, then decre­
menting the result. For example, to test for overflow, use the SETNO instruction, then decrement 
the result. 

Operation 

IF condition 
THEN DEST~ 1 
ELSE DEST ~ 0; 

FI; 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

If the destination is located in a nonwritable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If theDS, ES, FS, or GS register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 
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Virtual 8086 Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

I 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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SGDT/SIDT-Store Global/Interrupt Descriptor Table Register 

Opcode 

OF 01/0 

OF 01/1 

Description 

Instruction 

SGOTm 

SIOTm 

Description 

Store GOTR to m 

Store IOTR to m 

Stores the contents of the global descriptor table register (GDTR) or the interrupt descriptor 
table register (IDTR) in the destination operand. The destination operand is a pointer to 6-byte 
memory location. If the operand-size attribute is 32 bits, the l6-bit limit field of the register is 
stored in the lower 2 bytes of the memory location and the 32-bit base address is stored in the 
upper 4 bytes. If the operand-size attribute is 16 bits, the limit is stored in the lower 2 bytes and 
the 24-bit base address is stored in the third, fourth, and fifth byte, with the sixth byte is filled 
with Os. 

The SGDT and SIDT instructions are useful only in operating-system software; however, they 
can be used in application programs. 

See Chapter 11, "LGDT/UDT-Load GloballInterrupt Descriptor Table Register" for informa­
tion on loading the GDTR and IDTR. 

Operation 

IF instruction is IDTR 
THEN 

FI; 

IF OperandSize = 16 

FI; 

THEN 
DEST[0:15] ~ IDTR(Limit); 
DEST[16:39] ~ IDTR(8ase); (* 24 bits of base address loaded; *) 
DEST[40:47] ~ 0; 

ELSE (* 32-bit Operand Size *) 
DEST[0:15] ~ IDTR(Limit); 
DEST[16:47] ~ IDTR(8ase); (* full 32-bit base address loaded *) 

ELSE (* instruction is SGDT *) 
IF OperandSize = 16 

FI; 

THEN 
DEST[0:15] ~ GDTR(Limit); 
DEST[16:39] ~ GDTR(8ase); (* 24 bits of base address loaded; *) 
DEST[40:47] ~ 0; 

ELSE (* 32-bit Operand Size *) 
DEST[0:15] ~ GDTR(Limit); 
DEST[16:47] ~ GDTR(8ase); (* full 32-bit base address loaded *) 
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Flags Affected 

None. 
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Protected Mode Exceptions 

#UD 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

If the destination operand is a register. 

If the destination is located in a non writable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register is used to access memory and it contains 
a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If an unaligned memory access occurs when the CPL is 3 and alignment 
checking is enabled. 

Real Address Mode Exceptions 

#UD If the destination operand is a register. 

#GP 

#SS 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#UD 

#GP(O) 

#SS(O) 

#PF( fault -code) 

#AC(O) 

If the destination operand is a register. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If an unaligned memory access occurs when alignment checking is 
enabled. 

Intel Architecture Compatibility 

The 16-bit forms of the SGDT and SmT instructions are compatible with the Intel 286 
processor, if the upper 8 bits are not referenced. The Intel 286 processor fills these bits with Is; 
the Pentium Pro processor fills these bits with Os. 
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SHUSHR-5hift Instructions 

See entry for SAL/SARISHUSHR. 
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SHLD-Double Precision Shift Left 

Opcode 

OFA4 

OFA5 

OFA4 

OFA5 

Instruction 

SHLD r/m16,r16,immB 

SHLD r/m16,r16,CL 

SHLD r/m32,r32,immB 

SHLD r/m32,r32,CL 

Description 

Shift r/m16to left immBplaces while shifting bits from r16 
in from the right 

Shift r/m 16 to left CL places while shifting bits from r16in 
from the right 

Shift r/m32 to left immB places while shifting bits from r32 
in from the right 

Shift r/m32 to left CL places while shifting bits from r32 in 
from the right 

Description 

Shifts the first operand (destination operand) to the left the number of bits specified by the third 
operand (count operand). The second operand (source operand) provides bits to shift in from the 
right (starting with bit 0 of the destination operand). The destination operand can be a register 
or a memory location; the source operand is a register. The count operand is an unsigned integer 
that can be an immediate byte or the contents of the CL register. Only bits 0 through 4 of the 
count are used, which masks the count to a value between 0 and 31. If the count is greater than 
the operand size, the result in the destination operand is undefined. 

If the count is 1 or greater, the CF flag is filled with the last bit shifted out of the destination 
operand. For a I-bit shift, the OF flag is set if a sign change occurred; otherwise, it is cleared. If 
the count operand is 0, the flags are not affected. 

The SHLD instruction is useful for multiprecision shifts of 64 bits or more. 

Operation 

COUNT t- COUNT MOD 32; 
SIZE t- OperandSize 
IFCOUNT=O 

I 

THEN 
no operation 

ELSE 
IF COUNT <?: SIZE 

THEN (* Bad parameters *) 
DEST is undefined; 
CF, OF, SF, ZF, AF, PF are undefined; 

ELSE (* Perform the shift *) 
CF t- BIT[DEST, SIZE - COUNT]; 
(* Last bit shifted out on exit *) 
FOR it-SIZE - 1 DOWNTO COUNT 
DO 

Bit(DEST, i) t- Bit(DEST, i-COUNT); 
aD; 
FOR it-COUNT - 1 DOWNTO 0 
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FI; 
FI; 

DO 
BIT[DEST, i] ~ BIT[SRC, i-COUNT + SIZE]; 

00; 

Flags Affected 

If the count is 1 or greater, the CF flag is filled with the last bit shifted out of the destination 
operand and the SF, ZF, and PF flags are set according to the value of the result. For a 1-bit shift, 
the OF flag is set if a sign change occurred; otherwise, it is cleared. For shifts greater than I bit, 
the OF flag is undefined. If a shift occurs, the AF flag is undefined. If the count operand is 0, the 
flags are not affected. If the count is greater than the operand size, the flags are undefined. 

Protected Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

If the destination is located in a non writable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS(O) 

#PF(fault-code) 

#AC(O) 
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If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
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SHRD-Double Precision Shift Right 

Opcode 

OFAC 

OFAD 

OFAC 

OFAD 

Instruction 

SHRD rim 16,r16,immB 

SHRD rlm16,r16,CL 

SHRD rlm32,r32,immB 

SHRD rlm32,r32,CL 

Description 

Shift rlm16 to right immB places while shifting bits from 
r16 in from the left 

Shift rlm16 to right CL places while shifting bits from r16 
in from the left 

Shift rlm32 to right immB places while shifting bits from 
r32 in from the left 

Shift rlm32 to right CL places while shifting bits from r32 
in from the left 

Description 

Shifts the first operand (destination operand) to the right the number of bits specified by the third 
operand (count operand). The second operand (source operand) provides bits to shift in from the 
left (starting with the most significant bit of the destination operand). The destination operand 
can be a register or a memory location; the source operand is a register. The count operand is an 
unsigned integer that can be an immediate byte or the contents of the CL register. Only bits ° 
through 4 of the count are used, which masks the count to a value between ° and 31. If the count 
is greater than the operand size, the result in the destination operand is undefined. 

If the count is 1 or greater, the CF flag is filled with the last bit shifted out of the destination 
operand. For a I-bit shift, the OF flag is set if a sign change occurred; otherwise, it is cleared. If 
the count operand is 0, the flags are not affected. 

The SHRD instruction is useful for multiprecision shifts of 64 bits or more. 

Operation 

COUNT +- COUNT MOD 32; 
SIZE +- OperandSize 
IFCOUNT=O 

I 

THEN 
no operation 

ELSE 
IF COUNT ~ SIZE 

THEN (* Bad parameters *) 
DEST is undefined; 
CF, OF, SF, ZF, AF, PF are undefined; 

ELSE (* Perform the shift *) 
CF +- BIT[DEST, COUNT -1]; (* last bit shifted out on exit *) 
FOR i +- 0 TO SIZE - 1 ~ COUNT 

DO 
BIT[DEST, i] +- BIT[DEST, i-COUNT]; 

00; 
FOR i +- SIZE - COUNT TO SIZE - 1 

DO 
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FI; 
FI; 

Flags Affected 

BIT[OEST,i] f- BIT[inBits,i+COUNT - SIZE]; 
00; 

If the count is I or greater, the CF flag is filled with the last bit shifted out of the destination 
operand and the SF, ZF, and PF flags are set according to the value of the result. For a I-bit shift, 
the OF flag is set if a sign change occurred; otherwise, it is cleared. For shifts greater than I bit, 
the OF flag is undefined. If a shift occurs, the AF flag is undefined. If the count operand is 0, the 
flags are not affected. If the count is greater than the operand size, the flags are undefined. 

Protected Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

If the destination is located in a nonwritable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 
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If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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SlOT-Store Interrupt Descriptor Table Register 

See entry for SGDT/SIDT. 
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SLOT-Store Local Descriptor Table Register 

Opcode 

OF 00/0 

OF 00/0 

Description 

Instruction 

SLOT rim 16 

SLOT rlm32 

Description 

Stores segment selector from LOTR in rlm16 

Store segment selector from LOTR in low-order 16 bits of 
rlm32; high-order 16 bits are undefined 

Stores the segment selector from the local descriptor table register (LDTR) in the destination 
operand. The destination operand can be a general-purpose register or a memory location. The 
segment selector stored with this instruction points to the LDT. 

When the destination operand is a 32-bit register, the 16-bit segment selector is copied into the 
lower 16 bits of the register and the upper 16 bits of the register are cleared to Os. With the desti­
nation operand is a memory location, the segment selector is written to memory as a 16-bit quan­
tity, regardless of the operand size. 

The SLDT instruction is only useful in operating-system software; however, it can be used in 
application programs. Also, this instruction can only be executed in protected mode. 

Operation 

DEST f- LDTR(SegmentSelector); 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) 

#SS(O) 

#PF( fault -code) 

#AC(O) 

If the destination is located in a nonwritable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register is used to access memory and it contains 
a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#UD The SLDT instruction is not recognized in real address mode. 
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Virtual 8086 Mode Exceptions 

#UD The SLDT instruction is not recognized in virtual 8086 mode. 
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SMSW-Store Machine Status Word 

Opcode 

OF 01/4 

OF 01/4 

Description 

Instruction 

SMSW rim 16 

SMSW r321m16 

Description 

Store machine status word to rim 16 

Store machine status word in low-order 16 bits of r321m 16; 
high-order 16 bits of r32 are undefined 

Stores the machine status word (bits 0 through 15 of control register CRO) into the destination 
operand. The destination operand can be a 16-bit general-purpose register or a memory location. 

When the destination operand is a 32-bit register, the low-order 16 bits of register CRO are 
copied into the low-order 16 bits of the register and the upper 16 bits of the register are unde­
fined. With the destination operand is a memory location, the low-order 16 bits of register CRO 
are written to memory as a 16-bit quantity, regardless ofthe operand size. 

The SMSW instruction is only useful in operating-system software; however, it is not a privi­
leged instruction and can be used in application programs. 

This instruction is provided for compatibility with the Intel 286 processor; programs and proce­
dures intended to run on the Pentium Pro, Pentium, Inte1486, and Inte1386 processors should use 
the MOV (control registers) instruction to load the machine status word. 

Operation 

DEST ~ CRO[15:0]; (* MachineStatusWord *); 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) If the destination is located in a non writable segment. 

#SS(O) 

#PF(fault-code) 

#AC(O) 
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If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register is used to access memory and it contains 
a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 
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Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) 

#PFCfault-code) 

#AC(O) 

I 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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STC-Set Carry Flag 

Opcode 

F9 

Description 

Instruction 

STC 

Sets the CF flag in the EFLAGS register. 

Operation 

CF~ 1; 

Flags Affected 

Description 

Set CFflag 

The CF flag is set. The OF, ZF, SF, AF, and PF flags are unaffected. 

Exceptions (All Operating Modes) 

None. 
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STD-Set Direction Flag 

Opcode 

FD 

Description 

Instruction 

STD 

Description 

Set DFflag 

INSTRUCTION SET REFERENCE 

Sets the DF flag in the EFLAGS register. When the DF flag is set to 1, string operations decre­
ment the index registers (ESI and/or EDI). 

Operation 

DF~ 1; 

Flags Affected 

The DF flag is set. The CF, OF, ZF, SF, AF, and PF flags are unaffected. 

Operation 

DF~ 1; 

Exceptions (All Operating Modes) 

None. 
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STI-Set Interrupt Flag 

Opcode 

FB 

Description 

Instruction 

STI 

intet 

Description 

Set interrupt flag; interrupts enabled aUhe end of the next 
instruction 

Sets the interrupt flag (IF) in the EFLAGS register. After the IF flag is set, the processor begins 
responding to external maskable interrupts after the next instruction is executed. If the STI 
instruction is followed by a CLI instruction (which clears the IF flag) the effect of the STI 
instruction is negated. 

The IF flag and the STI and CLI instruction have no affect on the generation of exceptions and 
NMI interrupts. 

The following decision table indicates the action of the STI instruction (bottom of the table) 
depending on the processor's mode of operating and the CPL and IOPL of the currently running 
program or procedure (top of the table). 

PE= 

VM= 

CPL 

IOPL 

IF f-1 

#GP(O) 

NOTES: 

X Don't care 

N Action in Column 1 not taken 

Y Action in Column 1 taken 
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Operation 

IF PE=O (* Executing in real-address mode *) 
THEN 

FI; 

IF f- 1; (* Set Interrupt Flag *) 
ELSE (* Executing in protected mode or virtual-8086 mode *) 

IF VM=O (* Executing in protected mode*) 

FI; 

THEN 
IF IOPL = 3 

THEN 

FI; 

IF f- 1; 
ELSE 

IF CPL~ IOPL 
THEN 

FI; 

IF f- 1; 
ELSE 

#GP(O); 

ELSE (* Executing in Virtual-8086 mode *) 
#GP(O); (* Trap to virtual-8086 monitor *) 

Flags Affected 

The IF flag is set to 1. 

Protected Mode Exceptions 

#GP(O) If the CPL is greater (has less privilege) than the IOPL of the current 
program or procedure. 

Real Address Mode Exceptions 

None. 

Virtual 8086 Mode Exceptions 

#GP(O) If the CPL is greater (has less privilege) than the IOPL of the current 
program or procedure. 

I 
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STOS/STOSB/STOSW/STOSD-Store String Data 

Opcode 

AA 

AS 

AS 

AA 

AS 

AS 

Description 

Instruction 

STOS ES:(E)DI 

STOS ES:DI 

STOS ES:EDI 

STOSS 

STOSW 

STOSD 

Description 

Store AL at address ES:(E)DI 

Store AX at address ES:DI 

Store EAX at address ES:EDI 

Store AL at address ES:(E)DI 

Store AX at address ES:DI 

Store EAX at address ES:EDI 

intet 

Stores a byte, word, or doubleword from the AL, AX, or EAX register, respectively, into the 
destination operand. The destination operand is a memory location at the address ES:EDI. 
(When the operand-size attribute is 16, the DI register is used as the source-index register.) The 
ES segment cannot be overridden with a segment override prefix. 

The STOSB, STOSW, and STOSD mnemonics are synonyms of the byte, word, and doubleword 
versions of the STOS instructions. They are simpler to use, but provide no type or segment 
checking. (For the STOS instruction, "ES:EDI" must be explicitly specified in the instruction.) 

After the byte, word, or doubleword is transfer from the AL, AX, or EAX register to the memory 
location, the EDI register is incremented or decremented automatically according to the setting 
of the DF flag in the EFLAGS register. (If the DF flag is 0, the EDI register is incremented; if 
the DF flag is 1, the EDI register is decremented.) The EDI register is incremented or decre­
mented by 1 for byte operations, by 2 for word operations, or by 4 for double word operations. 

The STOS, STOSB, STOSW, and STOSD instructions can be preceded by the REP prefix for 
block loads of ECX bytes, words, or doublewords. More often, however, these instructions are 
used within a LOOP construct, because data needs to be moved into the AL, AX, or EAX 
register before it can be stored. See Chapter 11, "REP/REPE/REPZ/REPNE 
IREPNZ-Repeat String Operation Prefix" for a description of the REP prefix. 

Operation 

I F (byte store) 
THEN 

OEST +- AL; 
THEN IF OF = 0 

THEN (E)OI +- 1; 
ELSE (E)OI +- -1; 

FI; 
ELSE IF (word store) 

THEN 
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THEN IF OF = 0 

THEN 01 +- 2; 

I 



INSTRUCTION SET REFERENCE 

ELSE 01 ~-2; 
FI; 

ELSE (* doubleword store *) 
OEST~ EAX; 

FI; 
FI; 

THEN IF OF = 0 
THEN EOI ~4; 
ELSE EOI ~ -4; 

FI; 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) 

#PF(fault-code) 

#AC(O) 

If the destination is located in a nonwritable segment. 

If a memory operand effective address is outside the limit of the ES 
segment. 

If the ES register contains a null segment selector. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

I 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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STR-Store Task Register 

Opcode 

OF 00/1 

Description 

Instruction 

STR rim 16 

Description 

Stores segment selector from TR in rim 16 

Stores the segment selector from the task register (TR) in the destination operand. The destina­
tion operand can be a general-purpose register or a memory location. The segment selector 
stored with this instruction points to the task state segment (TSS) for the currently running task. 

When the destination operand is a 32-bit register, the l6-bit segment selector is copied into the 
lower 16 bits of the register and the upper 16 bits of the register are cleared to Os. With the desti­
nation operand is a memory location, the segment selector is written to memory as a l6-bit 
quantity, regardless of operand size. 

The STR instruction is useful only in operating-system software. It can only be executed in 
protected mode. 

Operation 

DEST ~ TR(SegmentSelector); 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

If the destination is a memory operand that is located in a nonwritable 
segment or if the effective address is outside the CS, DS, ES, FS, or GS 
segment limit. 

If the DS, ES, FS, or GS register is used to access memory and it contains 
a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#UD The STR instruction is not recognized in real address mode. 

Virtual 8086 Mode Exceptions 

#UD The STR instruction is not recognized in virtual 8086 mode. 
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SUB-Integer Subtraction 

Opcode Instruction 

2C ib SUBAL,immB 

20 iw SUB AX,imm16 

20id SUB EAX,imm32 

8015 ib SUB rlmB,immB 

81 15 iw SUB rlm16,imm16 

81 15 id SUB rlm32,imm32 

8315 ib SUB rlm16,immB 

8315 ib SUB rlm32,immB 

281r SUB rlmB,rB 

291r SUB rlm16,r16 

291r SUB rlm32,r32 

2A Ir SUB rB,rlmB 

2B Ir SUB r16,rlm16 

2B Ir SUB r32,rlm32 

Description 

Description 

Subtract immBfrom AL 

Subtract imm 16 from AX 

Subtract imm32 from EAX 

Subtract immB from rlmB 

Subtract imm 16 from rlm16 

Subtract imm32 from rlm32 

Subtract sign-extended immB from rim 16 

Subtract sign-extended immB from rlm32 

Subtract rB from rlmB 

Subtract r16from rlm16 

Subtract r32 from rlm32 

Subtract rlmB from rB 

Subtract rim 16 from r16 

Subtract rlm32 from r32 

Subtracts the second operand (source operand) from the first operand (destination operand) and 
stores the result in the destination operand. The destination operand can be a register or a 
memory location; the source operand can be an immediate, register, or memory location. When 
an immediate value is used as an operand, it is sign-extended to the length of the destination 
operand format. 

The SUB instruction does not distinguish between signed or unsigned operands. Instead, the 
processor evaluates the result for both data types and sets the OF and CF flags to indicate a 
borrow in the signed or unsigned result, respectively. The SF flag indicates the sign of the signed 
result. 

Operation 

DEST f- DEST - SRC; 

Flags Affected 

The OF, SF, ZF, AF, PF, and CF flags are set according to the result. 

Protected Mode Exceptions 

#GP(O) If the destination is located in a nonwritable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register contains a null segment selector. 

I 
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#SS(O) 

#PF(fault-code) 

#ACCO) 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#OP If a memory operand effective address is outside the CS, DS, ES, FS, or 
OS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#OP(O) 

#SS(O) 

#PF(fault-code) 

#ACCO) 
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If a memory operand effective address is outside the CS, DS, ES, FS, or 
OS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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Opcode Instruction 

A8 ib TEST AL,immB 

A9iw TEST AX,imm16 

A9 id TEST EAX,imm32 

F6/0 ib . TEST rlmB,immB 

F710 iw TEST rim 16,imm 16 

F710 id TEST rlm32,imm32 

841r TEST rlmB,rB 

851r TEST rim 16,r16 

851r TEST rlm32,r32 

Description 

INSTRUCTION SET REFERENCE 

Description 

AND immB with AL; set SF, ZF, PF according to result 

AND imm16with AX; set SF, ZF, PF according to result 

AND imm32 with EAX; set SF, ZF, PF according to result 

AND immB with rlmB; set SF, ZF, PF according to result 

AND imm16 with rlm16; set SF, ZF, PF according to result 

AND imm32 with rlm32; set SF, ZF, PF according to result 

AND rBwith rlmB; set SF, ZF, PF according to result 

AND r16with rim 16; set SF, ZF, PF according to result 

AND r32with rlm32; set SF, ZF, PF according to result 

Computes the bit-wise logical AND of first operand (source I operand) and the second operand 
(source 2 operand) and sets the SF, ZF, and PF status flags according to the result. The result is 
then discarded. 

Operation 

TEMP ~ SRC1 AND SRC2; 
SF ~ MSB(TEMP); 
IFTEMP = 0 

THEN ZF ~ 0; 
ELSE ZF ~ 1; 

FI: 
PF ~ BitwiseXNOR(TEMP[0:7]); 
CF~O; 

OF~O; 

(*AF is Undefined*) 

Flags Affected 

The OF and CF flags are cleared to O. The SF, ZF, and PF flags are set according to the result 
(see "Operation" above). The state of the AF flag is undefined. 

Protected Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

I 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 
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#AC(O) If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 
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If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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UD2-Undefined Instruction 

Opcode 

OF 08 

Description 

Instruction 

UD2 

Description 

Raise invalid opcode exception 

Generates an invalid opcode. This instruction is provided for software testing to explicitly 
generate an invalid opcode. The opcode for this instruction is reserved for this purpose. 

Other than raising the invalid opcode exception, this instruction is the same as the Nap instruc­
tion. 

Operation 

#UD (* Generates invalid opcode exception *); 

Flags Affected 

None. 

Exceptions (All Operating Modes) 

#UD 

I 

Instruction is guaranteed to raise an invalid opcode exception in all oper­
ating modes). 
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VERR, VERW-Verify a Segment for Reading or Writing 

Opcode 

OF 00/4 

OF 00/5 

Description 

Instruction 

VERR rlm16 
VERW rim 16 

Description 

Set ZF=1 if segment specified with rim 16 can be read 

Set ZF=1 if segment specified with rim 16 can be written 

Verifies whether the code or data segment specified with the source operand is readable (VERR) 
or writable (VERW) from the current privilege level (CPL). The source operand is a 16-bit 
register or a memory location that contains the segment selector for the segment to be verified. 
If the segment is accessible and readable (VERR) or writable (VERW), the ZF flag is set; other­
wise, the ZF flag is cleared. Code segments are never verified as writable. This check cannot be 
performed on system segments. 

To set the ZF flag, the following conditions must be met: 

• 
• 

• 

• 

• 

The segment selector is not null. 

The selector must denote a descriptor within the bounds of the descriptor table (GDT or 
LDT). 

The selector must denote the descriptor of a code or data segment (not that of a system 
segment or gate). 

For the VERR instruction, the segment must be readable; the VERW instruction, the 
segment must be a writable data segment. 

If the segment is not a conforming code segment, the segment's DPL must be greater than 
or equal to (have less or the same privilege as) both the CPL and the segment selector's 
RPL. 

The validation performed is the same as if the segment were loaded into the DS, ES, FS, or GS 
register, and the indicated access (read or write) were perfonned. The selector's value cannot 
result in a protection exception, enabling the software to anticipate possible segment access 
problems. 

Operation 

IF SRC(Offset) > (GDTR(Limit) OR (LDTR(Limit)) 
THEN 

ZF +-- 0 
Read segment descriptor; 
IF SegmentDescriptor(DescriptorType) = 0 (* system segment *) 

OR (SegmentDescriptor(Type) "* conforming code segment) 
AND (CPL > DPL) OR (RPL > DPL) 
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IF ((Instruction = VERR) AND (segment = readable)) 

FI; 
FI; 

OR ((Instruction = VERW) AND (segment = writable)) 
THEN 

ZF~ 1; 

Flags Affected 

The ZF flag is set to 1 if the segment is accessible and readable (VERR) or writable (VERW); 
otherwise, it is cleared to O. 

Protected Mode Exceptions 

The only exceptions generated for these instructions are those related to illegal addressing of the 
source operand. 

#GP(O) 

#SS(O) 

#PF( fault -code) 

#AC(O) 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or as register is used to access memory and it contains 
a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#UD The VERR and VERW instructions are not recognized in real address 
mode. 

Virtual 8086 Mode Exceptions 

#UD The VERR and VERW instructions are not recognized in virtual 8086 
mode. 

I 
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WAIT/FWAIT-Wait 

Opcode 

98 
98 

Description 

Instruction 

WAIT 

FWAIT 

Description 

Check pending unmasked floating-point exceptions. 

Check pending unmasked floating-point exceptions. 

Causes the processor to check for and handle pending unmasked floating-point exceptions 
before proceeding. (FWAIT is an alternate mnemonic for the WAIT). 

This instruction is useful for synchronizing exceptions in critical sections of code. Coding a 
WAIT instruction after a floating-point instruction insures that any unmasked floating-point 
exceptions the instruction may raise are handled before the processor can modify the instruc­
tion's results. See Section 7.9., "Floating-Point Exception Synchronization" for more informa­
tion on using the WAITIFWAIT instruction. 

Operation 
CheckPendingUnmaskedFloatingPointExceptions; 

FPU Flags Affected 

The CO, Ct, C2, and C3 flags are undefined. 

Floating-Point Exceptions 

None. 

Protected Mode Exceptions 

#NM MP and TS in CRO is set. 

Real Address Mode Exceptions 

#NM MP and TS in CRO is set. 

Virtual 8086 Mode Exceptions 

#NM MP and TS in CRO is set. 
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WBINVD-Write-Back and Invalidate Cache 

Opcode 

OF 09 

Description 

Instruction 

WBINVD 

Description 

Write-back and flush Internal caches; initiate writing-back 
and flushing of external caches. 

Writes back all modified cache lines in the processor's internal cache to main memory, invali­
dates (flushes) the internal caches, and issues a special-function bus cycle that directs external 
caches to also write back modified data. 

After executing this instruction, the processor does not wait for the external caches to complete 
their write-back and flushing operations before proceeding with instruction execution. It is the 
responsibility of hardware to respond to the cache write-back and flush signals. 

The WDINVD instruction is a privileged instruction. When the processor is running in protected 
mode, the CPL of a program or procedure must be 0 to execute this instruction. This instruction 
is also a serializing instruction (see "Serializing Instructions" in Chapter 7, Multiple Processor 
Management, ofthe Pentium® Pro Family Developer's Manual, Volume 3). 

In situations where cache coherency with main memory is not a concern, software can use the 
INVD instruction. 

Operation 

WriteBack(lnternaICaches); 
Flush(lnternaICaches); 
SignalWriteBack(ExternalCaches) ; 
SignaIFlush(ExternaICaches); 
Continue (* Continue execution); 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) If the current pri vilege level is not O. 

Real Address Mode Exceptions 

None. 

Virtual 8086 Mode Exceptions 

#GP(O) The WBINVD instruction cannot be executed at the virtual 8086 mode. 

I 
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Intel Architecture Compatibility 

The WDINVD instruction implementation-dependent; its function may be implemented 
differently on future Intel Architecture processors. The instruction is not supported on Intel 
Architecture processors earlier than the Intel486 processor. 
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WRMSR-Write to Model Specific Register 

Description Opcode 

OF 30 

Instruction 

WRMSR Write the value in EDX:EAX to MSR specified by ECX 

Description 

Writes the contents of registers EDX:EAX into the 64-bit model specific register (MSR) speci­
fied in the ECX register. The high-order 32 bits are copied from EDX and the low-order 32 bits 
are copied from EAX. Always set undefined or reserved bits in an MSR to the values previously 
read. 

This instruction must be executed at privilege level 0 or in real-address mode; otherwise, a 
general protection exception #GP(O) will be generated. Specifying a reserved or unimplemented 
MSR address in ECX will also cause a general protection exception. 

When the WRMSR instruction is used to write to an MTRR, the TLBs are invalidated, including 
the global entries (see "Translation Lookaside Buffers (TLBs)" in Chapter 3, Protected-Mode 
Memory Management, of the Pentium® Pro Family Developer s Manual, Volume 3). 

The MSRs control functions for testability, execution tracing, performance-monitoring and 
machine check errors. Appendix D in the Pentium® Pro Family Developers Manual, Volume 3 
lists all the MSRs that can be written to with this instruction and their addresses. 

The WRMSR instruction is a serializing instruction (see "Serializing Instructions" in Chapter 7, 
Multiple Processor Management, of the Pentium® Pro Family Developer's Manual, Volume 3). 

The CPUID instruction should be used to determine whether MSRs are supported (EDX[5]=1) 
before using this instruction. 

Operation 

MSR[ECX] f- EDX:EAX; 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) If the current privilege level is not o. 
If the value in ECX specifies a reserved or unimplemented MSR address. 

Real Address Mode Exceptions 

#GP If the current privilege level is not 0 

If the value in ECX specifies a reserved or unimplemented MSR address. 

I 
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Virtual 8086 Mode Exceptions 

#GP(O) The WRMSR instruction is not recognized in virtual 8086 mode. 

Intel Architecture Compatibility 

The MSRs and the ability to read them with the WRMSR instruction were introduced into the 
Intel Architecture with the Pentium processor. Execution of this instruction by an Intel Archi­
tecture processor earlier than the Pentium processor results in an invalid opcode exception #UD. 
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XADD-Exchange and Add 

Opcode 

OF CO/r 

OF C1/r 

OF C1/r 

Description 

Instruction 

XADD rlmB,rB 

XADD rim 16,r16 

XADD rlm32,r32 

Description 

Exchange rB and rlmB; load sum into rlmB. 

Exchange r16and rlm16; load sum into rim 16. 

Exchange r32 and rlm32; load sum into rlm32. 

Exchanges the first operand (destination operand) with the second operand (source operand), 
then loads the sum of the two values into the destination operand. The destination operand can 
be a register or a memory location; the source operand is a register. 

This instruction can be used with a LOCK prefix. 

Operation 

TEMP f- SRC + DEST 
SRC f- DEST 
DEST f- TEMP 

Flags Affected 

The CF, PF, AF, SF, ZF, and OF flags are set according to the result stored in the destination 
operand. 

Protected Mode Exceptions 

#GP(O) 

#SS(O) 

#PF( fault -code) 

#AC(O) 

If the destination is located in a nonwritable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP 

#SS 

I 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 
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Virtual 8086 Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault -code) 

#AC(O) 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 

Intel Architecture Compatibility 

Intel Architecture processors earlier than the Intel486 processor do not recognize this instruc­
tion. If this instruction is used, you should provide an equivalent code sequence that runs on 
earlier processors. 
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XCHG-Exchange Register/Memory with Register 

Opcode 

90+rw 

90+rw 

90+rd 

90+rd 

861r 

861r 

871r 

871r 

871r 

871r 

Description 

Instruction 

XCHG AX,r16 

XCHG r16,AX 

XCHG EAX,r32 

XCHG r32,EAX 

XCHG rlmB,rB 

XCHG rB,rlmB 

XCHG rim 16,r16 

XCHG r16,rlm16 

XCHG rlm32,r32 

XCHG r32,rlm32 

Description 

Exchange r16with AX 

Exchange r16with AX 

Exchange r32 with EAX 

Exchange r32 with EAX 

Exchange byte register with EA byte 

Exchange byte register with EA byte 

Exchange r16 with EA word 

Exchange r16 with EA word 

Exchange r32with EA doubleword 

Exchange r32with EA doubleword 

Exchanges the contents of the destination (first) and source (second) operands. The operands can 
be two general-purpose registers or a register and a memory location. When the operands are 
two registers, one of the registers must be the EAX or AX register. If a memory operand is refer­
enced, the LOCK# signal is automatically asserted for the duration of the exchange operation, 
regardless of the presence or absence of the LOCK prefix or of the value of the IOPL. 

This instruction is useful for implementing semaphores or similar data structures for process 
synchronization. (See Chapter 5, Processor Management and Initialization, in the Pentium® Pro 
Family Developer's Manual, Volume 3 for more information on bus locking.) 

The XCHG instruction can also be used instead of the BSWAP instruction for 16-bit operands. 

Operation 

TEMP f- DEST 
DEST f- SRC 
SRC f- TEMP 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) 

#SS(O) 

I 

If either operand is in a nonwritable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 
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#PF( fault-code) 

#AC(O) 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS(O) 

#PF(fault-code) 

#AC(O) 
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lf a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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XLATIXLATB-Table Look-up Translation 

Opcode 

D7 

D7 

Description 

Instruction 

XLAT rnB 

XLATB 

Description 

Set AL to memory byte DS:[(E)BX + unsigned ALI 
Set AL to memory byte DS:[(E)BX + unsigned ALI 

Locates a byte entry in a table in memory, using the contents of the AL register as a table index, 
then copies the contents of the table entry back into the AL register. The index in the AL register 
is treated as unsigned integer. The XLAT and XLATB instructions get the base address of the 
table in memory from the DS:EBX registers (or the DS:BX registers when the address-size 
attribute of 16 bits.) The XLAT instruction allows a different segment register to be specified 
with a segment override. When assembled, the XLAT and XLATB instructions produce the same 
machine code. 

Operation 

IF AddressSize = 16 
THEN 

AL ~ (DS:BX + ZeroExtend(AL)) 
ELSE (* AddressSize = 32 *) 

AL ~ (DS:EBX + ZeroExtend(AL)); 
FI; 

Flags Affected 

None. 

Protected Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 
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Virtual 8086 Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

11-392 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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XOR-Logical Exclusive OR 

Opcode 

34 ib 

35 iw 

35 id 

8016 ib 

81 16 iw 

81 16 id 

8316 ib 

8316 ib 

30lr 

31 Ir 

31 If 

32 If 

33 If 

33 If 

Description 

Instruction 

XOR AL,immB 

XOR AX,imm16 

XOR EAX,imm32 

XOR rlmB,immB 

XOR rim 16,imm16 

XOR rlm32,imm32 

XOR rim 16,immB 

XOR rlm32,immB 

XOR rlmB,rB 

XOR rim 16,r16 

XOR rlm32,r32 

XOR rB,rlmB 

XOR r16,rlm16 

XOR r32,rlm32 

Description 

ALXOR immB 

AXXOR imm16 

EAX XOR imm32 

rlmB XOR immB 

rlm16XOR imm16 

rlm32 XOR imm32 

rlm16XOR immB 

rlm32 XOR immB 

rlmBXOR rB 

rim 16 XOR r16 

rlm32 XOR r32 

rBXOR rlmB 

rBXOR rlmB 

rBXOR rlmB 

Performs a bitwise exclusive-OR (XOR) operation on the destination (first) and source (second) 
operands and stores the result in the destination operand location. The source operand can be an 
immediate, a register, or a memory location; the destination operand can be a register or a 
memory location. 

Operation 

DEST (- DEST XOR SRC; 

Flags Affected 

The OF and CF flags are cleared; the SF, ZF, and PF flags are set according to the result. The 
state of the AF flag is undefined. 

Protected Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

I 

If the destination operand points to a nonwritable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If the DS, ES, FS, or GS register contains a null segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 
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#AC(O) If alignment checking is enabled and an unaligned memory reference is 
made while the current privilege level is 3. 

Real Address Mode Exceptions 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

#SS If a memory operand effective address is outside the SS segment limit. 

Virtual 8086 Mode Exceptions 

#GP(O) 

#SS(O) 

#PF(fault-code) 

#AC(O) 

If a memory operand effective address is outside the CS, DS, ES, FS, or 
GS segment limit. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is 
made. 
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APPENDIX A 
EFLAGS CROSS-REFERENCE 

The cross-reference in Table A-I summarizes how the flags in the processor's EFLAGS register 
are affected by each instruction. For detailed infonnation on how flags are affected, see Chapter 
11, Instruction Set Reference. The following codes describe the how the flags are affected: 

I 

T 

M 

o 

R 

Blank 

Instruction tests flag. 

Instruction modifies flag (either sets or resets depending on operands). 

Instruction resets flag. 

Instruction sets flag. 

Instruction's effect on flag is undefined. 

Instruction restores prior value of flag. 

Instruction does not affect flag. 

Table A-1. EFLAGS Cross-Reference 

Instruction OF SF ZF AF PF CF TF IF OF 

AAA - - - TM - M 

AAD - M M - M -
AAM - M M - M -

AAS - - - TM - M 

ADC M M M M M TM 

ADD M M M M M M 

AND 0 M M - M 0 

ARPL M 

BOUND 

BSF/BSR - - M - - -

BSWAP 

BT IBTS/BTR/BTC - - - - - M 

NT RF 
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EFLAGS CROSS-REFERENCE 

Table A-1. EFLAGS Cross-Reference (Contd.) 

Instruction OF SF ZF AF PF CF TF IF OF NT RF 

CAll 

CBW 

ClC 0 

ClD 0 

CLI 0 

ClTS 

CMC M 

CMOVcc T T T T T 

CMP M M M M M M 

CMPS M M M M M M T 

CMPXCHG M M M M M M 

CMPXCHG8B M 

CPUID 

CWD 

DAA - M M TM M TM 

DAS - M M TM M TM 

DEC M M M M M 

DIV - - - - - -
ENTER 

ESC 

FCMOVcc T T T 

FCOMI, FCOMIP, M M M 
FUCOMI, FUCOMIP 

HlT 

IDIV - - - - - -
IMUl M - - - - M 

IN 

INC M M M M M 

INS T 

INT 0 0 

INTO T 0 0 

INVD 

INVlPG 
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Table A-1. EFLAGS Cross-Reference (Contd.) 

Instruction OF SF ZF AF PF CF TF IF OF NT RF 

IRET R R R R R R R R R T 

Jcc T T T T T 

JCXZ 

JMP 

LAHF 

LAR M 

LDS/LES/LSS/LFS/LGS 

LEA 

LEAVE 

LGDT/LIDT/LLDT/LMSW 

LOCK 

LODS T 

LOOP 

LOOPEILOOPNE T 

LSL M 

LTR 

MOV 

MOV control, debug, test - - - - - -
MOVS T 

MOVSXlMOVZX 

MUL M - - - - M 

NEG M M M M M M 

NOP 

NOT 

OR 0 M M - M 0 

OUT 

OUTS T 

POP/POPA 

POPF R R R R R R R R R R 

PUSH/PUSHAIPUSHF 

RCURCR 1 M TM 

RCURCR count - TM 
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EFLAGS CROSS-REFERENCE 

Table A-1. EFLAGS Cross-Reference (Contd.) 

Instruction OF SF ZF AF PF CF TF IF OF NT RF 

RDMSR 

RDPMC 

RDTSC 

REP/REPE/REPNE 

RET 

ROUROR1 M M 

ROUROR count - M 

RSM M M M M M M M M M M M 

SAHF R R R R R 

SAUSARISHUSHR 1 M M M - M M 

SAUSARISHUSHR count - M M - M M 

SBB M M M M M TM 

SCAS M M M M M M T 

SETcc T T T T T 

SGDT/SI DT/SLDT/SMSW 

SHLD/SHRD - M M - M M 

STC 1 

STD 1 

STI 1 

STOS T 

STR 

SUB M M M M M M 

TEST 0 M M - M 0 

UD2 

VERRNERRW M 

WAIT 

WBINVD 

WRMSR 

XADD M M M M M M 

XCHG 

XLAT 

XOR 0 M M - M 0 
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APPENDIX 8 
EFLAGS CONDITION CODES 

Table B-l gives all the condition codes that can be tested for by the CMOV cc, FCMOV cc, J cc 
and SETcc instructions. The condition codes refer to the setting of one or more status flags (CF, 
OF, SF, ZF, and PF) in the EFLAGS register. The "Mnemonic" column gives the suffix (cc) add­
ed to the instruction to specific the test condition. The "Condition Tested For" column describes 
the condition specified in the "Status Flag Setting" column. The "Instruction Subcode" column 
gives the opcode suffix added to the main opcode to specify a test condition. 

Table B-1. EFLAGS Condition Codes 

Instruction 
Mnemonic (ee) Condition Tested For Subcode Status Flags Setting 

0 Overflow 0000 OF= 1 

NO No overflow 0001 OF=O 

B Below 0010 CF = 1 
NAE Neither above nor equal 

NB Not below 0011 CF= 0 
AE Above or equal 

E Equal 0100 ZF = 1 
Z Zero 

NE Not equal 0101 ZF=O 
NZ Not zero 

BE Below or equal 0110 (CF OR ZF) = 1 
NA Not above 

NBE Neither below nor equal 0111 (CF OR ZF) = 0 
A Above 

S Sign 1000 SF = 1 

NS No sign 1001 SF=O 

P Parity 1010 PF = 1 
PE Parity even 

NP No parity 1011 PF =0 
PO Parity odd 

Instruction 
Mnemonic Meaning Subcode Condition Tested 

L Less 1100 (SF xOR OF) = 1 
NGE Neither greater nor equal 

NL Not less 1101 (SF xOR OF) = 0 
GE Greater or equal 
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EFLAGS CONDITION CODES 

Table 8-1. EFLAGS Condition Codes (Contd.) 

Instruction 
Mnemonic (cc) Condition Tested For Subcode Status Flags Setting 

LE Less or equal 1110 ((SF XOR OF) OR ZF) = 1 
NG Not greater 

NLE Neither less nor equal 1111 ((SF XOR OF) OR ZF) = 0 
G Greater 

Many of the test conditions are described in two different-ways. For example LE (less or equal) 
and NG (not greater) describe the same test condition. Alternate mnemonics are provided to 
make code more intelligible. 

The terms "above" and "below" are associated with the CF flag and refer to the relation between 
two unsigned integer values. The terms "greater" and "less" are associated with the SF and OF 
flags and refer to the relation between two signed integer values. 

8-2 
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APPENDIX C 
FLOATING-POINT EXCEPTIONS SUMMARY 

Table C-I lists the floating-point instruction mnemonics in alphabetical order. For each 
mnemonic, it summarizes the exceptions that the instruction may cause. See Section 7.8., 
"Floating-Point Exception Conditions" for a detailed discussion of the floating-point excep­
tions. The following codes indicate the floating-point exceptions: 

#IS Invalid-operation exception for stack underflow or stack overflow. 

#IA Invalid-operation exception for invalid arithmetic operands and 
unsupported formats. 

#D Denormal-operand exception. 

#Z Divide-by-zero exception. 

#0 Numeric-overflow exception. 

#U Numeric-underflow exception. 

#P Inexact-result (precision) exception. 

Table C-1. Floating-Point Exceptions Summary 

Mnemonic Instruction #IS #IA #0 #Z #0 #U #P 

F2XM1 2x-1 y y y y y 

FABS Absolute value Y 

FADD(P) Add real Y y y y y y 

FBLD BCD load Y 

FBSTP BCD store and pop Y Y Y 

FCHS Change sign Y 

FCLEX Clear exceptions 

FCMOVcc Floating-point conditional move y 

FCOM, FCOMP, FCOMPP Compare real Y Y Y 

FCOMI, FCOMIP, FUCOMI, Compare real and set EFLAGS y y 
FUCOMIP 

FCOS Cosine y y y y y 

FDECSTP Decrement stack pointer 

FDIV(R)(P) Divide real Y Y Y Y Y y y 

FFREE Free register 
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FLOATING-POINT EXCEPTIONS SUMMARY 

Table C-1. Floating-Point Exceptions Summary (Contd.) 

Mnemonic Instruction #IS #IA #0 #z #0 #U #P 

FIADD Integer add Y Y Y Y Y Y 

FICOM(P) Integer compare Y Y Y 

FIDIV Integer divide Y Y Y Y Y Y 

FIDIVR Integer divide reversed Y Y Y Y Y Y Y 

FILD Integer load Y 

FIMUL Integer multiply Y Y Y Y Y Y 

FINCSTP Increment stack pointer 

FINIT Initialize processor 

FIST(P) Integer store Y Y Y 

FISU8(R) Integer subtract Y Y Y Y Y Y 

FLD extended or stack Load real Y 

FLD single or double Load real Y Y y 

FLD1 Load + 1.0 Y 

FLDCW Load Control word Y Y Y Y Y Y Y 

FLDENV Load environment Y Y Y Y Y Y Y 

FLDL2E Loadlog2e Y 

FLDL2T Load log21O Y 

FLDLG2 Load log102 Y 

FLDLN2 Load 10ge2 Y 

FLDPI Load It Y 

FLDZ Load + 0.0 y 

FMUL(P) Multiply real Y Y Y Y Y Y 

FNOP No operation 

FPATAN Partial arctangent Y Y Y Y Y 

FPREM Partial remainder Y Y Y Y 

FPREM1 IEEE partial remainder Y Y Y Y 

FPTAN Partial tangent Y Y Y Y Y 

FRNDINT Round to integer Y Y Y Y 

FRSTOR Restore state Y Y Y Y Y Y Y 

FSAVE Save state 

FSCALE Scale y y y y y y 

FSIN Sine y y y y y 

FSINCOS Sine and cosine Y Y Y Y Y 

C-2 
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FLOATING-POINT EXCEPTIONS SUMMARY 

Table C-1. Floating-Point Exceptions Summary (Contd.) 

Mnemonic Instruction #15 #IA #0 #Z #0 #U #P 

FSQRT Square root Y Y Y Y 

FST(P) stack or extended Store real Y 

FST(P) single or double Store real Y Y Y Y Y Y 

FSTCW Store control word 

FSTENV Store environment 

FSTSW (AX) Store status word 

FSUB(R)(P) Subtract real Y Y Y Y Y Y 

FTST Test Y Y Y 

FUCOM(P)(P) Unordered compare real Y Y Y 

FWAIT CPU Wait 

FXAM Examine 

FXCH Exchange registers Y 

FXTRACT Extract Y Y Y Y 

FYL2X Y ·log2X Y Y Y Y Y Y Y 

FYL2XP1 Y . log2(X + 1) Y Y Y Y Y 
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A 
AAA instruction ................... 6-21, 11-16 
AAD instruction .................. 6-21, 11-17 
AAM instruction .................. 6-21, 11-18 
AAS instruction ................... 6-21, 11-19 
AC (alignment check) flag, EFLAGS 

register .................. 3-12, 10-5 
Access rights, segment descriptor ..... 4-7,4-11, 

11-249 
ADC instruction ........... 6-19, 11-20, 11-269 
ADD instruction ...... 6-19, 11-16, 11-20, 11-22, 

11-82, 11-269 
Address size attribute 

code segment. ...................... 3-13 
description of ....................... 3-13 
of stack ............................ .4-3 
override prefix ....................... 11-2 

Address size override prefix ............... 11-2 
Address sizes ........................... 3-4 
Addressing modes 

assembler ........................... 5-9 
base ........................... 5-8, 5-9 
base plus displacement ................ 5-9 
base plus index plus displacement ........ 5-9 
base plus index time scale plus 

displacement ...................... 5-9 
displacement. ........................ 5-8 
effective address ...................... 5-8 
immediate operands ................... 5-5 
index ............................... 5-8 
index times scale plus displacement ...... 5-9 
memory operands ..................... 5-6 
register operands ..................... 5-5 
scale factor .......................... 5-8 
specifying a segment selector ........... 5-6 
specifying an offset. ................... 5-7 

Addressing, segments .................... 1-6 
Advanced programmable interrupt controller 

(see APIC) 
AF (adjust) flag, EFLAGS register .......... 3-11 
AH register ............................. 3-6 
Alignment 

exception ......................... 10-12 
of words, doublewords, and quadwords .... 5-1 

Alignment check exception (#AC) ......... 10-12 
AND instruction ........... 6-22, 11-24, 11-269 
APIC flag, CPUID instruction ............. 11-76 
APIC, presence of ................. 9-1, 11-76 
Arctangent, FPU operation ......... 7-36, 11-147 
Arithmetic instructions, FPU ............... 7-42 
ARPL instruction ...................... 11-26 
Assembler, addressing modes .............. 5-9 
AX register ............................. 3-6 
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INDEX 

B 
B (default size) flag, segment 

descriptor ...... 3-13,4-2,4-3,11-308 
Base (operand addressing) ....... 5-8,5-9, 11-3 
Basic execution environment .............. 3-2 
B-bit, FPU status word .................. 7-14 
BCD ................................. 5-4 
BCD integers .......................... 5-4 

FPU encoding ...................... 7-28 
packed ....... 5-4, 6-21, 11-82, 11-83, 11-99, 

11-101 
relationship to status flags ............. 3-11 
unpacked ..... 5-4, 6-21, 11-16, 11-17, 11-18, 

11-19 
BH register ............................ 3-6 
Bias value 

numeric overflow .................... 7-49 
numeric underflow ................... 7-50 

Biased exponent. ....................... 7-4 
Binary numbers ........................ 1-6 
Binary-coded decimal (see BCD) 
Bit fields .............................. 5-4 
Bit order . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. 1-4 
BOUND instruction ...... 4-14, 6-33, 6-37, 11-28 
BOUND range exceeded exception (#BR) ... 4-14, 

11-28 
BP register ............................ 3-6 
Branch prediction ....................... 2-6 
Branching, on FPU condition codes .... 7-14,7-36 
BSF instruction ................... 6-27, 11-30 
BSR instruction ................... 6-27, 11-32 
BSWAP instruction ........... 6-15,10-3,11-34 
BT instruction ............... 3-10,6-27,11-35 
BTC instruction ....... 3-10, 6-27, 11-37, 11-269 
BTR instruction ....... 3-10, 6-27, 11-39,11-269 
BTS instruction ....... 3-10, 6-27, 11-41, 11-269 
Bus interface unit ....................... 2-9 
BX register ............................ 3-6 
Byte ................................. 5-1 
Byte order. . . . . . . . . . . . . . . . . . . . . . . . . . . .. 1-4 

C 
C1 flag, FPU status word .. 7-13,7-46,7-49,7-51, 

10-7,10-17 
C2 flag, FPU status word ............ 7-14, 10-8 
Caches, invalidating (flushing) .... 11-227, 11-383 
Caching, 1/0 ports ....................... 8-6 
Call gate ....................... .4-7, 11-244 
CALL instruction ...... 3-13,4-4,4-7,6-29,6-37, 

11-43 
Calls (see Procedure calls) 
CBW instruction .................. 6-19, 11-53 
CDa instruction .................. 6-19, 11-80 
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CF (carry) flag, EFLAGS register .... 3-11,11-20, 
11-22,11-35,11-37,11-39,11-41, 
11-55, 11-60, 11-84, 11-207, 11-211, 
11-294, 11-325, 11-349, 11-359, 
11-361, 11-368, 11-375 

CH register ............................. 3-6 
Classify floating-point value, 

FPU operation ............... 11-192 
CLC instruction .............. 3-11, 6-35, 11-55 
CLD instruction .............. 3-12, 6-35, 11-56 
CLI instruction ............... 6-36, 8-4, 11-57 
CL TS instruction ....................... 11-59 
CMC instruction ............. 3-11, 6-35, 11-60 
CMOV flag, CPUID instruction ............ 11-76 
CMOVcc instructions ....... 2-2, 6-1, 6-13,10-2, 

11-61, 11-76 
CM P instruction .................. 6-20, 11-64 
CMPS instruction ..... 3-12,6-33,11-66,11-333 
CM PSB instruction ..................... 11-66 
CM PSD instruction ..................... 11-66 
CM PSW instruction .................... 11-66 
CMPXCHG instruction ........ 6-15,10-3,11-69, 

11-269 
CMPXCHG8B instruction .. 6-15,9-1,10-3, 11-71 
Code segment .......................... 3-7 
Compare 

compare and exchange ............... 6-15 
integers ............................ 6-20 
real numbers, FPU ................... 7-35 
stri ngs ............................. 6-33 

Compatibility 
Intel Architecture ..................... 10-1 
software ............................ 1-4 

Condition code flags, EFLAGS register ..... 11-61 
Condition code flags, FPU status word 

branching on ........................ 7-14 
compatibility information ............... 10-7 
conditional moves on ................. 7-14 
description of ....................... 7-12 
flags affected by instructions .......... 11-13 
interpretation of. ..................... 7-13 
setting ............. 11-186,11-188,11-192 
use of ............................. 7-34 

Conditional jump ..................... 11-237 
Conditional moves, on FPU condition codes .. 7-14 
Conforming code segment. ...... 11-244, 11-249 
Constants (floating point) 

descriptions of. ...................... 7-32 
loading .......................... 11-137 

Control registers, moving values to 
and from .................... 11-285 

Coprocessor segment overrun exception ... 10-13 
Cosine, FPUoperation ..... 7-36,11-115,11-167 
CPL ......................... 11-57, 11-380 
CPUID instruction ...... 2-2, 6-38, 9-1, 9-2, 10-2, 

10-3,11-73 
CRO control register ....... 10-6, 11-267, 11-366 
CR4 control register ..................... 10-2 

INDEX-2 

CS register ............. 3-7, 4-8, 10-11, 11-44, 
11-216, 11-230, 11-241, 11-281, 11-308 

CS segment override prefix .............. 11-2 
CTI instruction ........................ 6-35 
Current privilege level (see CPL) 
Current stack ...................... .4-2, 4-3 
CWO instruction .................. 6-19, 11-80 
CWDE instruction ................. 6-19, 11-53 
CX register ............................ 3-6 
CX8 flag, CPUID instruction ............. 11-76 

D 
DAA instruction ................... 6-21, 11-82 
DAS instruction ................... 6-21, 11-83 
Data pointer, FPU ...................... 7-20 
Data segment .......................... 3-8 
Data types 

alignment of words, doublewords, and 
quadwords ....................... 5-1 

BCD integers .................... 5-4, 6-21 
bit fields ............................ 5-4 
FPU BCD decimal ................... 7-28 
FPU integer ........................ 7-26 
FPU real number .................... 7-24 
fundamental data types ................ 5-1 
integers ................... 5-2, 6-19, 6-20 
pointe rs . . . . . . . . . . . . . . . . . . . . . . . . . . .. 5-4 
strings ............................. 5-4 
unsigned integers ........... 5-4,6-19,6-20 

DE (debugging extensions) flag, 
CPUID instruction ............. 11-75 

DE (denormal operand exception) flag, 
FPU status word ........... 7-14, 7-48 

Debug registers, moving value to 
and from ................... 11-287 

DEC instruction ............ 6-19, 11-84, 11-269 
Decimal integers, FPU 

description of. ...................... 7-28 
encodings ......................... 7-28 

Denormal number (see Denormalized finite 
number) 

Denormal operand exception (#0) .... 7-48,10-10 
Denormalization process ................. 7-6 
Denormalized finite number .... 7-5,7-25,11-192 
Denormalized operand ................. 10-14 
Device not available exception 

(#NM) ................. 10-12,10-13 
OF (direction) flag, EFLAGS register ....... 3-12, 

11-56,11-66,11-213,11-271,11-289, 
11-305, 11 -351, 11-369 

DH register ............................ 3-6 
01 register ............................. 3-6 
Dispatch/execute unit ................... 2-10 
Displacement (operand addressing) ..... 5-8, 5-9, 

11-3 
DIV instruction ................... 6-20, 11-86 
Divide error exception (#DE) ............ 11-86 
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Division-by-zero exception (#Z) ............ 7-46 
Double-extended-precision, IEEE floating-point 

fo rmat. ....................... 7-24 
Double-precision, IEEE floating-point 

format. ....................... 7-24 
Double-real floating-point format ........... 7-24 
Doubleword ............................ 5-1 
DS register ..... 3-7,3-8,11-66,11-252,11-271, 

11-305 
DS segment override prefix ............... 11-2 
DX register ............................. 3-6 
Dynamic data flow analysis ................ 2-6 
Dynamic execution ....................... 2-6 

E 
EAX register ............................ 3-5 
EBP register ................ 3-5, 4-3, 4-4, 4-6 
EBX register ............................ 3-5 
ECX register ............................ 3-5 
EDI register ....... 3-5, 11-289, 11-351, 11-369, 

11-372 
EDX register ............................ 3-5 
Effective address ................. 5-8, 11-255 
EFLAGS Condition Codes ................ B-1 
EFLAGS register ........................ 3-9 

condition codes ....... 11-62, 11-107,11-112 
flags affected by instructions .......... 11-12 
loading .......................... 11-248 
new flags .......................... . 10-4 
popping .......................... 11-314 
popping on return from interrupt ...... . 11-230 
pushing .......................... 11-322 
pushing on interrupts ............... 11-216 
restoring from procedure stack .......... .4-6 
saving ........................... 11-344 
saving on a procedure call ............. .4-6 
status flags ....... 7-15,7-35, 11-64, 11-238, 

11-353, 11-377 
using flags to distinguish between 32-bit Intel 

Architecture processors ............ . 10-5 
8086/8088 processor ............... 1 0-1, 10-5 
8087 math coprocessor ................. . 10-6 
EIP register ....... 3-7,3-13,4-8,10-11,11-43, 

11-216,11-230,11-241 
EM (emulation) flag, CRO register ........ . 10-13 
ENTER instruction ........... 4-15,6-35,11-89 
Error signals ................... . 10-11,10-12 
ES register ..... 3-7, 3-8, 11-66, 11-213, 11-252, 

11-305, 11-351, 11-372 
ES segment override prefix ............... 11-2 
ES (exception summary) flag, FPU status 

word .................... 7-14,7-53 
ESC instructions, FPU .................. . 7-30 
ESI register ....... 3-5, 11-271, 11-289, 11-305, 

11-369 
ESP register. .. 3-5,4-1,4-3,4-4,11-43,11-308, 

11-317 
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ET (extension type) flag, CRO register ...... 10-7 
Exception flags, FPU status word .......... 7-14 
Exception handler. ..................... 4-10 
Exception priority, FPU exceptions .... 7-52, 10-11 
Exception-flag masks, FPU control word .... 7-16 
Exceptions 
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