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00 Break on instruction execution only.
01 Break on data writes only.
10 Undefined if the DE flag in control register CR4 is cleared; break on I/O reads or writes

but not instruction fetches if the DE flag in control register CR4 is set.
11 Break on data reads or writes but not instruction fetches.

On the Pentium Pro and Pentium processors, reserved bits 11, 12, 14 and 15 are hard-wired to
0. On the Intel486 processor, however, bit 12 can be set. See Section 15.3.1., “Integer Unit
Initialization on Power-Up or Reset” for the different setting of this register following a power-
up or hardware reset.

15.6.3. Debug Registers DR4 and DR5

Although the DR4 and DRS registers are documented as reserved, previous generations of
processors aliased references to these registers to debug registers DR6 and DR7, respectively.
When debug extensions are not enabled (the DE flag in control register CR4 is cleared), the
Pentium Pro and Pentium processors remain compatible with existing software by allowing
these aliased references. When debug extensions are enabled (the DE flag is set), attempts to
reference registers DR4 or DRS will result in an invalid-opcode exception (#UD).

15.6.4. Test Registers

The implementation of test registers on the Intel486 processor used for testing the cache and
TLB has been redesigned using MSRs on the Pentium Pro and Pentium processors. (Note that
MSRs used for this function are different on the Pentium Pro and Pentium processors.) The
MOV to and from test register instructions generate invalid-opcode exceptions (#UD) on the
Pentium Pro processor.

15.6.5. Recognition of Breakpoints

For the Pentium processor, it is recommended that debuggers execute the LGDT instruction
before returning to the program being debugged to ensure that breakpoints are detected. This
operation does not need to be performed on the Pentium Pro, Intel486, or Intel386 processors.

15.7. EXCEPTIONS

This section describes the new exceptions added to the 32-bit Intel Architecture processors and
implementation differences in existing exception handling. See Chapter 5, Interrupt and Excep-
tion Handling, for a detailed description of the Pentium Pro processor exceptions.
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15.7.1. New Pentium® Pro Processor Exception Conditions

No new exceptions were added to the Pentium Pro processor. The set of available exceptions is
the same as for the Pentium processor. The following exception conditions were added to the
Pentium Pro processor:

Machine-check exception (#MC, interrupt 18)—New exception conditions. Many
exception conditions have been added to the machine-check exception and a new archi-
tecture has been added for handling and reporting on hardware errors. See Chapter 16,
Machine Check Architecture, for a detailed description of the new conditions.

15.7.2. New Pentium® Processor Exceptions and/or Exception

Conditions

The following exceptions and/or exception conditions were added to the Pentium processor:

15-12

General-protection exception (#GP, interrupt 13)—

— New exception condition added. An attempt to write a 1 to a reserved bit position of a
special register causes a general-protection exception to be generated.

— Change in writes using the CS register prefix. Following a switch from protected mode
to real-address mode, the Intel486 processor requires a far jump control-flow
instruction to be executed prior to performing a write using the CS segment register
prefix (for example, MOV CS:[0], EAX). The far jump in protected mode on the
Intel486 processor reloads the CS access rights to be writable. If this requirement is
not met, a general-protection exception (#GP) occurs. This requirement has been
eliminated on the Pentium processor, which leaves the access rights unchanged and
ignores code segment access right protection checks in real-address mode. As a result,
the code segment register can be used as a prefix in a write operation in real-address
mode without generating an exception. For upwards and downwards compatibility,
however, programmers may wish to include the far jump instruction prior to any writes
to the code segment in real-address mode. The code segment can not be written to in
protected mode on either the Pentium, and Intel486 processors.

Page-fault exception (#PF, interrupt 14)—New exception condition added. When a 1 is
detected in any of the reserved bit positions of a page-table entry, page-directory entry, or
page directory pointer during address translation, a page fault exception is generated.

Machine-check exception (#MC, interrupt 18)—New exception. This exception reports
parity and other hardware errors. It is a model-specific exception and may not be
implemented or implemented differently in future processors. The MCE flag in control
register CR4 enables the machine-check exception. When this bit is clear (which it is at
reset), the processor inhibits generation of the machine-check exception.
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15.7.3. New Intel486™ Processor Exception

The following exception was added to the Intel486 processor:

Alignment-check exception (#AC, interrupt 17)—New exception. Reports unaligned
memory references when alignment checking is being performed.

15.7.4. New Intel386™ Processor Exceptions and/or Exception

Conditions

The following exceptions and/or exception conditions were added to the Intel386 processor:

Divide-error exception (#DE, interrupt 0)—

— Change in exception handling. Divide-error exceptions on the Intel386 processors
always leave the saved CS:IP value pointing to the instruction that failed. On the 8086
processor, the CS:IP value points to the next instruction.

— Change in exception handling. The Intel386 processors can generate the largest
negative number as a quotient for the IDIV instruction (80H and 8000H). The 8086
processor generates a divide-error exception instead.

Invalid-opcode exception (#UD, interrupt 6)—New exception condition added. Improper
use of the LOCK instruction prefix can generate an invalid-opcode exception.

Page-fault exception (#PF, interrupt 14)—New exception condition added. If paging is
enabled in a 16-bit program, a page-fault exception can be generated as follows. Paging
can be used in a system with 16-bit tasks if all tasks use the same page directory. Because
there is no place in a 16-bit TSS to store the PDBR register, switching to a 16-bit task does
not change the value of the PDBR register. Tasks ported from the Intel 286 processor
should be given 32-bit TSSs so they can make full use of paging.

General-protection exception (#GP, interrupt 13)—New exception condition added. The
Intel386 processor sets a limit of 15 bytes on instruction length. The only way to violate
this limit is by putting redundant prefixes before an instruction. A general-protection
exception is generated if the limit on instruction length is violated. The 8086 processor has
no instruction length limit.

15.7.5. Machine-Check Architecture

The Pentium Pro processor has added a new architecture for handling and reporting on machine-
check exceptions. This architecture (described in detail in Chapter 16, Machine Check
Architecture) greatly expands the ability of the processor to report on internal hardware errors.
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15.7.6. Priority OF Exceptions

The priority of exceptions are broken down into several major categories:
1. Traps on the previous instruction

External interrupts

Faults on fetching the next instruction

Faults in decoding the next instruction

A

Faults on executing an instruction

There are no changes in the priority of these major categories between the different processors,
however, exceptions within these categories are implementation dependent and may change
from processor to processor.

15.8. INTERRUPTS

The following differences in handling interrupts are found among the Intel Architecture
Processors.

15.8.1. Interrupt Propagation Delay

External hardware interrupts on the Pentium Pro processor may be recognized on different
instruction boundaries than on the Pentium, Intel486, and Intel386 processors due to the super-
scaler designs of the Pentium Pro and Pentium processors. Therefore, the EIP pushed onto the
stack when servicing the interrupt on the Pentium Pro may be different then that for the Pentium,
Intel486, and Intel386 processors.

15.8.2. NMI Interrupts

After an NMI interrupt is recognized by the Pentium Pro, Pentium, Intel486, Intel386, and Intel
286 processors, the NMI interrupt is masked until the first IRET instruction is executed, unlike
the 8086 processor.

15.8.3. IDT Limit

The LIDT instruction can be used to set a limit on the size of the IDT. A double-fault exception
(#DF) is generated if an interrupt or exception attempts to read a vector beyond the limit. Shut-
down then occurs on the 32-bit Intel Architecture processors if the double-fault handler vector
is beyond the limit. (The 8086 processor does not have a shutdown mode nor a limit.)
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15.9. TASK SWITCHING AND TSS

This section identifies the implementation differences of task switching, additions to the TSS
and the handling of TSSs and TSS segment selectors.

15.9.1. Pentium® Pro and Pentium® Processor TSS

When the virtual mode extensions are enabled (by setting the VME flag in control register CR4),
the TSS in the Pentium Pro and Pentium processors contain an interrupt redirection bit map,
which is used in virtual-8086 mode to redirect interrupts back to an 8086 program.

15.9.2. TSS Selector Writes

During task state saves, the Intel486 processor writes 2-byte segment selectors into a 32-bit TSS,
leaving the upper 16 bits undefined. For performance reasons, the Pentium Pro and Pentium
processors writes 4-byte segment selectors into the TSS with the upper 2 bytes being 0. For
compatibility reasons, code should not depend on the value of the upper 16 bits of the selector
in the TSS.

15.9.3. Order of Reads/Writes to The TSS

The order of reads and writes into the TSS is processor dependent. The Pentium Pro and Pentium
processor may generate different page-fault addresses in control register CR2 in the same TSS
area than the Intel486 and Intel386 processors, if a TSS crosses a page boundary (which is not
recommended).

15.9.4. Using A 16-Bit TSS with 32-Bit Constructs

Task switches using 16-bit TSSs should be used only for pure 16-bit code. Any new code written
using 32-bit constructs (operands, addressing, or the upper word of the EFLAGS register)
should use only 32-bit TSSs. This is due to the fact that the 32-bit processors do not save the
upper 16 bits of EFLAGS to a 16-bit TSS. A task switch back to a 16-bit task that was executing
in virtual mode will never re-enable the virtual mode, as this flag was not saved in the upper half
of the EFLAGS value in the TSS. Therefore, it is strongly recommended that any code using
32-bit constructs use a 32-bit TSS to ensure correct behavior in a multitasking environment.

15.9.5. Differences in /0 Map Base Addresses

The Intel486 processor considers the TSS segment to be a 16-bit segment and wraps around the
64K boundary. Any I/0 accesses check for permission to access this I/O address at the I/O base
address plus the I/O offset. If the I/O map base address exceeds the specified limit of ODFFFH,
an 1/0 access will wrap around and obtain the permission for the I/O address at an incorrect
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location within the TSS. A TSS limit violation does not occur in this situation on the Intel486
processor. However, the Pentium Pro and Pentium processors consider the TSS to be a 32-bit
segment and a limit violation occurs when the I/O base address plus the I/O offset is greater than
the TSS limit. By following the recommended specification for the I/O base address to be less
than ODFFFH, the Intel486 processor will not wrap around and access incorrect locations within
the TSS for I/0 port validation and the Pentium Pro and Pentium processors will not experience
general-protection exceptions (#GP). Figure 15-1 demonstrates the different areas accessed by
the Intel486 and the Pentium Pro and Pentium processors.

Intel486™ Processor Pentium® Pro and Pentium Processors

FFFFH + 10H = Outside Segment
for 1/O Validation

FFFFH FFFFH
? |
1/0 Map f O Map X
Base Addres > | FFFFH Base Adirp —»| FFFFH

L» FFFFH + 10H = FH
for I/O Validation

OH OH
1/0 access at port 10H checks 1/0 access at port 10H checks
bitmap at I/O map base address bitmap at I/O address FFFFH + 10H,
FFFFH + 10H = offset 10H. which exceeds segment limit.
Offset FH from beginning of Wrap around does not occur,
TSS segment results because general-protection exception (#GP)
wraparound occurs. occurs.

Figure 15-1. 1/0 Map Base Address Differences

15.10. CACHE MANAGEMENT

The Pentium Pro processor includes two levels of internal caches: L1 (level 1) and L2 (level 2).
The L1 cache is divided into a instruction cache and a data cache; the L2 cache is a general-
purpose cache. See Section 11.1., “Internal Caches, TLBs, and Buffers” for a description of
these caches.

The Pentium processor includes separate level 1 instruction and data caches. The data cache
supports a writeback (or alternatively write-through, on a line by line basis) policy for memory
updates. Refer to Chapter 18 and the Pentium® Processor Data Book for more information about
the organization and operation of the Pentium processor caches.

The Intel486 processor includes a single level 1 cache for both instructions and data.
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The meaning of the CD and NW flags in control register CRO have been redefined for the
Pentium Pro and Pentium processors. For these processors, the recommended value (00B)
enables writeback for the data cache of the Pentium processor and for the L.1 data cache and L2
cache of the Pentium Pro processor. In the Intel486 processor, setting these flags to (00B)
enables write-through for the cache.

External system hardware can force the Pentium processor to disable caching or to use the write-
through cache policy should that be required. Refer to Chapter 18 and the Pentium® Processor
Data Book for more information about hardware control of the Pentium processor caches. In the
Pentium Pro processor, the MTRRs can be used to override the CD and NW flags (see Table
11-4).

The Pentium Pro and Pentium processors support page-level cache management in the same
manner as the Intel486 processor by using the PCD and PWT flags in control register CR3, the
page-directory entries, and the page-table entries. The Intel486 processor, however, is not
affected by the state of the PWT flag since the internal cache of the Intel486 processor is a write-
through cache.

15.10.1. Self Modifying Code with Cache Enabled

On the Intel486 processor, a write to an instruction in the cache will modify it in both the cache
and memory. If the instruction was prefetched before the write, however, the old version of the
instruction could be the one executed. To prevent this problem, it is necessary to flush the
instruction prefetch unit of the Intel486 processor by coding a jump instruction immediately
after any write that modifies an instruction. The Pentium Pro and Pentium processors, however,
check whether a write may modify an instruction that has been prefetched for execution. This
check is based on the linear address of the instruction. If the linear address of an instruction is
found to be present in the prefetch queue, the Pentium Pro and Pentium processors flush the
prefetch queue, eliminating the need to code a jump instruction after any writes that modify an
instruction.

Because the linear address of the write is checked against the linear address of the instructions
that have been prefetched, special care must be taken for self-modifying code to work correctly
when the physical addresses of the instruction and the written data are the same, but the linear
addresses differ. In such cases, it is necessary to execute a serializing operation to flush the
prefetch queue after the write and before executing the modified instruction. See Section 7.3.,
“Serializing Instructions” for more information on serializing instructions.
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NOTE

The check on linear addresses described above is not in practice a concern for
compatibility. Applications that include self-modifying code use the same
linear address for modifying and fetching the instruction. System software,
such as a debugger, that might possibly modify an instruction using a
different linear address than that used to fetch the instruction must execute a
serializing operation, such as IRET, before the modified instruction is
executed.

15.11. PAGING

This section identifies enhancements made to the paging mechanism and implementation differ-
ences in the paging mechanism for various Intel Architecture processors.

15.11.1. Pentium®Pro and Pentium® Processor Paging

The Pentium Pro and Pentium processors provide an extension to the memory
management/paging functions of the Intel486 processor to support larger page sizes (see Section
3.6.1., “Paging Options™).

15.11.2. Intel486™ Processor Paging

Two flags were introduced in the Intel486 processor to control the caching of pages:

¢ PCD (page-level cache disable) flag—Controls caching on a page-by-page basis.

¢ PWT (page-level write-through) flag—Controls the write-through/writeback caching
policy on a page-by-page basis. Since the internal cache of the Intel486 processor is a
write-through cache, it is not affected by the state of the PWT flag.

15.11.3. Enabling and Disabling Paging

Paging is enabled and disabled by loading a value into control register CRO that modifies the PG
flag. For backward and forward compatibility with all Intel Architecture processors, Intel
recommends that the following operations be performed when enabling or disabling paging:

1. Execute a MOV CROU, REG instruction to either set (enable paging) or clear (disable
paging) the PG flag.
2. Execute a near JMP instruction.

The sequence bounded by the MOV and JMP instructions should be identity mapped (that is,
the instructions should reside on a page whose linear and physical addresses are identical).

For the Pentium Pro processor, the MOV CRO, REG instruction is serializing, so the jump oper-
ation is not required.
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15.12. STACK OPERATIONS

This section identifies the differences in the stack mechanism for the various Intel Architecture
processors.

15.12.1. Selector Pushes and Pops

When pushing a segment selector on to the stack, the Intel486 processor writes 2 bytes onto
4-byte stacks and decrements ESP by 4. The Pentium Pro and Pentium processors write 4 bytes
with the upper 2 bytes being zeros.

When popping a segment selector from the stack, the Intel486 processor reads only 2 bytes. The
Pentium Pro and Pentium processors read 4 bytes and discard the upper 2 bytes. This operation
may have an effect if the ESP is close to the stack segment limit. On the Pentium Pro and
Pentium processors, stack location at ESP plus 4 may be above the stack limit, in which case a
stack fault exception (#SS) will be generated. On the Intel486 processor, stack location at ESP
plus 2 may be less than the stack limit and no exception is generated.

15.12.2. Error Code Pushes

The Intel486 processor implements the error code pushed on the stack as a 16-bit value. When
pushed onto a 32-bit stack, the Intel486 processor only pushes 2 bytes and updates ESP by 4.
The Pentium Pro and Pentium processors’ error code is a full 32 bits with the upper 16 bits set
to zero. The Pentium Pro and Pentium processors, therefore, push 4 bytes and update ESP by 4.
Any code that relies on the state of the upper 16 bits may produce inconsistent results.

15.12.3. Fault Handling Effects on the Stack

During the handling of certain instructions, such as CALL and PUSHA, faults may occur in
different sequences for the different processors. For example, during far calls, the Intel486
processor pushes the old CS and EIP before a possible branch fault is resolved. A branch fault
is a fault from a branch instruction occurring from a segment limit or access rights violation. If
a branch fault is taken, the Intel486 processor will have corrupted memory below the stack
pointer. However, the ESP register is backed up to make the instruction restartable. The Pentium
Pro and Pentium processors issue the branch before the pushes. Therefore, if a branch fault does
occur, these processors do not corrupt memory below the stack pointer. This implementation
difference, however, does not constitute a compatibility problem, as only values at or above the
stack pointer are considered to be valid.

15.12.4. Interlevel RET/IRET From a 16-Bit Interrupt or Call Gate

If a call or interrupt is made from a 32-bit stack environment through a 16-bit gate, only 16 bits
of the old ESP can be pushed onto the stack. On the subsequent RET/IRET, the 16-bit ESP is
popped but the full 32-bit ESP is updated since control is being resumed in a 32-bit stack envi-
ronment. The Intel486 processor writes the SS selector into the upper 16 bits of ESP. The
Pentium Pro and Pentium processors write zeros into the upper 16 bits.
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15.13. MIXING 16- AND 32-BIT SEGMENTS

The features of the 16-bit Intel 286 processor are an object-code compatible subset of those of
the Pentium Pro processor. The D (default operation size) flag in segment descriptors indicates
whether the processor treats a code or data segment as a 16-bit or 32-bit segment; the B(default
stack size) flag in segment descriptors indicates whether the processor treats a stack segment as
a 16-bit or 32-bit segment.

The segment descriptors used by the Intel 286 processor are supported by the 32-bit Intel Archi-
tecture processors if the Intel-reserved word (highest word) of the descriptor is clear. On the
32-bit Intel Architecture processors, this word includes the upper bits of the base address and
the segment limit.

The segment descriptors for data segments, code segments, local descriptor tables (there are no
descriptors for global descriptor tables), and task gates are the same for the 16- and 32-bit
processors. Other 16-bit descriptors (TSS segment, call gate, interrupt gate, and trap gate) are
supported by the 32-bit processors. The 32-bit processors also have descriptors for TSS
segments, call gates, interrupt gates, and trap gates that support the 32-bit architecture. Both
kinds of descriptors can be used in the same system.

For those segment descriptors common to both 16- and 32-bit processors, clear bits in the
reserved word cause the 32-bit processors to interpret these descriptors exactly as an Intel 286
processor does, that is:

¢ Base Address—The upper 8 bits of the 32-bit base address are clear, which limits base
addresses to 24 bits.

¢ Limit—The upper 4 bits of the limit field are clear, restricting the value of the limit field to
64 Kbytes.

® Granularity bit—The G (granularity) flag is clear, indicating the value of the 16-bit limit is
interpreted in units of 1 byte.

® Big bit—1In a data-segment descriptor, the B flag is clear in the segment descriptor used by
the 32-bit processors, indicating the segment is no larger than 64 Kbytes.

¢ Default bit—In a code-segment descriptor, the D flag is clear, indicating 16-bit addressing
and operands are the default. In a stack-segment descriptor, the D flag is clear, indicating
use of the SP register (instead of the ESP register) and a 64-Kbyte maximum segment
limit.

For information on mixing 16- and 32-bit code in applications, see Chapter 13, Mixing 16-Bit

and 32-Bit Code.

15.14. SEGMENT AND ADDRESS WRAPAROUND

This section discusses differences in segment and address wraparound between the Pentium Pro,
Pentium, Intel486, Intel386, Intel 286, and 8086 processors.
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15.14.1. Segment Wraparound

On the 8086 processor, an attempt to access a memory operand that crosses offset 65,535 or
OFFFFH or offset O (for example, moving a word to offset 65,535 or pushing a word when the
stack pointer is set to 1) causes the offset to wrap around modulo 65,536 or 010000H. With the
Intel 286 processor, any base and offset combination that addresses beyond 16 MBytes wraps
around to the 1 MByte of the address space. The Pentium Pro, Pentium, Intel486, and Intel386
processors in real-address mode generate an exception in these cases:

® A general-protection exception (#GP) if the segment is a data segment (that is, if the CS,
DS, ES, FS, or GS register is being used to address the segment).

® A stack-fault exception (#SS) if the segment is a stack segment (that is, if the SS register is
being used).

An exception to this behavior occurs when a stack access is data aligned, and the stack pointer
is pointing to the last aligned piece of data that size at the top of the stack (ESP is FFFFFFFCH).
When this data is popped, no segment limit violation occurs and the stack pointer will wrap
around to 0.

The address space of the Pentium Pro, Pentium, and Intel486 processors may wraparound at 1
MByte in real-address mode. An external A20M# pin forces wraparound if enabled. On Intel
8086 processors, it is possible to specify addresses greater than 1 MByte. For example, with a
selector value FFFFH and an offset of FFFFH, the effective address would be 10FFEFH (1
MByte plus 65519 bytes). The 8086 processor, which can form addresses up to 20 bits long,
truncates the uppermost bit, which “wraps” this address to FFEFH. However, the Pentium Pro,
Pentium, and Intel486 processors do not truncate this bit if A20M# is not enabled.

If a stack operation wraps around the address limit, shutdown occurs. (The 8086 processor does
not have a shutdown mode nor a limit.)

15.15. WRITE BUFFERS AND MEMORY ORDERING

The Pentium Pro processor provides a write buffer for temporary storage of writes (stores) to
memory (see Section 11.10., “Write Buffer”). Writes stored in the write buffer are always
written to memory in program order.

The Pentium processor has two write buffers, one corresponding to each of the pipelines. Writes
in these buffers are always written to memory in the order they were generated by the processor
core.

It should be noted that only memory writes are buffered and I/O writes are not. The Pentium Pro,
Pentium, and Intel486 processors do not synchronize the completion of memory writes on the
bus and instruction execution after a write. The OUT instruction or a serializing instruction
needs to be executed to synchronize writes with the next instruction (see Section 7.3., “Serial-
izing Instructions”).

The Pentium Pro processor uses processor ordering to maintain consistency in the order that data
is read (loaded) and written (stored) in a program and the order the processor actually carries out
the reads and writes. With this type of ordering, reads can be carried out speculatively and in any
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order, reads can pass buffered writes, and writes to memory are always carried out in program
order. (See Section 7.2., “Memory Ordering” for more information about processor ordering.)

No re-ordering of reads occurs on the Pentium processor. Specifically, the write buffers are
flushed before the IN instruction is executed. No reads (as a result of cache miss) are reordered
around previously generated writes sitting in the write buffers. The implication of this is that the
write buffers will be flushed or emptied before a subsequent bus cycle is run on the external bus.

On the Intel486 processor, under certain conditions, a memory read will go onto the external bus
before the memory writes pending in the buffer even though the writes occurred earlier in the
program execution. A memory read will only be reordered in front of all writes pending in the
buffers if all writes pending in the buffers are cache hits and the read is a cache miss. Under these
conditions, the Intel486 processor will not read from an external memory location that needs to
be updated by one of the pending writes.

Locked bus cycles are used for read-modify-write accesses to memory. During a locked bus
cycle, the Intel486 processor will always access external memory, it will never look for the loca-
tion in the on-chip cache. All data pending in the Intel486 processor's write buffers will be
written to memory before a locked cycle is allowed to proceed to the external bus. Thus, the
locked bus cycle can be used for eliminating the possibility of reordering read cycles on the
Intel486 processor. The Pentium processor does check its cache on a read-modify-write access
and, if the cache line has been modified, writes the contents back to memory before locking the
bus. The Pentium Pro processor writes to its cache on a read-modify-write operation (if the
access does not split across a cache line) and does not write back to system memory. If the access
does split across a cache line, it locks the bus and accesses system memory.

I/O reads are never reordered in front of buffered memory writes on the Intel486 processor. This
ensures an update of all memory locations before reading the status from an I/O device.

15.16. BUS LOCKING

The Intel 286 processor performs the bus locking differently than the Intel Pentium Pro,
Pentium, Intel486, and Intel386 processors. Programs which use forms of memory locking
specific to the Intel 286 processor may not run properly when run on later processors.

A locked instruction is guaranteed to lock only the area of memory defined by the destination
operand, but may lock a larger memory area. For example, typical 8086 and Intel 286 configu-
rations lock the entire physical memory space. Programmers should not depend on this.

On the Intel 286 processor, the LOCK prefix is sensitive to IOPL. If the CPL is greater than the
IOPL, a general-protection exception (#GP) is generated. On the Intel386 DX, Intel486, and

Pentium, and Pentium Pro processors, no check against IOPL is performed.

X agalllsl UL periot

The Pentium processor automatically asserts the LOCK# signal when acknowledging external
interrupts. After signaling an interrupt request, an external interrupt controller may use the data
bus to send the interrupt vector to the processor. After receiving the interrupt request signal, the
processor asserts LOCK# to insure that no other data appears on the data bus until the interrupt
vector is received. This bus locking does not occur on the Pentium Pro processor.
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15.17. BUS HOLD

Unlike the 8086 and Intel 286 processors, but like the Intel386 and Intel486 processors, the
Pentium Pro and Pentium processors respond to requests for control of the bus from other poten-
tial bus masters, such as DMA controllers, between transfers of parts of an unaligned operand,
such as two words which form a doubleword. Unlike the Intel386 processor, the Pentium Pro,
Pentium and Intel486 processors respond to bus hold during reset initialization.

15.18. TWO WAYS TO RUN INTEL 286 PROCESSOR TASKS

When porting 16-bit programs to the Pentium Pro processor, there are two approaches
to consider: :

® Porting an entire 16 software system to a 32-bit processor, complete with the old operating
system, loader, and system builder. Here, all tasks will have 16-bit TSSs. The 32-bit
processor is being used as if it were a faster version of the 16-bit processor.

® Porting selected 16-bit applications to run in a 32-bit processor environment with a 32-bit
operating system, loader, and system builder. Here, the TSSs used to represent 286 tasks
should be changed to 32-bit TSSs. It is possible to mix 16 and 32-bit TSSs, but the benefits
are small and the problems are great. All tasks in a 32-bit software system should have 32-
bit TSSs. It is not necessary to change the 16-bit object modules themselves; TSSs are
usually constructed by the operating system, by the loader, or by the system builder. See
Chapter 13, Mixing 16-Bit and 32-Bit Code, for more detailed information about mixing
16-bit and 32-bit code.

Because the 32-bit processors use the contents of the reserved word of 16-bit segment descrip-
tors, 16-bit programs that place values in this word may not run correctly on the 32-bit
processors.

15.19. MODEL-SPECIFIC EXTENSIONS TO THE INTEL
ARCHITECTURE

Certain extensions to the Intel Architecture are specific to a processor or family of Intel Archi-
tecture processors and may not be implemented or implemented in the same way in future
processors. The following sections describe these model-specific extensions. The CPUID
instruction indicates the availability of some of the model-specific features of the Pentium Pro
Processor.

15.19.1. Model-Specific Registers

The Pentium processor introduced a set of model-specific registers (MSRs) for use in control-
ling hardware functions and performance monitoring. To access these MSRs, two new instruc-
tions were added to the Intel Architecture: read MSR (RDMSR) and write MSR (WRMSR). The
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MSRs in the Pentium processor are not guaranteed to be duplicated or provided in the next
generation Intel Architecture processors.

The Pentium Pro processor greatly increased the number of MSRs available to software. See
Appendix C, Model-Specific Registers (MSRs) for a complete list of the available MSRs. The
new registers control the debug extensions, the performance counters, the machine-check
exception capability, the machine check architecture, and the MTRRs. These registers are acces-
sible using the RDMSR and WRMSR instructions. Specific information on some of these new
MSREs is provided in the following sections. As with the Pentium processor MSR, the Pentium
Pro processor MSRs are not guaranteed to be duplicated or provided in the next generation Intel
Architecture processors.

15.19.2. RDMSR and WRMSR Instructions

The RDMSR (read model-specific register) and WRMSR (write model-specific register)
instructions recognize a much larger number of model-specific registers in the Pentium Pro
processor. (See “RDMSR—Read from Model Specific Register” and “WRMSR—Write to
Model Specific Register” in Chapter 11, Instruction Set Reference, of the Pentium® Pro Family
Developer’s Manual, Volume 2 for more information about these instructions.

15.19.3. Memory Type Range Registers

Memory type range registers (MTRRs) are a new feature introduced in the Pentium Pro
processor that allow the processor to optimize memory operations for different types of memory,
such as RAM, ROM, frame buffer memory, and memory-mapped 1/O.

MTRRs are MSRs that contain an internal map of how physical address ranges are mapped to
various types of memory. The processor uses this internal memory map to determine the cache-
ability of various physical memory locations and the optimal method of accessing memory loca-
tions. For example, if a memory location is specified in an MTRR as write-through memory, the
processor handles accesses to this location as follows. It reads data from that location in lines
and caches the read data or maps all writes to that location to the bus and updates the cache to
maintain cache coherency. In mapping the physical address space with MTRRs, the processor
recognizes five types of memory: uncacheable (UC), uncacheable, speculatable, write-
combining (USWC), write-through (WT), write-protected (WP), and writeback (WB).

Earlier Intel Architecture processors (such as the Intel486 and Pentium processors) used the
KEN# (cache enable) pin and external logic to maintain an external memory map and signal
cacheable accesses to the processor. The MTRR mechanism simplifies hardware designs by
eliminaiing ihe KEN# pin and the exiernal iogic required to drive it.

See Chapter 8, Processor Management and Initialization, and Appendix C, Model-Specific
Registers (MSRs) for more information on the MTRRs.
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15.19.4. Machine Check Exception and Architecture

The Pentium processor introduced a new exception called the machine-check exception (#MC,
interrupt 18). This exception is used to detect hardware-related errors, such as a parity error on
aread cycle.

The Pentium Pro processor extends the types of errors that can be detected and that generate a
machine-check exception. It also provides a new machine-check architecture for recording
information about a machine-check error and provides extended recovery capability.

The machine-check architecture provides several banks of reporting registers for recording
machine-check errors. Each bank of registers is associated with a specific hardware unit in the
processor. The primary focus of the machine checks is on bus and interconnect operations;
however, checks are also made of translation lookaside buffer (TLB) and cache operations.

The machine-check architecture can correct some errors automatically and allow for reliable
restart of instruction execution. It also collects sufficient information for software to use in
correcting other machine errors not corrected by hardware.

See Chapter 16, Machine Check Architecture for more information on the machine-check excep-
tion and the machine-check architecture.

15.19.5. Performance Monitoring Counters

The Pentium Pro processor provides two performance-monitoring counters for use in moni-
toring internal hardware operations. These counters are event counters that can be programmed
to count any of approximately 100 different types of events, such as the number of instructions
decoded, number of interrupts received, or number of cache loads. Appendix B, Performance
Monitoring Counters lists all the events that can be counted. The counters are set up, started, and
stopped using two MSRs and the RDMSR and WRMSR instructions. The current count for a
particular counter can be read using the new RDPMC instruction.

The performance-monitoring counters are useful for debugging programs, optimizing code,
diagnosing system failures, or refining hardware designs. See Chapter 10, Debugging and
Performance Monitoring, for more information on these counters.
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CHAPTER 16
MACHINE CHECK ARCHITECTURE

This chapter describes the Pentium Pro processor’s machine check architecture and machine
check exception mechanism. See Chapter 5, “Interrupt 18—Machine Check Exception (#MC)”
for more information on the machine-check exception.

16.1. MACHINE CHECK EXCEPTIONS AND ARCHITECTURE

The Pentium Pro processor’s machine check architecture provides a mechanism for detecting
and reporting on hardware (machine) errors, such as system bus errors, ECC errors, parity
errors, cache errors, and TLB errors. It consists of a set of model-specific registers (MSRs) that
are used to set up machine checking and additional banks of MSRs for recording the errors that
are detected. The processor signals the detection of a machine check error by generating a
machine-check exception (#MC). A machine-check exception is generally an abort class excep-
tion. The implementation of the machine check architecture in the Pentium Pro processor does
not ordinarily permit the processor to be restarted reliably after generating a machine-check
exception; however, the machine-check-exception handler can collect information about the
machine-check error from the machine-check MSRs.

16.2. COMPATIBILITY WITH PENTIUM®PROCESSOR

The Pentium Pro processor supports and extends the machine-check exception mechanism used
in the Pentium processor. The Pentium processor reports the following machine-check errors:

® Data parity errors during a read cycles.
¢ Unsuccessful completions of a bus cycles.

The Pentium Pro processor uses the same mechanism as is used in the Pentium processor to
report these errors.

16.3. MACHINE CHECK MSRS

The Pentium Pro processor’s machine check MSRs consist of a set of global control and status
registers and several error-reporting register banks (see Figure 16-1). Each error-reporting bank
is associated with a specific hardware unit (or group of hardware units) within the processor.
The RDMSR and WRMSR instructions are used to read and write these registers.
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Global Control Registers Error-Reporting Bank Registers
(One Set for Each Hardware Unit)
63 0 63 0
MCG_CAP Register MCi_CTL Register
63 0 63 0
MCG_STATUS Register MCi_STATUS Register
63 0 63 0
MCG_CTL Register* MCi_ADDR Register
* Not present in the Pentium® Pro 63 0
processor.
MCi_MISC Register

Figure 16-1. Machine Check MSRs

16.3.1. Machine Check Global Control MSRs

The machine-check global control registers include the MCG_CAP, MCG_STATUS, and
MCG_CTL MSRs. See Appendix C, Model-Specific Registers (MSRs), for the addresses of
these registers.

16.3.1.1. MCG_CAP MSR

The MCG_CAP MSR is a read-only register that provides information about the machine-check
architecture implementation in the processor (see Figure 16-2). It contains the following field
and flag:

Count field, bits 0 through 7
Indicates the number of hardware unit error-reporting banks available in a particular
processor implementation.

MCG_CTL_P (register present) flag, bit 8
Indicates that the MCG_CTL register is present when set, and absent when clear.

Bits 9 through 63 are reserved. The effect of writing to the MCG_CAP register is undefined.
Figure 5-1 shows the bit fields of MCG_CAP.
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63 98 7 0

Reserved Count

MCG_CTL_P—MCG_CTL register present —I
Count—Number of reporting banks

Figure 16-2. MCG_CAP Register

16.3.1.2. MCG_STATUS MSR

The MCG_STATUS MSR describes the current state of the processor after a machine check
exception has occurred (see Figure 16-3). This register contains the following flags:

RIPYV (restart IP valid) flag, bit 0
Indicates (when set) that program execution can be restarted reliably at the instruction
pointed to by the instruction pointer pushed on the stack when the machine-check
exception is generated. When clear, the program cannot be reliably restarted at the
pushed instruction pointer.

EIPYV (error IP valid) flag, bit 1
Indicates (when set) that the instruction pointed to by the instruction pointer pushed
onto the stack when the machine check exception is generated is directly associated
with the error. When this flag is cleared, the instruction pointed to may not be associ-
ated with the error.

MCIP (machine check in progress) flag, bit 2
Indicates (when set) that a machine check exception was generated. Software can set
or clear this flag. The occurrence of a second Machine Check Event while MCIP is set
will cause the processor to enter a shutdown state.

Bits 3 through 63 in the MCG_STATUS register are reserved.

63 3

Reserved

MCIP—Machine check in progress flag4

EIPV—Error IP valid flag
RIPV—Restart IP valid flag

Figure 16-3. MCG_STATUS Register
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16.3.1.3. MCG_CTL MSR

The MCG_CTL register is present if the capability flag MCG_CTL_P is set in the MCG_CAP
register. The MCG_CTL register controls the reporting of machine check exceptions. If present
(MCG_CTL_P flag in the MCG_CAP register is set), writing all 1s to this register enables all
machine check features and writing all Os disables all machine check features. All other values
are undefined and/or implementation specific.

16.3.2. Error-Reporting Register Banks

Each error-reporting register bank can contains an MCi_CTL, MCi_STATUS, MCi_ADDR, and
MCi_MISC MSR. The Pentium Pro processor provides five banks of error-reporting registers.
The first error-reporting register (MCO_CTL) always starts at address 400H. See Table C-1 for
the addresses of the other error-reporting registers.

16.3.2.1. MCI_CTL MSR

The MCi_CTL MSR controls error reporting for specific errors produced by a particular hard-
ware unit (or group of hardware units). Each of the 64 flags (EEj) represents a potential error.
Setting an EEj flag enables reporting of the associated error and clearing it disables reporting of
the error. Writing the 64-bit value FFFFFFFFFFFFFFFFH to an MCi_CTL register enables
logging of all errors. The processor does not write changes to bits that are not implemented.
Figure 5-3 shows the bit fields of MCi_CTL

NOTE

Operating system or executive software must not modify the contents of the
MCO_CTL register. The MCO_CTL register is internally aliased to the
EBL_CR_POWERON register and as such controls system-specific error
handling features. These features are platform specific. System specific
firmware (the BIOS) is responsible for the appropriate initialization of
MCO_CTL. The current Pentium Pro processor’s implementation only allows
the writing of all 1s or all Os to the MCi_CTL registers.
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EEf—Error reporting enable flag
(where jis 00 through 63)

Figure 16-4. MCi_CTL Register
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16.3.2.2. MCI_STATUS MSR

The MCi_STATUS MSR contains information related to a machine check error if its VAL
(valid) flag is set (see Figure 16-5). Software is responsible for clearing the MCi_STATUS
register by writing it with all Os; writing 1s to this register will cause a general-protection excep-
tion to be generated. The flags and fields in this register are as follows:

MCA (machine-check architecture) error code field, bits 0 through 15
Specifies the machine-check architecture-defined error code for the machine-check
error condition detected. The machine-check architecture-defined error codes are
guaranteed to be the same for all Intel Architecture processors that implement the
machine-check architecture. See Section 16.6., “Interpreting the MCA Error Codes”
for information on machine-check error codes.

63 62 6160 5958 5756 32 31 16 15 0

\
L

Other Information Model Specific MCA Error Code
Error Code

\7 PCC—Processor context corrupt
ADDRV—MCi_ADDR register valid

MISCV—MCi_MISC register valid
EN—Error enabled
UC—Uncorrected error
OVER—Etrror overflow
VAL—MCIi_STATUS register valid

(eloh’]

Figure 16-5. MCi_STATUS Register

Model-specific error code field, bits 16 through 31
Specifies the model-specific error code that uniquely identifies the machine-check
error condition detected. The model-specific error codes may differ among Intel Archi-
tecture processors for the same machine-check error condition.

Other information field, bits 32 through 56
The functions of the bits in this field are implementation specific and are not part of the
machine-check architecture. Software that is intended to be portable among Intel
Architecture processors should not rely on the values in this field.

PCC (processor context corrupt) flag, bit 57
Indicates (when set) that the state of the processor might have been corrupted by the
error condition detected and that reliable restarting of the processor may not be
possible. When clear, this flag indicates that the error did not affect the processor’s
state.

ADDRYV (MCi_ADDR register valid) flag, bit 58
Indicates (when set) that the MCi_ADDR register contains the address where the error
occurred (see Section 16.3.2.3., “MCi_ADDR MSR”). When clear, this flag indicates
that the MCi_ADDR register does not contain the address where the error occurred. Do
not read these registers if they are not implemented in the processor.

I 16-5



MACHINE CHECK ARCHITECTURE Intel ®

MISCV MCi_MISC register valid) flag, bit 59
Indicates (when set) that the MCi_MISC register contains additional information
regarding the error. When clear, this flag indicates that the MCi_MISC register does
not contain additional information regarding the error. Do not read these registers if
they are not implemented in the processor

EN (error enabled) flag, bit 60
Indicates (when set) that the error was enabled by the associated EEj bit of the
MCi_CTL register.

UC (error uncorrected) flag, bit 61
Indicates (when set) that the processor did not or was not able to correct the error condi-
tion. When clear, this flag indicates that the processor was able to correct the error
condition.

OVER (machine check overflow) flag, bit 62
Indicates (when set) that a machine-check error occurred while the results of a previous
error were still in the error-reporting register bank (that is, the VAL bit was already set
in the MCi_STATUS register). The processor sets the OVER flag and software is
responsible for clearing it. Enabled errors are written over disabled errors, and uncor-
rected errors are written over corrected errors. Uncorrected errors are not written over
previous valid uncorrected errors.

VAL (MCi_STATUS register valid) flag, bit 63
Indicates (when set) that the information within the MCi_STATUS register is valid.
When this flag is set, the processor follows the rules given for the OVER flag in the
MCi_STATUS register when overwriting previously valid entries. The processor sets
the VAL flag and software is responsible for clearing it.

16.3.23. MCI_ADDR MSR

The MCi_ADDR MSR contains the address of the code or data memory location that produced
the machine-check error if the ADDRV flag in the MCi_STATUS register is set (see Section
16.3.2.3., “MCi_ADDR MSR”). The address returned is either 32-bit virtual, 32-bit linear, or
36-bit physical address, depending upon the type of error encountered. Bits 36 through 63 of this
register are reserved for future address expansion and are always read as zeros.

63 36 35 0

Reserved Address

Figure 16-6. Machine Check Bank Address Register
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16.3.2.4. MCI_MISC MSR

The MCi_MISC MSR contains additional information describing the machine-check error if the
MISCYV flag in the MCi_STATUS register is set. This register is not implemented in any of the
error-reporting register banks for the Pentium Pro processor.

16.3.3. Mapping of the Pentium®Processor Machine-Check Errors
to the Pentium®Processor Machine-Check Architecture

The Pentium processor reports machine-check errors using two registers: PS_MC_TYPE and
P5_MC_ADDR. The Pentium Pro processor maps these registers into the MCi_STATUS and
MCi_ADDR registers of the error-reporting register bank that reports on the type external bus
errors reported in the P5S_MC_TYPE and P5_MC_ADDR registers. The information in these
registers can then be accessed in either of two ways:

® By reading the MCi_STATUS and MCi_ADDR registers as part of a generalized machine-
check exception handler written for the Pentium Pro processor.

® By reading the PS_MC_TYPE and P5_MC_ADDR registers with the RDMSR instruction.

The second access capability permits a machine-check exception handler written to run on a
Pentium processor to be run on a Pentium Pro processor. There is a limitation in that information
returned by the Pentium Pro processor will be encoded differently than it is for the Pentium
processor. To run the Pentium processor machine-check exception handler on a Pentium Pro
processor, it must be rewritten to interpret the PS_MC_TYPE register encodings correctly.

16.4. MACHINE CHECK AVAILABILITY

The machine-check architecture and machine-check exception (#MC) are model-specific
features. Software can execute the CPUID instruction to determine whether a processor imple-
ments these features. Following the execution of the CPUID instruction, the settings of the MCA
flag (bit 14) and MCE flag (bit 7) in the EDX register indicate whether the processor implements
the machine-check architecture and machine-check exception, respectively.

16.5. MACHINE CHECK INITIALIZATION

To use the processors machine check architecture, software must initialize the processor to acti-
vate the machine-check exception and the error-reporting mechanism. Example 16-1 gives
pseudocode for performing this initialization. This pseudocode checks for the existence of the
machine-check architecture and exception on the processor, then enables the machine-check
exception and the error-reporting register banks. This initialization procedure is compatible with
the Pentium Pro, Pentium, and future microprocessors.
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Example 16-1. Machine Check Initialization Pseudocode

EXECUTE the CPUID instruction;
READ bits 7 (MCE) and 14 (MCA) of the EDX register;
IF CPU supports MCE

THEN
IF CPU supports MCA
THEN
IF MCG_CAP.MCG_CTL_P =1 (* MCG_CTL register is present *)
Set MCG_CTL register to all 1s; (* enables all MCA features *)
Fl;
COUNT « MCG_CAP.Count;
(* determine number of error-reporting banks supported *)
FOR error-reporting banks (1 through COUNT) DO
Set MCi_CTL register to all 1s;
(* enables logging of all errors except for the MCO_CTL register *)
oD
FOR error-reporting banks (0 through COUNT) DO
Set MCi_STATUS register to all Os; (* clears all errors *)
oD
Fl;

Set the MCE flag (bit 6) in CR4 register to enable machine check exceptions;
Fl;
The MCi_STATUS registers can be written to while the processor is being powered up with
valid information (such as an ECC error). As part of the initialization of the MCE exception
handler, software might examine all the MCi_STATUS registers and log the contents of them,
then rewrite them all to zeros. This procedure is not included in the initialization pseudocode in
Example 16-1.

16.6. INTERPRETING THE MCA ERROR CODES

When the processor detects a machine-check error condition, it writes a 16-bit error code in the
MCA Error Code field of one of the MCi_STATUS registers and sets the VAL (valid) flag in that
register. The processor may also write a 16-bit Model-specific Error Code in the MCi_STATUS
register depending on the implementation of the machine-check architecture of the processor.

The MCA error codes are architecturally defined for Intel Architecture processors; however, the
specific MCi_STATUS register that a code is written into is model specific. To determine the
cause of a machine-check exception, the machine-check exception handler must read the VAL
flag for eachh MC1_STATUS regisier, and, if ihe ilag 1s sei, inen read ine MCA error code fieid
of the register. It is the encoding of the MCACOD value that determines the type of error being
reported and not the register bank reporting it.

There are two types of MCA error codes: simple error codes and compound error codes.
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16.6.1. Simple Error Codes

Table 16-1 shows the simple error codes. These unique codes indicate global error information.

Table 16-1. Simple Error Codes

Error Code Binary Encoding Meaning

No Error 0000 0000 0000 0000 No error has been reported to this bank of
error-reporting registers

Unclassified 0000 0000 0000 0001 This error has not been classified into the
MCA error classes.

Microcode ROM Parity 0000 0000 0000 0010 Parity error in internal microcode ROM

Error

External Error 0000 0000 0000 0011 The BINIT# from another processor caused
this processor to enter machine check

FRC Error 0000 0000 0000 0100 FRC (functional redundancy check)
master/slave error

Internal Unclassified 0000 01XX XXXX XXXX Internal unclassified errors

16.6.2. Compound Error Codes

The compound error codes describe errors related to the TLBs, memory, caches, bus and inter-
connect logic. A set of sub-fields is common to all of the compound error encodings. These sub-
fields describe the type of access, level in the memory hierarchy, and type of request. Table 16-2
shows the general form of the compound error codes. The interpretation column indicates the
name of a compound error. The name is constructed by substituting mnemonics from Tables
16-2 through 16-6 for the sub-field names given within curly braces. For example, the error code
ICACHEL1_RD_ERR is constructed from the form:

{TT)CACHE{LL}_{RRRR}_ERR
where {TT} is replaced by I, {LL} is replaced by L1, and {RRRR} is replaced by RD.

The 2-bit TT sub-field (see Table 16-2) indicates the type of transaction (data, instruction, or
generic). It applies to the TLB, cache, and interconnect error conditions. The generic type is
reported when the processor cannot determine the transaction type.

Table 16-2. General Forms of Compound Error Codes

Type Form Interpretation
TLB Errors 0000 0000 0001 TTLL | {TT}TLB{LL}_ERR
Memory Hierarchy Errors 00000001 RRRR TTLL | {TT}CACHE{LL}_{RRRR}_ERR
Eus and Interconnect 0000 1PPT RRRR IILL | BUS{LL}_{PP}_{RRRR}_{Il}_{TIMEOUT,}ERR
rrors
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Table 16-3. Encoding for TT (Transaction Type) Sub-Field

Transaction Type Mnemonic Binary Encoding
Instruction | 00
Data D 01
Generic G 10

The 2-bit LL sub-field (see Table 16-4) indicates the level in the memory hierarchy where the
error occurred (level 0, level 1, level 2, or generic). The LL sub-field also applies to the TLB,
cache, and interconnect error conditions. The Pentium Pro processor supports two levels in the
cache hierarchy and one level in the TLBs. Again, the generic type is reported when the
processor cannot determine the hierarchy level.

Table 16-4. Level Encoding for LL (Memory Hierarchy Level) Sub-Field

Hierarchy Level Mnemonic Binary Encoding
Level 0 Lo 00
Level 1 L1 01
Level 2 L2 10
Generic LG 1

The 4-bit RRRR sub-field (see Table 16-5) indicates the type of action associated with the error.
Actions include read and write operations, prefetches, cache evictions, and snoops. Generic
error is returned when the type of error cannot be determined. Generic read and generic write
are returned when the processor cannot determine the type of instruction or data request that
caused the error. Eviction and Snoop requests apply only to the caches. All of the other requests
apply to TLBs, caches and interconnects.

Table 16-5. Encoding of Request (RRRR) Sub-Field

Request Type Mnemonic Binary Encoding
Generic Error ERR 0000
Generic Read RD 0001
Generic Write WR 0010
Data Read DRD 0011
Data Write DWR 0100
Instruction Fetch IRD 0101
Prefetch PREFETCH 0110
Eviction EVICT 0111
Snoop SNOOP 1000
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The bus and interconnect errors are defined with the 2-bit PP (participation), 1-bit T (time-out),
and 2-bit II (memory or I/0) sub-fields, in addition to the LL and RRRR sub-fields (see Table
16-6). The bus error conditions are implementation dependent and related to the type of bus
implemented by the processor. Likewise, the interconnect error conditions are predicated on a
specific implementation-dependent interconnect model that describes the connections between
the different levels of the storage hierarchy. The type of bus is implementation dependent, and
as such is not specified in this document. A bus or interconnect transaction consists of a request
involving an address and a response.

Table 16-6. Encodings of PP, T, and Il Sub-Fields

Binary
Sub-Field Transaction Mnemonic Encoding

PP (Participation) Local processor originated request SRC 00
Local processor responded to request RES 01
Local processor observed error as third party OBS 10
Generic 1

T (Time-out) Request timed out TIMOUT 1
Request did not time out 0

Il (Memory or 1/0) Memory Access M 00
Reserved 01
/0 10 10
Other transaction 1

- 16.6.3. Interpreting the Machine-Check Error Codes for External
Bus Errors
Table 16-7 gives additional information for interpreting the MCA error code, model-specific
error code, and other information error code fields for machine-check errors that occur on the

external bus. This information can be used to design a machine-check exception handler for the
Pentium Pro processor that offers greater granularity for the external bus errors.

Table 16-7. Encoding of MCi_STATUS Register for External Bus Errors

l\?cl:. Bit Function Bit Description
0-1 | MCACOD Undefined.
2-3 | MCACOD Bit 2 is set to 1 if the access was a special cycle.
Bit 3 is set to 1 if the access was a special cycle OR a I/O cycle.
4-7 | MCACOD O00WR; W = 1 for writes, R = 1 for reads
8-9 | MCACOD Undefined.
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Table 16-7. Encoding of MCi_STATUS Register for External Bus Errors (Contd.)

10 MCACOD Set to 0 for all EBL errors.
Set to 1 for internal watch-dog timer time-out.
For a watch-dog timer time-out, all the MCACOD bits except this bit 10 are set
to 0. A watch-dog timer time-out only occurs if the BINIT driver is enabled.
" MCACOD Set to 1 for EBL errors.
Set to 0 for internal watch-dog timer time-out.
12-15 | MCACOD Reserved.
16-18 | Model Reserved.
Specific Error
Cod
19-24 | Model 000000 for BQ_DCU_READ_TYPE error.
Specific Error | 000010 for BQ_IFU_DEMAND_TYPE error.
Code 000011 for BQ_IFU_DEMAND_NC_TYPE error.
000100 for BQ_DCU_RFO_TYPE error.
000101 for BQ_DCU_RFO_LOCK_TYPE error.
000110 for BQ_DCU_ITOM_TYPE error.
001000 for BQ_DCU_WB_TYPE error.
001010 for BQ_DCU_WCEVICT_TYPE error.
001011 for BQ_DCU_WCLINE_TYPE error.
001100 for BQ_DCU_BTM_TYPE error.
001101 for BQ_DCU_INTACK_TYPE error.
001110 for BQ_DCU_INVALL2_TYPE error.
001111 for BQ_DCU_FLUSHL2_TYPE error.
010000 for BQ_DCU_PART_RD_TYPE error.
010010 for BQ_DCU_PART_WR_TYPE error.
010100 for BQ_DCU_SPEC_CYC_TYPE error.
011000 for BQ_DCU_IO_RD_TYPE error.
011001 for BQ_DCU_IO_WR_TYPE error.
011100 for BQ_DCU_LOCK_RD_TYPE error.
011110 for BQ_DCU_SPLOCK_RD_TYPE error.
011101 for BQ_DCU_LOCK_WR_TYPE error.
27-25 | Model 000 for BQ_ERR_HARD_TYPE error.
Specific Error | 001 for BQ_ERR_DOUBLE_TYPE error.
Cod 010 for BQ_ERR_AERR2_TYPE error.
100 for BQ_ERR_SINGLE_TYPE error.
101 for BQ_ERR_AERR1_TYPE error.
28 Model 1 if FRC error is active.
Specific Error
Cod
29 Model 1 if BERR is driven.
Specific Error
Cod
30 Model 1 if BINIT is driven for this processor.
Specific Error
Code
31-34 | Other Reserved.
Information
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35 Other 1 if BINIT is received from external bus.
Information
BINIT

36 | Other This bit is asserted in the MCi_STATUS register if this component has received
Information a parity error on the RS[2:0]# pins for a response transaction. The RS signals
RESPONSEP | are checked by the RSP# external pin.

ARITY
ERROR

37 | Other This bit is asserted in the MCi_STATUS register if this component has received
Information a hard error response on a split transaction (one access that has needed to be
BUS BINIT split across the 64-bit external bus interface into two accesses).

38 Other This bit is asserted in the MCi_STATUS register if this component has
Information experienced a ROB time-out, which indicates that no microinstruction has been
TIMEOUT retired for a predetermined period of time. A ROB time-out occurs when the 15-
BINIT bit ROB time-out counter carries a 1 out of its high order bit.

The timer is cleared when a microinstruction retires, an exception is detected
by the core processor, RESET is asserted, or when a ROB BINIT occurs.

The ROB time-out counter is prescaled by the 8-bit PIC timer which is a divide
by 128 of the bus clock (the bus clock is 1:2, 1:3, 1:4 the core clock). When a
carry out of the 8-bit PIC timer occurs, the ROB counter counts up by one.
While this bit is asserted, it cannot be overwritten by another error.

42 Other This bit is asserted in the MCi_STATUS register if this component has initiated
Information a bus transactions which has received a hard error response. While this bit is
HARD asserted, it cannot be overwritten.

ERROR
39-41 | Other Reserved
Information

42 Other This bit is asserted in the MCi_STATUS register if this component has initiated
Information a bus transactions which has received a hard error response. While this bit is
HARD asserted, it cannot be overwritten.

ERROR

43 Other This bit is asserted in the MCi_STATUS register if this component has
Information experienced a failure that causes the IERR pin to be asserted. While this bit is
IERR asserted, it cannot be overwritten.

44 | Other This bit is asserted in the MCi_STATUS register if this component has initiated
Information 2 failing bus transactions which have failed due to Address Parity Errors (AERR
AERR asserted). While this bit is asserted, it cannot be overwritten.

45 Other Uncorrectable ECC error bit is asserted in the MCi_STATUS register for
Information uncorrected ECC errors. While this bit is asserted, the ECC syndrome field will
UECC not be overwritten.

46 | Other The correctable ECC error bit is asserted in the MCi_STATUS register for
Information corrected ECC errors.

CECC
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Table 16-7. Encoding of MCi_STATUS Register for External Bus Errors (Contd.)

47-54 | Other The ECC syndrome field in the MCi_STATUS register contains the 8-bit ECC
Information syndrome only if the error was a correctable/uncorrectable ECC error,
SYNDROME | and there wasn't a previous valid ECC error syndrome logged in the
MCIi_STATUS register.

A previous valid ECC error in MCi_STATUS is indicated by MCi_STATUS.bit45
(uncorrectable error occurred) being asserted. After processing an ECC error,
machine check handling software should clear MCi_STATUS.bit45 so that
future ECC error syndromes can be logged.

55-56 | Other Reserved
Information

16.7. GUIDELINES FOR WRITING MACHINE CHECK SOFTWARE

The machine-check architecture and error logging can be used in two different ways:

® To detect machine errors during normal instruction execution, using the machine-check
exception (#MC).

® To periodically check and log machine errors.

To use the machine-check exception, the operating system or executive software must provide
a machine-check exception handler. This handler can be designed specifically for the Pentium
Pro processor or be a portable handler that also handles Pentium machine-check errors.

A special program or utility is required to log machine errors.

Guidelines for writing a machine-check exception handler or a machine-error logging utility are
given in the following sections.

16.7.1. Machine Check Exception Handler

The machine-check exception (#MC) corresponds to vector 18. To service machine-check
exceptions, a trap gate must be added to the IDT, and the pointer in the trap gate must point to a

machine-check exception handler. Two approaches can be taken to designing the exception
handler:

® The handler can merely log all the machine status and error information, then call a
debugger or shut down the system.

® The handler can analyze the reported error information and, in some cases, attempt to
correct the error and restart the processor.

Virtually all the machine-check conditions detected with the Pentium Pro processor cannot be
recovered from (they result in abort-type exceptions). The logging of status and error informa-
tion is therefore a baseline implementation. See Section 16.7., “Guidelines for Writing Machine
Check Software” for more information on logging errors.
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For future implementations of the Pentium Pro processor, where recovery may be possible, the
following things should be considered when writing a machine-check exception handler:

To determine the nature of the error, the handler must read each of the error-reporting
register banks. The count field in the MCG_CAP register gives number of register banks.
The first register of register bank 0 is at address 400H.

The VAL (valid) flag in each MCi_STATUS register indicates whether the error
information in the register is valid. If this flag is clear, the registers in that bank do not
contain valid error information and do not need to be checked.

To write a portable exception handler, only the MCA error code field in the MCi_STATUS
register should be checked. See Section 16.6., “Interpreting the MCA Error Codes” for
information that can be used to write an algorithm to interpret this field.

The RIPV, PCC, and OVER flags in each MCi_STATUS register indicate whether
recovery from the error is possible. If either of these fields is set, recovery is not possible.
The OVER field indicates that two or more machine-check error occurred. When recovery
is not possible, the handler typically records the error information and signals an abort to
the operating system.

Corrected errors will have been corrected automatically by the processor. The UC flag in
each MCi_STATUS register indicates whether the processor automatically corrected the
erTor.

The RIPV flag in the MCG_STATUS register indicates whether the program can be
restarted at the instruction pointed to by the instruction pointer pushed on the stack when
the exception was generated. If this flag is clear, the processor may still be able to be
restarted (for debugging purposes), but not without loss of program continuity.

For unrecoverable errors, the EIPV flag in the MCG_STATUS register indicates whether
the instruction pointed to by the instruction pointer pushed on the stack when the exception
was generated is related to the error. If this flag is clear, the pushed instruction may not be
related to the error.

The MCIP flag in the MCG_STATUS register indicates whether a machine-check
exception was generated. Before returning from the machine-check exception handler,
software should clear this flag so that it can be used reliably by an error logging utility. The
MCIP flag also detects recursion. The machine check architecture does not support
recursion. When the processor detects machine check recursion, it enters the shutdown
state.
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Example 16-2 gives typical steps carried out by a machine-check exception handler:

Example 16-2. Machine-Check Exception Handler Pseudocode
IF CPU supports MCE

THEN
IF CPU supports MCA
THEN
call errorlogging routine; (* returns restartability *)
Fl;

ELSE (* Pentium processor compatible *)
READ P5_MC_ADDR
READ P5_MC_TYPE;
report RESTARTABILITY to console;
FI;
IF error is not restartable
THEN
report RESTARTABILITY to console;
abort system;
FI;
CLEAR MCIP flag in MCG_STATUS;

16.7.2. Pentium® Machine-Check Exception Handling

To make the machine-check exception handler portable to the Pentium processor and future,
checks can be made (using the CPUID instruction) to determine the processor type. Then based
on the processor type, machine-check exceptions can be handled specifically for Pentium Pro or
future processors or for Pentium processors.

When machine-check exceptions are enabled for the Pentium processor (MCE flag is set in
control register CRO0), the machine-check exception handler uses the RDMSR instruction to read
the error type from the PS_MC_TYPE register and the machine check address from the
P5_MC_ADDR register. The handler then normally reports these register values to the system
console before aborting execution (see Example 16-2).

16.7.3. Logging Correctable Machine Check Errors

If a machine-check error is correctable, the processor does not generate a machine-check excep-
tion for it. To detect correctabie machine-check errors, a utility program must be written that
reads each of the machine-check error-reporting register banks and logs the results in an
accounting file or data structure. This utility can be implemented in either of the following ways:

® A system daemon that polls the register banks on an infrequent basis, such as hourly or
daily.

® A user-initiated application that polls the register banks and records the exceptions. Here,
the actual polling service is provided by an operating-system driver or through the system
call interface.
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Example 16-3 gives pseudocode for an error logging utility.

Example 16-3. Machine-Check Error Logging Pseudocode

Assume that execution is restartable;
IF the processor supports MCA
THEN
FOR each bank of machine-check registers
DO
READ MCi_STATUS;
IF VAL flag in MCi_STATUS =1
THEN
IF ADDRYV flag in MCi_STATUS =1
THEN READ MCi_ADDR;
Fl;
IF MISCV flag in MCi_STATUS =1
THEN READ MCi_MISC;
Fl;
IF MCIP flag in MCG_STATUS =1
(* Machine check exception is in progress *)
AND PCC flag in MCi_STATUS =1
AND RIPV flag in MCG_STATUS =0
(* execution is not restartable *)
THEN
RESTARTABILITY = FALSE;
return RESTARTABILITY to calling procedure;
Fl;
Save time stamp counter and processor ID;
Set MCi_STATUS to all Os;
Execute serializing instruction (i.e. CPUID);
Fl;
OD;
FI;

If the processor supports the machine-check architecture, the utility reads through the banks of
error-reporting registers looking for valid register entries, and then saves the values of the
MCi_STATUS, MCi_ADDR, MCi_MISC and MCG_STATUS registers for each bank that is
valid. The routine minimizes processing time by recording the raw data into a system data struc-
ture or file, reducing the overhead associated with polling. User utilities analyze the collected
data in an off-line environment.

When the MCIP flag is set in the MCG_STATUS register, a machine check exception is in
progress and the machine-check exception handler has called the exception logging routine.
Once the logging process has been completed the exception handling routine must determine
whether execution can be restarted, which is usually possible when damage has not occurred
(The PCC flag is clear, in the MCi_STATUS register) and when the Pentium Pro processor can
guarantee that execution is restartable (the RIPV flag is set in the MCG_STATUS register). If
execution cannot be restarted, the system is not recoverable and the exception handling routine
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should signal the console appropriately before returning the error status to the Operating System
kernel for subsequent shutdown.

The machine-check architecture allows buffering of exceptions from a given error-reporting
bank although the Pentium Pro processor does not implement this feature. The error logging
routine should provide compatibility with future processors by reading each hardware error-
reporting bank's MCi_STATUS register and then writing Os to clear the OVER and VAL flags
in this register. The error logging utility should re-read the MCi_STATUS register for the bank
ensuring that the valid bit is clear. The processor will write the next error into the register bank
and set the VAL flags.

Additional information that should be stored by the exception-logging routine includes the
processor’s time stamp counter value, which provides a mechanism to indicate the frequency of
exceptions. A multiprocessing operating system stores the identity of the processor node incur-
ring the exception using a unique identifier, such as the processors APIC ID (see Section 7.4.6.,
“Interrupt Destination and APIC ID”).

The basic algorithm given in Example 16-3 can be modified to provide more robust recovery
techniques. For example, software has the flexibility to attempt recovery using information
unavailable to the hardware. Specifically, the machine-check exception handler can, after
logging carefully analyze the error-reporting registers when the error-logging routine reports an
error that does not allow execution to be restarted. These recovery techniques can use external
bus related model-specific information provided with the error report to localize the source of
the error within the system and determine the appropriate recovery strategy.
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APPENDIX A
OPCODE MAP

The opcode tables in this section aid in interpreting Pentium processor object code. Use the 4
high-order bits of the opcode as an index to a row of the opcode table; use the 4 low-order bits
as an index to a column of the table. If the opcode is OFH, refer to the 2-byte opcode table and
use the second byte of the opcode to index the rows and columns of that table.

The escape (ESC) opcode tables for floating-point instructions identify the 8 high-order bits of
the opcode at the top of each page. If the accompanying modR/M byte is in the range 00H
through BFH, bits 3 through 5 identified along the top row of the third table on each page, along
with the REG bits of the modR/M, determine the opcode. ModR/M bytes outside the range 00H
through BFH are mapped by the bottom two tables on each page.

A.1. KEY TO ABBREVIATIONS

Operands are identified by a two-character code of the form Zz. The first character, an uppercase
letter, specifies the addressing method; the second character, a lowercase letter, specifies the
type of operand.

A.2. CODES FOR ADDRESSING METHOD

The following abbreviations are used for addressing methods:

A Direct address. The instruction has no modR/M byte; the address of the operand is
encoded in the instruction; and no base register, index register, or scaling factor can be
applied, for example, far JMP (EA).

C The reg field of the modR/M byte selects a control register, for example,
MOV (0F20, 0F22).
D The reg field of the modR/M byte selects a debug register, for example,
MOV (0F21,0F23).
E A modR/M byte follows the opcode and specifies the operand. The operand is either a

general-purpose register or a memory address. If it is a memory address, the address is
computed from a segment register and any of the following values: a base register, an
index register, a scaling factor, a displacement.

F EFLAGS Register.
The reg field of the modR/M byte selects a general register, for example, AX (000).

I Immediate data. The value of the operand is encoded in subsequent bytes of the
instruction.
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J The instruction contains a relative offset to be added to the instruction pointer register,
for example, JMP short, LOOP.

M The modR/M byte may refer only to memory, for example, BOUND, LES, LDS, LSS,
LFS, LGS, CMPXCHGSB.

o The instruction has no modR/M byte; the offset of the operand is coded as a word or

double word (depending on address size attribute) in the instruction. No base register,
index register, or scaling factor can be applied, for example, MOV (A0-A3).

R The mod field of the modR/M byte may refer only to a general register, for example,
MOV (0F20-0F24, OF26).

S The reg field of the modR/M byte selects a segment register, for example, MOV
(8C,8E).

T The reg field of the modR/M byte selects a test register, for example, MOV
(0F24,0F26).

X Memory addressed by the DS:SI register pair, for example, MOVS, CMPS, OUTS,
LODS.

Y Memory addressed by the ES:DI register pair, for example, MOVS, CMPS, INS,
STOS, SCAS.

A.3. CODES FOR OPERAND TYPE

The following abbreviations are used for operand types:

a Two one-word operands in memory or two double-word operands in memory,
depending on operand size attribute (used only by the BOUND instruction).

b Byte, regardless of operand-size attribute.

c Byte or word, depending on operand-size attribute.

d Doubleword, regardless of operand-size attribute.

p 32-bit or 48-bit pointer, depending on operand size attribute.
q Quadword, regardless of operand-size attribute.

S 6-byte pseudo-descriptor.

v Word or doubleword, depending on operand-size attribute.
W Word, regardless of operand-size attribute.



Intet@ OPCODE MAP

A.4. REGISTER CODES

When an operand is a specific register encoded in the opcode, the register is identified by its
name (for example, AX, CL, or ESI). The name of the register indicates whether the register is
32, 16, or 8 bits wide. A register identifier of the form eXX is used when the width of the register
depends on the operand size attribute. For example, eAX indicates that the AX register is used
when the operand size attribute is 16, and the EAX register is used when the operand size
attribute is 32.

A.5. OPCODE LOOK-UP EXAMPLES

This section provides several examples to demonstrate how the following opcode maps are used.
See the introduction to Chapter 11, Instruction Reference, in the Pentium® Pro Family Devel-
oper’s Manual, Volume 2 for detailed information on the modR/M byte, register values, and the
various addressing forms.

A.5.1. One-Byte Opcode Integer Instructions

For 1-byte opcodes, the instruction and its operands can be determined from the hexadecimal
opcode.

Opcode: 030500000000H
LSB address MSB address
03 05 00 00 00 00

Looking at the 1-byte opcode map, the first digit (0) of the opcode indicates the row and the
second digit (3) indicates the column. The instruction located at row 0, column 3 is an ADD
instruction using the operand types Gv, Ev. The first operand of type Gv indicates a general
register that is a word or doubleword depending on the operand-size attribute. The second
operand (Ev) indicates that a modR/M byte follows that specifies whether the operand is a word
or doubleword general-purpose register or a memory address. The modR/M byte for this instruc-
tion is O5H, which indicate that a 32-bit displacement follows (00000000H). The reg/opcode
portion of the modR/M byte (bits 3 through 5) is 000 indicating the EAX register. Thus, it can
be determined that the instruction for this opcode is ADD EAX, mem_op and the offset of
mem_op is 00000000H.

A.5.2. Two-Byte Opcode Integer Instructions

Instructions that begin with OFH can be found in the two-byte opcode map. The second opcode
byte is then used to reference a particular row and column. For example, the opcode
0FA4050000000003H, is located on the first page of the two-byte opcode map in row A, column
4. This indicates a SHLD instruction with the operands Ev, Gv, and Ib. These operands are
defined as follows:
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Ev The modR/M byte follows the opcode to specify a word or doubleword operand
Gv The reg field of the modR/M byte selects a general-purpose register
Ib Immediate data is encoded in the subsequent byte of the instruction.

The third byte is the modR/M byte (05SH). The mod and opcode/reg fields indicate that a 32-bit
displacement follows, located in the EAX register is the source.

The next part of the opcode is the 32-bit displacement for the destination memory operand
(00000000H) and finally the immediate byte representing the count of the shift (03H).

By this breakdown, it has been shown that this opcode represents the instruction:
SHLD DS:00000000H, EAX, 3

A.5.3. Escape Opcodes

The escape (ESC) opcode maps are slightly different than the integer opcode maps. For instruc-
tions that have a modR/M byte in the range of O0H through BFH, bits 3 through 5 of the
modR/M byte are used to determine the opcode. ModR/M bytes outside the range O0H through
BFH are mapped by the tables at the bottom of each page.

A.5.3.1. OPCODES WITH MODR/M BYTES IN THE 00H THROUGH BFH
RANGE

The opcode DD0504000000 can be interpreted as follows. This instruction can be located on the
page indicating DD as the first byte. Since the modR/M byte is in the O0H through BFH range
(05H or 00000101B), bits 3 through 5 (000) of this byte indicate the opcode to be an FLD
double-real instruction. The double-real value to be loaded is at 00000004H, which is the
following 32-bit displacement in this opcode.

A.5.3.2. OPCODES WITH MODR/M BYTES OUTSIDE THE 00H THROUGH
BFH RANGE

Since the opcode of D8C1 has a modR/M byte outside the range O0H through BFH, the bottom
two tables are used to determine this escape instruction on the page with D8 as the first byte. C1
indicates row C, column 1 which is an FADD instruction using ST, ST(1) as the operands.
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One-Byte Opcode Map
0 1 2 3 4 5 6 7
0 ADD PUSH POP
EbGb | EvGv | GbEb | GuEv | AL | eAX)v ES ES
1 ADC PUSH POP
EbGb | EvGv | GbEp | GuEv | AL | eAXl ss ss
2 AND SEG DAA
EbGb | EvGv | GbEb | GuEv | AL | eAXlv =ES
3 XOR SEG AAA
EbGb | EvGv | GbEb | GbEv | AL | eAX)v =SS
4 INC general register
eAX | eox | eDx | eBx | esP | eBP esl eDI
5 PUSH general register
eAX eCX eDX eBX eSP eBP eS| eDI
eAX eCX eDX eBX eSP eBP eS| eDlI
6 | PUSHA POPA | BOUND ARPL SEG SEG Operand | Address
PUSHAD | POPAD Gv,Ma Ew,Gw =FS -GS Size Size
7 Short-displacement jump on condition (Jb)
Jo JNO | JBIUNAEA | JNB/JAE/ Jz INZ JBE JNBE
c NC
8 Immediata Grpl mMovB* Grpl TEST XCHG
Eb,lb Ev, v AL,irgmed Eb,lb Eb,Gb Ev,Gv Eb,Gb Ev,Gv
9 NOP XCHG word or double-word register with eAX
ecX | ebx | eBX eSP eBP esl eDI
A MOV MOVSB | MOVSW | CMPSB | CMPSW
ALOb | eAXxOv | ObAL | OveAx Xb,Yb Xv,Yv Xb,Yb Xv,Yv
B MOV immediate byte into byte register
AL | o | oo | m AH CH DH BH
Cc Shift Grp2a RET near LES LDS MOV
Ebbb | Eub | w | Gv,Mp Gv,Mp Eb, Ib Ev,iv
D Shift Grp2 AAM AAD * XLAT
Eb,1 Ev1 Eb,CL Ev.CL
E | LOOPN | LOOPE | LOOP | JCXZWEC IN ouT
Xz
Jb Jb Jb Jb AL,Ib eAX,lb bAL | IbeAX
F | Lock s REPNE REP HLT cMC Unary Grp3
REPE Eb | Ev
* Reserved
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One-Byte Opcode Map (Contd.)
8 9 A B C D E F
0 OR PUSH 2-byte
EnGb | EvGv | GbEb | avev | ALb [ eAXw cs escape
1 SBB PUSH POP
EbGb | EvGv | GbEb | avev | ALb | eAxw DS DS
2 SuB SEG DAS
Eb,Gb EvGv | GbEb | GuEv | ALb | eAxl =Ccs
3 CMP SEG AAS
Eb,Gb EvGv | GbEb | GuEv | ALb | eAXl -Ds
4 DEC general register
eAX ecX | epx | eBx | esp | emP esl eDl
5 POP into general register
eAX eCX eDX eBX eSP eBP eS| eDI
6 PUSH IMUL PUSH IMUL INSB INSW/D OuUTSB OUTSW/D
v Gv,Ev,lv b Gv,Ev,lb Yb,DX Yv,DX Dx,Xb DX, Xv
7 Short-displacement jump on condition (Jb)
Js NS | o | e JL INL JLE INLE
8 MOV MoV LEA MOV POP
Eb,Gb Ev,Gv Gb,Eb Gv,Ev Ew,Sw Gv,M Sw,Ew Ev
9 CBW CWD/CDQ CALL WAIT PUSHF POP SAHF LAHF
aP Fv Fv
A TEST STOSB | STOSW/D LODSB LODSW/D SCASB SCASW/D
AL,Ib eAX,lv Yb,AL Yv,eAX AL, Xb eAX,Xv AL,Yb eAX,Yv
B MOV immediate word or double into word or double register
eAX eCX eDX eBX eSP eBP eS| eDI
C ENTER LEAVE RET far RET far INT INT INTO IRET
Iw, Ib lw 3 Ib
D ESC (Escape to coprocessor instruction set)
E CALL JMP’ IN ouT
Jv Jv Ap Jb AL,DX eAX,DX DX,AL DX,eAX
F CLC STC CLI STI CLD STD INC/DEC INC/DEC
Grp4 Grp5
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Two Byte Opcode Map (First byte is OFH)
0 1 2 3 4 5 6 7
0 Grp6 * LAR LSL CLTS *
Gv,Ew Gv,Ew
1 « * N N
2 MOV MoV MOV MOV MOV* Mov*
Rd,Cd Rd,Dd Cd,Rd Dd,Rd Rd,Td Td,Rd
3 WRMSR | RDTSC | RDMSR
4
5
6
7
8 Long-displacement jump on condition (Jv)
Jo wno | s | B | uz INZ JBE JNBE
9 Byte Set on condition (Eb)
SETO SETNO SETB SETNB SETZ SETNZ SETBE SETNBE
A PUSH POP CPUID BT SHLD SHLD A step* A step*
FS FS Ev,Gv Ev,Gyvlb | Ev,Gv,CL | CMPXCHG | CMPXCHG
XBTS IBTS
B | CMPXCH | CMPXCH LSS BTR LFS LGS MOVZX
G G
Eb,Gb Ev,Gv Mp Ev,Gv Mp Mp Gv,Eb Gv,Ew
o] XADD XADD Group 9
Eb,Gb Ev,Gv
* Reserved
A7
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Two-Byte Opcode Map (First byte is OFH) (Contd.)
8 9 A B Cc D E F

INVD WBINVD

Long-displacement jump on condition (Jv)

Js T JNS | JP JNP JL JNL JLE JNLE

Byte set on condition (Eb)

SETS SETNS SETP SETNP SETL SETNL SETLE SETNLE

Eb Eb Eb Eb Eb Eb Eb Eb
PUSH POP RSM BTS SHRD SHRD IMUL
GS GS Ev,Gv Ev,Gvb | Ev,Gv,CL Gv,Ev
Grp-8 BTC BSF BSR MOVSX
Ev,b Ev,Gv Gv,Ev Gv,Ev Gv,Eb Gv,Ew
BSWAP BSWAP BSWAP BSWAP BSWAP BSWAP BSWAP BSWAP
EAX ECX EDX EBX ESP EBP ESI EDI




OPCODE MAP
Opcodes Determined by Bits 5,4,3 of ModR/M Byte
| mod nnn R/M
Group 000 001 010 011 100 101 110 111
1 ADD OR ADC SBB AND suB XOR CMP
2 ROL ROR RCL RCR SHL SAL SHR SAR
3 TEST NOT NEG MUL IMUL DIV IDIV
Ib/lv Al/eAX Al/eAX | AL/eAX AL/eAX
4 INC DEC
Eb Eb
5 INC DEC CALL CALL JMP JMP PUSH
Ev Ev Ev Ep Ev Ep Ev
6 SLDT STR LLDT LTR VERR VERW
Ew Ew Ew Ew Ew Ew
7 SGDT SIDT LGDT LIDT SMSW LMSW INVLPG
Ms Ms Ms Ms Ew Ew
8 BT BTS BTR BTC
9 CMPXCH
8BMq
Escape Opcodes with D8 as First Byte
l mod nnn R/M

ModR/M bytes in range of O0H through BFH, nnn are mapped according to the following table
(opcode is determined by bits 3 through 5 of modR/M byte).

000 001 100 101 110 111
FADD FMUL FCOM FCOMP FSuB FSUBR FDIV FDIVR
single-real | single-real | single-real | single-real | single-real | single-real | single-real | single-real
A-9
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ModR/M bytes outside the range 00H through BFH are mapped by the tables below:

0 1 2 3 4 5 6 7
c FADD

sTsT() | sTsT(1) | sTST@) | StsT) | stsTw) | stsTE) | stsTee) | stsT@)
D FCOM

stsT() | sTsT() | sTT@) | sTsTE) | sTSTW) | STsTEs) | susTee) | sTST()
E FSUB

sTST() | STST(H) | STST@) | STSTE) | STSTW) | STSTES) | STSTYE) | STST(R)
F FDIV

sTsT() | sTsT(1) | STSTE) | stsT@) | stsT() | sTsTE) | StsTee) | sTsT()

8 9 A B c D E F
c FMUL

stsT(0) | sTsT(t) | sTsT@ | StsTE) | stsTw) | stsTE) | stsTee) | stsT)
D FCOMP

sTsT() | sTsT() | stT@e) | sTsT(E) | sTsTW) | sTsTEs) | STsTEE) | STST(R)
E FSUBR

STST() | STST() | STSTE) | STSTE) | STSTW) | STSTES) | STSTYE) | STST(R)
F FDIVR

STST(0) | STST(1) | STST@) | sTST@) | STSTW) | STSTE) | STsTE) | STST(R)

Escape Opcodes with D9 as First Byte

| mod | nnn ‘ R/M

ModR/M bytes in range of 00H through BFH, nnn are mapped according to the following table
(opcode is determined by bits 3 through 5 of modR/M byte)

000 001 010 011 100 101 110 11
FLD FST FSTP FLDENV | FLDCW | FSTENV FSTCW
single-real single-real | single-real 14/28 2 bytes 14/28 2 bytes
bytes bytes
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ModR/M bytes outside the range 00H through BFH are mapped by the tables below

0 1 2 3 4 5 7
c FLD
ST,ST(0) | ST,ST(1) | ST,ST(2) | ST,ST(@3) | ST,ST(4) | STST(5) | STST(E) | ST.ST()
D| FNOP

E FCHS FABS FTST FXAM

F F2XM1 FYL2X FPTAN FPATAN | FXTRAC | FPREM1 | FDECSTP | FINCSTP

T
8 9 A B c D E F
c FXCH
ST,ST(0) | STST(1) | ST,ST(@) | ST,ST(3) | ST,ST() | ST,ST(5) | ST,ST(E) | ST,ST(7)
D
E| FLD1 FLDL2T | FLDL2E | FLDPI | FLDLG2 | FLDLN2 | FLDZ
F | FPREM | FYL2XP1 | FSQRT | FSINCOS | FRNDINT | FSCALE | FSIN FCOS

Escape Opcodes with DA as First Byte

I mod I nnn l R/M J

ModR/M bytes in range of 00H through BFH, nnn are mapped according to the following table
(opcode is determined by bits 3 through 5 of modR/M byte).

000 001 010 011 100 101 110 11

FIADD FIMUL FICOM FICOMP FISUB FISUBR FIDIV FIDIVR
short-int* short-int* short-int* | short-int* | short-int* | short-int* | short-int* short-int*

I A-11
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ModR/M bytes outside the range 00H through BFH are mapped by the tables below:

0 1 2 3 4 5 6 7

E FUCOMPP

NOTE:
* Short-int = 32 bit integer.

Escape Opcodes with DB as First Byt

r mod i nnn | R/M

ModR/M bytes in range of 00H through BFH, nnn are mapped according to the following table
(opcode is determined by bits 3 through 5 of modR/M byte).

ModR/M bytes outside the range 00H through BFH are mapped by the tables below:

000 001 010 011 100 101 110 111
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OPCODE MAP
FILD FIST FISTP FLD FSTP
short-int* short-int* | short-int* ext-real ext-real
0 1 2 3 5 7
C
D
E FCLEX FINIT
F
8 9 A B D F
(e}
D
E
F
NOTE:
* Short-int = 32 bit integer.
Escape Opcodes with DC as First Byte
l mod | nnn ' R/M

ModR/M bytes in range of 00H through BFH, nnn are mapped according to the following table

(opcode is determined by bits 3 through 5 of modR/M byte).

000 001

010

oM

101

110 11
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OPCODE MAP
FADD FMUL FCOM FCOMP FSUB FSUBR FDIV FDIVR
double- double- double- double- double- double- double- double-
real real real real real real real real

ModR/M bytes outside the range 00H through BFH are mapped by the tables below:

0 1 2 3 4 5 6 7
c FADD
ST(0),ST | sT(1).,sT | sT(@).sT | sT(3),sT | sT(4),ST | 5T(5).5T | ST(6),ST | ST(7),8T
D
E FSUBR
ST(0),ST | sT(1)ST | sT(2).T | sT@).8T | sT(4),8T | sT(5)ST | ST(6).ST | ST(7). ST
F FDIVR
sT(0),ST | sT(1)ST | sT(2)ST | sT@).8T | sT(4),8T | T(6)5T | ST(6).5T | ST(7). 87
8 9 A B c D E F
c FMUL
ST(0),ST | sT(1),sT | sT@).sT | sT(3),ST | STW).ST | sT(5).8T | ST(6),ST | ST(7),)T
D
E FSUB
ST(0).ST | sT(1),8T | ST@).ST | sT(@),ST | sT(4)8T | sTE)ST | sTe).8T | sT@).sT
F FDIV
ST(0).ST | ST(1).ST | ST(2)ST | ST(3)ST | ST().ST | ST(),ST | ST(6)ST | ST()ST
A-14
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Escape Opcodes with DD as First Byte

| mod | nnn | R/M

ModR/M bytes in range of 00H through BFH, nnn are mapped according to the following table
(opcode is determined by bits 3 through 5 of modR/M byte).

000 001 010 oM 100 101 110 1
FLD FST FSTP FRSTOR FSAVE FSTSW
double-real double-real | double-real | 98/108bytes 98/108bytes 2 bytes

ModR/M bytes outside the range 00H through BFH are mapped by the tables below:

0 1 2 3 4 5 6 7
c FFREE
st0) | sty | sT@ | st@ | stw) | st | st | st
D FST
st0) | sty | st | st@ | stw | st | st | st
E FUCOM
ST(0),ST | ST(1),ST | sT(2),ST | sT(3),sT | sT(4),sT | sT(5),5T | sT(6),5T | ST(7),8T
g
8 9 A B c D E F
c
D FSTP
ST(0) ST(1) ST@) ST@) ST(4) ST(5) ST(6) ST(7)
E FUCOMP
ST(0) ST(1) ST@) ST@) ST(4) ST(5) ST(6) sT(7)
£
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Escape Opcodes with DE as First Byte

| mod | nnn | R/M

ModR/M bytes in range of 00H through BFH, nnn are mapped according to the following table
(opcode is determined by bits 3 through 5 of modR/M byte).

000 001 010 011 100 101 110 11
FIADD FIMUL FICOM FICOMP FISUB FISUBR FIDIV FIDIVR
word-int word-int word-int word-int word-int word-int word-int word-int

ModR/M bytes outside the range O0H through BFH are mapped by the tables below:

0 1 2 3 4 5 6 7
c FADDP

ST(0),ST | ST(1),ST | ST(2),ST | ST(3).ST | ST(4),ST | ST(),ST | ST(6),ST | ST(7),ST
D
E FSUBRP

ST(0),ST | ST().ST | ST(2).T | ST(3)ST | STW)ST | ST(5).8T | ST(6).T | ST()ST
F FDIVRP

ST(0).ST | ST().ST | sT@)ST | sT(3).ST | ST(4).ST | ST(5),8T | ST(6),ST | ST(7).8T

8 9 A B c D E F

c FMULP

ST(0),ST | ST(1),ST | ST(2),ST | ST(3),ST | ST(4),ST | ST(5),ST | ST(6),ST | ST(7),ST
D FCOMPP

E FSUBP
ST).ST | STST | sT@).8T | sTe)sT | sTiysT | sts)87 | stiensT | stimyet
F FDIVP

ST(0),ST | ST(1),ST | ST(2),ST. | ST(3),ST | ST(4),ST rST(S),ST | ST(6),ST | ST(7),ST
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Escape Opcodes with DF As First Byte

OPCODE MAP

I mod

il

R/M

ModR/M bytes in range of 00H through BFH, nnn are mapped according to the following table

(opcode is determined by bits 3 through 5 of modR/M byte).

000 001 010 011 100 101 110 111
FILD FIST FISTP FBLD FILD FBSTP FISTP
word-int word-int word-int packed- long-int packed- long-int
BCD BCD
ModR/M bytes outside the range O0H through BFH are mapped by the tables below:
0 2 3 4 5 6 7
C
D
E FSTSW
AX
F
8 A B C D E F
C
D
E
F
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APPENDIX B
PERFORMANCE MONITORING COUNTERS

Table B-1 lists the events that can be counted with the performance-monitoring counters and
read with the RDPMC instruction. The unit column gives the microarchitecture or bus unit that
produces the event; the event number column gives the hexadecimal number identifying the
event; the mnemonic event name column gives the name of the event; the unit mask column
gives the unit mask required (if any); the description column describes the event; and the
comments column gives additional information about the event.

These performance monitoring events are intended to be used as guides for performance tuning.
The counter values reported are not guaranteed to be absolutely accurate and should be used as
a relative guide for tuning. Known discrepancies are documentation where applicable. All
performance events are model specific to the Pentium Pro processor and are not architecturally
guaranteed in future versions of the processor. All performance event encodings not listed in
Table B-1 are reserved and their use will result in undefined counter results.

See the end of the table for notes related to certain entries in the table.

Table B-1. Performance Monitoring Counters

Event | Mnemonic Event Unit
Unit Num. Name Mask Description Comments

Data 43H | DATA_MEM_ 00H All memory

Cache REFS references, both

Unit (DCU) cacheable and non-
cacheable

45H | DCU_LINES_IN 00H Total lines allocated

in the DCU.

46H | DCU_M_LINES_IN O0H Number of M state
lines allocated in the

DCU.
47H | DCU_M_LINES_ 00H Number of M state
ouT lines evicted from the

DCU. This includes
evictions via snoop
HITM, intervention or
replacement.
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Table B-1. Performance Monitoring Counters (Contd.)

removed from the L2
for any reason.

Event | Mnemonic Event Unit
Unit Num. Name Mask Description Comments
48H | DCU_MISS_ 00H Weighted number of | An access that also
OUTSTANDING cycles while a DCU misses the L2 is short-
miss is outstanding. changed by 2 cycles.
(i.e. if counts N cycles,
should be N+2
cycles.)
Subsequent loads to
the same cache line
will not result in any
additional counts.
Count value not
precise, but still
useful.
Instruction 80H | IFU_IFETCH O0H Number of instruction
Fetch Unit fetches, both
(IFU) cacheable and non-
cacheable.
81H | IFU_IFETCH_ 00H Number of instruction
MISS fetch misses.
85H | ITLB_MISS 00H Number of ITLB
misses.
86H | IFU_MEM_STALL 00H Number of cycles that
the instruction fetch
pipe stage is stalled,
including cache
misses, ITLB misses,
ITLB faults, and victim
cache evictions.
87H | ILD_STALL 00H Number of cycles that
the instruction length
decoder is stalled.
L2 Cache’ 28H | L2_IFETCH MESI Number of L2
OFH instruction fetches.
29H |L2_LD MESI Number of L2 data
OFH loads.
2AH |L2_ST MESI Number of L2 data
OFH stores.
24H | L2_LINES_IN 00H Number of lines
allocated in the L2.
26H | L2_LINES_OUT 00H Number of lines
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PERFORMANCE MONITORING COUNTERS

Table B-1. Performance Monitoring Counters (Contd.)

Event | Mnemonic Event Unit
Unit Num. Name Mask Description Comments
25H | L2_M_LINES_INM 00H Number of modified
lines allocated in the
L2.
27H | L2_M_LINES_ 00H Number of modified
OUTM lines removed from
the L2 for any reason.
2EH | L2_RQSTS MESI Number of L2
OFH requests.
21H | L2_ADS 00H Number of L2 address
strobes.
22H | L2_DBUS_BUSY 00H Number of cycles
during which the data
bus was busy.
23H | L2_DBUS_BUSY_ 00H Number of cycles
RD during which the data
bus was busy
transferring data from
L2 to the processor.
External 62H | BUS_DRDY_ 00H (Self) | Number of clocks Unit Mask = 00H
Bus Logic CLOCKS 20H (Any) | during which DRDY counts bus clocks
(EBL)? is asserted. when the processor is
driving DRDY.
Unit Mask = 20H
counts in processor
clocks when any
agent is driving DRDY.
63H | BUS_LOCK_ O0H (Self) | Number of clocks Always counts in
CLOCKS 20H (Any) | during which LOCK is | processor clocks
asserted
60H | BUS_REQ_ 00H (Self) | Number of bus Counts only DCU full-
OUTSTANDING requests outstanding. | line cacheable reads,
not RFOs, writes,
instruction fetches, or
anything else. Counts
“waiting for bus to
complete” (last data
chunk received).
65H | BUS_TRAN_BRD 00H (Self) | Number of burst read
20H (Any) | transactions.
66H | BUS_TRAN_RFO O00H (Self) | Number of read for
20H (Any) | ownership
transactions.
67H | BUS_TRANS_WB | 00H (Self) | Number of write back
20H (Any) | transactions.
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Table B-1. Performance Monitoring Counters (Contd.)

Event [ Mnemonic Event Unit
Unit Num. Name Mask Description Comments
68H | BUS_TRAN_ 00H (Self) | Number of instruction
IFETCH 20H (Any) | fetch transactions.
69H | BUS_TRAN_ O0H (Self) | Number of invalidate
INVAL 20H (Any) | transactions.
6AH | BUS_TRAN_ O0H (Self) | Number of partial
PWR 20H (Any) | write transactions.
6BH | BUS_TRANS_P O0H (Self) | Number of partial
20H (Any) | transactions.
6CH [ BUS_TRANS_IO 00H (Self) | Number of /O
20H (Any) | transactions.
6DH | BUS_TRAN_DEF 00H (Self) | Number of deferred
20H (Any) | transactions.
6EH | BUS_TRAN_ 00H (Self) | Number of burst
BURST 20H (Any) | transactions.
70H | BUS_TRAN_ANY 00H (Self) | Number of all
20H (Any) | transactions.
6FH | BUS_TRAN_MEM | OOH (Self) | Number of memory
20H (Any) | transactions
64H | BUS_DATA_RCV 00H (Self) | Number of bus clock
cycles during which
this processor is
receiving data.
61H | BUS_BNR_DRV OOH (Self) | Number of bus clock
cycles during which
this processor is
driving the BNR pin.
7AH | BUS_HIT_DRV OOH (Self) | Number of bus clock | Includes cycles due
cycles during which to snoop stalls.
this processor is
driving the HIT pin.
7BH | BUS_HITM_DRV OOH (Self) | Number of bus clock | Includes cycles due
cycles during which to snoop stalls.
this processor is
driving the HITM pin.
7EH | BUS_SNOOP_ O0H (Self) | Number of clock
STALL cycles during which
the bus is snoop
stalled.
Floating C1H | FLOPS 00H Number of Counter 0 only
Point Unit computational

floating-point
operations retired.
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Table B-1. Performance Monitoring Counters (Contd.)

PERFORMANCE MONITORING COUNTERS

Event | Mnemonic Event Unit
Unit Num. Name Mask Description Comments
10H | FP_COMP_OPS_ 00H Number of Counter 0 only.
EXE computational
floating-point
operations executed.
11H | FP_ASSIST 00H Number of floating- Counter 1 only.
point exception cases
handled by
microcode.
12H | MUL O00H Number of multiplies. | Counter 1 only.
13H | DIV O00H Number of divides. Counter 1 only.
14H | CYCLES_DIV_ 00H Number of cycles Counter 0 only.
BUSY during which the
divider is busy.
Memory 03H | LD_BLOCKS 00H Number of store
Ordering buffer blocks
04H | SB_DRAINS 00H Number of store
buffer drain cycles.
05H | MISALIGN_ O00H Number of
MEM_REF misaligned data
memory references.
Instruction COH | INST_RETIRED OOH Number of
Decoding instructions retired.
and
Retirement
C2H | UOPS_RETIRED 00H Number of UOPs
retired.
DOH | INST_DECODER 00H Number of
instructions decoded.
Interrupts C8H | HW_INT_RX 00H Number of hardware
interrupts received.
C6H | CYCLES_INT_ 00H Number of processor
MASKED cycles for which
interrupts are
disabled.
C7H | CYCLES_INT_ 00H Number of processor
PENDING_ cycles for which
AND_MASKED interrupts are disabled
and interrupts are
pending.
Branches C4H | BR_INST_ 00H Number of branch
RETIRED instructions retired.
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Event | Mnemonic Event Unit
Unit Num. Name Mask Description Comments
C5H | BR_MISS_PRED_ O0OH Number of
RETIRED mispredicted
branches retired.
C9H | BR_TAKEN_ O00H Number of taken
RETIRED branches retired.
CAH | BR_MISS_PRED_ O0H Number of taken
TAKEN_RET mispredictions
branches retired.
EOH | BR_INST_ 00H Number of branch
DECODED instructions decoded.
E2H | BTB_MISSES 00H Number of branches
that miss the BTB.
E4H | BR_BOGUS 00H Number of bogus
branches.
E6H | BACLEARS 0OH Number of time
BACLEAR is asserted
Stalls A2 RESOURCE_ 00H Number of cycles
STALLS during which there are
resource related
stalls.
D2H | PARTIAL_RAT_ O0OH Number of cycles or
STALLS events for partial
stalls
Segment 06H [ SEGMENT_REG_ 00H Number of segment
Register LOADS register loads
Loads
Clocks 79H | CPU_CLK_ 00H Number of cycles
UNHALTED during which the
processor is not
halted
NOTES:

1. Several L2 cache events, where noted, can be further qualified using the Unit Mask (UMSK) field in the
PerfEvtSel0 and PerfEviSell registers. The lower 4 bits of the Unit Mask field are used in conjunction
with L2 events to indicate the cache state or cache states involved. The Pentium®Pro processor identifies
cache states using the “MESI” protocol and consequently each bit in the Unit Mask field represents one of
the four states: UMSK[3] = M (8H) state, UMSK]2] = E (4H) state, UMSK[1] = S (2H) state, and UMSK]0]
= | (1H) state. UMSK[3:0] = MES” (FH) should be used to collect data for all states; UMSK = OH, for the

applicable events, will result in nothing being counted.

2. All of the external bus logic (EBL) events, except where noted, can be further qualified using the Unit
Mask (UMSK) field in the PerfEvtSel0 and PerfEviSell registers. Bit 5 of the UMSK field is used in con-
junction with the EBL events to indicate whether the processor should count transactions that are self
generated (UMSK]5] = 0) or transactions that result from any processor on the bus (UMSK][5] = 1).
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APPENDIX C
MODEL-SPECIFIC REGISTERS (MSRS)

Table C-1 lists the model-specific registers (MSRs) that can be read with the RDMSR and
written with the WRMSR instructions. Register addresses are given in both hexadecimal and
decimal; the register name is the mnemonic register name; the bit description describes indi-
vidual bits in registers.

Table C-1. Model-Specific Registers (MSRs)

Register Address

Hex Dec Register Name Bit Description
OH 0 P5_MC_ADDR
1H 1 P5_MC_TYPE
10H 16 TSC
1BH 27 APICBASE
8 Boot Strap Processor indicator Bit. BSP= 1
10:9 Reserved
11 APIC Global Enable Bit - Permanent til reset
Enabled =1, Disabled = 0
2AH 42 EBL_CR_POWERON
0 Data bus error code policy
1=ECC
0 = Parity
Read/Write
1 Data Error Checking Enable
1 = Disabled
0 = Enabled
Read/Write
2 Response Error Checking
Enable
1 = Disabled
0 = Enabled
Read/Write
3 AERR# Drive Enable
1 = Disabled
0 = Enabled
Read/Write
4 BERR# Enable for initiator bus requests

1 = Disabled
0 = Enabled
Read/Write
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Table C-1. Model-Specific Registers (MSRs) (Contd.)

Register Address

Hex Dec

Register Name

Bit Description

BERR# Enable for initiator internal errors
1 = Disabled

0 = Enabled

Read/Write

BINIT# Driver Enable
1 = Disabled

0 = Enabled
Read/Write

Output Tri-state Enabled
1 = Enabled

0 = Disabled

Read

Execute BIST
1 = Enabled
0 = Disabled
Read

10

AERR# Observation Enabled
1 = Enabled

0 = Disabled

Read

12

BINIT# Observation Enabled
1 = Enabled

0 = Disabled

Read

13

IN Order Queue Depth
1=1
0=8
Read

14

1M Power on Reset Vector
1=1M

0=4G

Read

15

FRC Mode Enable
1 = Enabled

0 = Disabled
Read

17:16

APIC Cluster ID
Read

21:20

Symmetric Arbitration ID
Read

24:22

Clock Frequency Ratio
Read

25

Reserved
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MODEL-SPECIFIC REGISTERS (MSRS)

Table C-1. Model-Specific Registers (MSRs) (Contd.)

Register Address

Hex Dec Register Name Bit Description
26 Low Power Enable
Read
31:27 Reserved
79H 121 BIOS_UPDT_TRIG BIOS Update Trigger Register
8BH 139 BIOS_SIGN BIOS Update Signature Register
C1H 193 PERFCTRO
C2H 194 PERFCTR1
FEH 254 MTRRcap
179H 377 MCG_CAP
17AH 378 MCG_STATUS
17BH 379 MCG_CTL
186H 390 EVNTSELO
7:0 Event Select
(See Performance Counter section for a list of event
encodings)
15:8 UMASK:
Unit Mask Register Set to Zero to enable all count
options
16 USER:
Controls the counting of events at Privilege levels of
1,2,and 3
17 0OS:
Controls the counting of events at Privilege level of 0
18 E:
Occurrence/Duration Mode Select
1 = Occurrence
0 = Duration
19 PC:
Enabled the signalling of performance counter
overflow via BPO pin.
20 INT:
Enables the signalling of counter overflow via input to
APIC
1= Enable
0 = Disable
22 ENABLE:

Enables the counting of performance events in both
counters

1 = Enable

0 = Disable
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Table C-1. Model-Specific Registers (MSRs) (Contd.)

Register Address

Hex

Dec

Register Name

Bit Description

23

INV:

Inverts the result of the CMASK condition
1 = Inverted

0 = Non-Inverted

31:24

CMASK:
Counter Mask

187H

391

EVNTSEL1

7:0

Event Select
(See Performance Counter section for a list of event
encodings)

15:8

UMASK:
Unit Mask Register Set to Zero to enable all count
options

16

USER:
Controls the counting of events at Privilege levels of
1,2,and 3

17

0os:
Controls the counting of events at Privilege level of 0

18

E:

Occurrence/Duration Mode Select
1 = Occurrence

0 = Duration

19

PC:
Enabled the signalling of performance counter
overflow via BPO pin.

20

INT:

Enables the signalling of counter overflow via input to
APIC

1= Enable

0 = Disable

23

INV:

Inverts the result of the CMASK condition
1 = Inverted

0 = Non-Inverted

31:24

CMASK:
Counter Mask

1DSH

473

DEBUGCTLMSR

0

Enable/Disable Last Branch Records.

Branch Trap Flag.

Performance Monitoring/Break Point Pins

Performance Monitoring/Break Point Pins
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MODEL-SPECIFIC REGISTERS (MSRS)

Table C-1. Model-Specific Registers (MSRs) (Contd.)

Register Address

Hex Dec Register Name Bit Description

4 Performance Monitoring/Break Point Pins
5 Performance Monitoring/Break Point Pins
6 Enable/Disable Execution Trace Messages
137 Reserved
14 Enable/Disable Execution Trace Messages
15 Enable/Disable Execution Trace Messages

1DBH 475 LASTBRANCHFROMIP

1DCH 476 LASTBRANCHTOIP

1DDH 477 LASTINTFROMIP

1DEH 478 LASTINTTOIP

1EOH 480 ROB_CR_BKUPTMPDR6
1:0 Reserved
2 Fast String Enable bit. Default is enabled

200H 512 | MTRRphysBase0

201H 513 MTRRphysMaskO

202H 514 MTRRphysBase1

203H 515 MTRRphysMask1

204H 516 MTRRphysBase2

205H 517 MTRRphysMask2

206H 518 MTRRphysBase3

207H 519 MTRRphysMask3

208H 520 MTRRphysBase4

209H 521 MTRRphysMask4

20AH 522 MTRRphysBase5

20BH 523 MTRRphysMask5

20CH 524 MTRRphysBase6

20DH 525 MTRRphysMask6

20EH 526 MTRRphysBase7

20FH 527 MTRRphysMask7

250H 592 MTRRIfix64K_00000

258H 600 MTRRfix16K_80000

259H 601 MTRRYfix16K_A0000
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Table C-1. Model-Specific Registers (MSRs) (Contd.)

Register Address
Hex Dec Register Name Bit Description
268H 616 MTRRfix4K_C0000
269H 617 MTRRfix4K_C8000
26AH 618 MTRRfix4K_D0000
26BH 619 MTRRfix4K_D8000
26CH 620 MTRR(fix4K_E0000
26DH 621 MTRRfix4K_E8000
26EH 622 MTRRfix4K_F0000
26FH 623 MTRRfix4K_F8000
2FFH 767 MTRRdefType
2:0 Default memory type
10 Fixed MTRR enable
11 MTRR Enable
400H 1024 | MCO_CTL
401H 1025 | MCO_STATUS
63 MC_STATUS_V
62 MC_STATUS_O
61 MC_STATUS_UC
60 MC_STATUS_EN
59 MC_STATUS_MISCV
58 MC_STATUS_ADDRV
57 MC_STATUS_DAM
31:16 MC_STATUS_MSCOD
15:0 MC_STATUS_MACCOD
402H 1026 | MCO_ADDR
403H 1027 | MCO_MISC Defined in MCA architecture but not implemented in
the Pentium® Pro processor
404H 1028 | MC1_CTL
405H 1029 | MC1_STATUS Bit definitions same as MCO_STATUS “
406H 1030 | MC1_ADDR
407H 1031 MC1_MISC Defined in MCA architecture but not implemented in
the Pentium Pro processor
408H 1032 | MC2_CTL
409H 1033 | MC2_STATUS Bit definitions same as MCO_STATUS
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MODEL-SPECIFIC REGISTERS (MSRS)

Table C-1. Model-Specific Registers (MSRs) (Contd.)

Register Address

Hex Dec Register Name Bit Description

40AH 1034 | MC2_ADDR

40BH 1035 | MC2_MISC Defined in MCA architecture but not implemented in
the Pentium Pro processor

40CH 1036 | MC4_CTL

40DH 1037 | MC4_STATUS Bit definitions same as MCO_STATUS

40EH 1038 | MC4_ADDR Defined in MCA architecture but not implemented in
the Pentium Pro processor

40FH 1039 [ MC4_MISC Defined in MCA architecture but not implemented in
the Pentium Pro processor

410H 1040 | MC3_CTL

411H 1041 MC3_STATUS Bit definitions same as MCO_STATUS

412H 1042 | MC3_ADDR

413H 1043 [ MC3_MISC Defined in MCA architecture but not implemented in
the Pentium Pro processor
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2 Trap Falls Road
Shelton 06484

Tel: (203) 929-5600

FLORIDA

Anthem Electronics
5200 NW 3rd Avenue
Suite 206

Ft. Lauderdale 33309
Tel: (305) 484-0990

Anthem Electronics
598 S. Northlake Blvd.
Suite 1024

Altamonte Sprgs 32701
Tel: (813) 797-2900
FAX: (813) 796-4880

Arrow/Schweber
Electronics

400 Falrway Drive
Suite 102

Deerfield Beach 33441
Tel: (305) 429-8200
FAX: (305) 428-3991

Arrow/Schweber
Electronics

37 Skyline Drive
Suite 3101

Lake Mary 32746
Tel: (407) 333-9300
FAX: (407) 333-9320

Arrow/Schweber
Electronics

4010 Boy Scout Dr.
Suite

Tam 3507

Tel: (813) 873-1030
FAX: (813) 873-0077

Avnet Computer
541 S. Orlando Ave.
Suite 203

Maitland 32751

Tel: (800) 426-7999

Hall-Mark Computer
10491 72nd St. North
Largo 34647

Tel: (aoo) 409-1483
Hall-Mark Computer
13700 58th St. North
Suite 206

Clearwater 34620
Tel: (800) 409-1483

Hamilton Hallmark
3350 N.W. 53rd Street
Suite 105-107

Ft. Lauderdale 33309
Tel: (305) 484-5482
FAX: (305) 484-2995
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Hamilton Hallmark
10491 72nd St. North
Largo 34647

Tel: (81 3) 541-7440
FAX: (813) 544-4394

Hamilton Hallmark
7079 University Blvd.
Winter Park 32792
Tel: (407) 657-3300
FAX: (407) 678-4414

Pioneer Technologies
ST

337 Northlake Blvd
Suite 1000

Alta Monte Spgs 32701

el
((4017) 834- oaes
PuoneerT hnol

Arrow/Schweber
Electronics

1140 W Thorndale Rd
ltasca 60143

Tel: (708) 250-0500

Avnet Computer
1124 Thorndale Ave
Bensenville 60106
Tel: (800) 426-7999

Hall-Mark Computer
1124 Thorndale Ave
Bensenville 60106
Tel: (800) 409-1483

Hamilton Hallmark
1130 Thorndale Ave
Bensenville 60106

Tel: (800) 426-7999

Group

674 South Military Trail
Deerfield Beach 33442
Tel: (305) 428-8877
FAX: (305) 481-2950

Wyle Electronics
1000 112th Circle North
St. Pelersburg 33716

Sui
Tel (813) 579-1518
FAX: (813) 579-1518

Zeus Arrow
Electronics
37 Skyline Drive

Suite 800
Tel: (407) 333-3055
FAX: (407) 333-9681
GEORGIA

Anthem Electronics
2400 Pleasant Hill Rd
Suites 9 &10
Duluth 30136

Tel: (404) 931-3900
FAX: (404) 931-3902

Arrow/Schweber
Electronics

4250 E Rivergreen Pkwy
Suite

Duluth 30136

Tel: (404) 497-1300
FAX: (404) 476-1493

Avnet Computer
3425 Corporate Way

Suit
Dul
Tel: (aoo) 425 7999

Hall-Mark Computer
3425 Corporate Way

G
Dululh
Tel: (soo) 409 -1483

Hamilton Hallmark
3425 Corporate Way
Suite G & A

Duluth 30136

Tel: (404) 623-5475
FAX: (404) 623-5490

Pioneer Technologies
Group

4250C Fhvergreen Phkwy
Duluth

Tel: (404) 623 1003
FAX: (404) 623-0665

Wyle Electronics
6025 The Corners Pkwy
Suite 111

Norcross 30092

Tel: (404) 441-9045
FAX: (404) 441-9086

ILLINOIS

Anthem Electronics
1300 Remington Road
Suite A

Schaumberg 60173
Tel: (708) 884-0200
FAX: (708) 885-0480

MTI Sy Sales
1140 West Thorndale
Avenue

Itasca 60143

Tel: (708) 250-8222
FAX: (708) 250-8275

Pioneer Standard
2171 Executive Drive
Suite 200

Addison 60101

Tel: (708) 495-9680
FAX: (708) 495-9831

Wyle Electronics
2055 Army Trail Road
Suite 140

Addison 60101

Tel: (800) 853-9953

Zeus Arrow
Electronics

1140 W Thorndale Ave
Itasca 60143

Tel: (708) 250-0500

INDIANA

Arrow/Schweber
Electronics

7108 Lakeview
Parkway West Drive
Indianapolis 46268
Tel: (317) 299-2071
FAX: (317) 299-2379

Avnet Computer

655 West Carmel Drive
Suite 160

Carmel 46032

Tel: (800) 426-7999

Hall-Mark Computer
655 West Carmel Drive
Carmel 46032

Tel: (800) 409-1483

Hamilton Halimark
655 West Carmel Drive
Suite 160

Carmel 46032

Tel: (317) 575-3500
FAX: (317) 575-3535

Pioneer Standard
9350 Priority Way W Dr
Indianapolis 46250
Tel: (317) 573-0880
FAX: (317) 673-0979

KANSAS
Arrow/Schweber

Elactronice

9801 Legler Road
Lenexa 66219

Tel: (913) 541-9542
FAX: (913) 541-0328

Hall-Mark Computer
10809 Lakeview Ave
Lenexa 66219

Tel: (800) 409-1483

Hamllton Hallmark
809 Lakeview

Avel e
Le 215

Tel: (913) 888-4747
FAX: (913) 888-0523

MARYLAND

Anthem Electronics
7168A C

Gateway Drive
Columbia 21046

Tel: (800) 239-6039

Arrow/Schweber

Electronics

9800J Patuxent Woods
rive

Columbia 21046

Tel: (301) 596-7800

FAX: (301) 596-7821

Avnet Computer
7172 Columbia
Gateway Drive
Suite G

Columbia 21045
Tel: (800) 426-7999

Hall-Mark Computer
7172 Columbia
Gateway Drive

uite G
Columbia 21046
Tel: (800) 409-1483
Hamilton Hallmark
10240 Old Columbia
Road
Columbia 21046
Tel: (410) 988-9800
FAX: (410) 381-2036

North Atlantic
Industries

Systems Division

7125 River Wood Drive
Columbia 21046

Tel: (301) 312-5800
FAX: (301) 312-5850

Pioneer Technologies
Grou

1581863'nher Road
Gaithersburg 20877
Tel: (301) 921-0660
FAX: (301) 670-6746

Wyle Electronics
9101 Guilford Road
Suite 120

Columbia 21046
Tel: (301) 490-2170
FAX: (301) 490-2190

MASSACHUSETTS

Anthem Electronics
200 Research Drive
Wilmington 01887
Tel: (508) 657-5170
FAX: (508) 657-6008

Arrow/Schweber
Electronics

25 Upton Drive
Wilmington 01887
Tel: (508) 658-0900
FAX: (508) 694-1754

Avnet Computer

10D Cenlenmal Drive
Peabody 01960

Tel: (soo) 426 7999

Hall-Mark Computer
10 D Centennial Drive
Peabody 01960

Tel: (800) 409-1483

Hamilton Hallmark
10 D Centennial Drive
Peabody 01960

Tel: (508) 531-7430
FAX: (508) 532-9802

Pioneer Standard
44 Hartwell Avenue
Lexington 02173
Tel: (617) 861-9200
FAX: (617) 863-1547

Wyle Electronics

5 Oak P k Drive
Bedfore 803

Tel: (617) 271 9953
FAX: (617) 275-3809

Zeus Arrow Wyle Electronics
Electronics 1325 East 79th Street
25 Upton Drive Suite 1

01887 Bloomington 55425
Tel: (508) 658-4776 Tel: (612) 853-2280
FAX: (508) 694-2199 FAX: (612) 853-2298
MICHIGAN MISSOURI
Electronics Electronics
44720 Helm Street . 2380 Schuetz Road
Plymouth 48170 St. Louis 6314

Tel: (313) 462-2290
FAX: (313) 462-2686

Avnet Computer
41650 Garden Brk Rd
Sulle 120

Nov
Tol: (800) 426-7999

Hall-Mark Computer
41650 Garden Brk Rd
Suite 120

Novi 48375

Tel: (800) 409-1483

Hamilton Hallmark
3?16?1 Plymouth Oaks

vd.
Sune 1300

170
Tel: (313) 416-5806
FAX: (313) 416-5811

Hamilton Hallmark
41650 Garden Brk Rd
ﬁul(s 100

Tel: (313) 347-4271
FAX: (313) 347-4021

Pioneer Standard
4505 Broadmoor S.E.
Grand Rapids 49512
Tel: (616) 698-1800
FAX: (616) 698-1831

Pioneer Standard
44190 Plymouth Oaks
Blvd.

Plymouth 48170
Tel: (313) 525-1800
FAX: (313) 427-3720

MINNESOTA

Anthem Electronics
7646 Golden Triangle

Eden Prairie 55344
Tel: (612) 944-5454
FAX: (612) 944-3045

Arrow/Schweber
Electronics

10100 Viking Drive
Suite 100

Eden Prairie 55344
Tel: (612) 941-5280
FAX: (612) 942-7803

Avnet Computer
9800 Bren Roaqd East
Suite 410

Minnetonka 55343
Tel: (800) 426-7999

Hall-Mark Computer
9800 Bren Road East

uite
Minnetonka 55343
Tel: (800) 409-1483

Hamilton Hallmark
9401 James Ave South
Suite 140

Bloomington 55431
Tel: (612) 881-2600
FAX: (612) 881-9461

Pioneer Standard
7625 Golden Triangle
Drive

Suite G

Eden Prairie 55344
Tel: (612) 944-3355
FAX: (612) 944-3794

1
Tel: (314) 567-6888
FAX: (314) 567-1164

Avnet Computer
3783 Rider rain South

Tel: (ao"¥ of 4567999

Hall-Mark Computer
3783 Rider Trail South
Earth City 63045

Tel: (800) 409-1483

Hamilton Hallmark
3783 Rxder Trall South
Earth Ci

Tel: (314 291 -5350
FAX: (314) 291-0362

NEW HAMPSHIRE

Avnet Computer

2 Executlve Park Drive
Bedford O:

Tel: (800) 426-7999

NEW JERSEY

Anthem Electronics
26 Chapin Road, Unit K
Pine Brook 07058

Tel: (201) 227-7960
FAX: (201) 227-9246

Arrow/Schweber
Electronics

4 East Stow Road
Unit 11

Marlton 08053

Tel: (609) 596-8000
FAX: (609) 596-9632

Arrow/Schweber
Electronics

43 Route 46 East
Pine Brook 07058
Tel: (201) 227-7880
FAX: (201) 227-2064

Avnet Computer

1-B Keystone Avenue
Building 36

Cherry Hill 08003
Tel: (800) 426-7999

Hall-Mark Computer
1-B Keystone Avenue
Building 36

Cherry Hill 08003

Tel: (800) 409-1483

Hall-Mark Computer
10 Lanidex Plaza West
Pars|ppany 07054

Tel: (800) 409-1483

Hamilton Hallmark
1 Keystone Avenue
Building 36

Cherry Hill 08003
Tel ,(609) 424-0110

FAX: {808) 75i-2552

Hamilton Hallmark

10 Lanidex Plaza West
Parsippany 07054

Tel: (201) 515-5300
FAX: (201) 515-1601

MTI Systems Sales
43 Route 46 East
Pinebrook 07058
Tel: (201) 882-8780
FAX: (201) 539-6430
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PloneerStandard
14-A Madison Road
Fairfield 07006

Tel: (201) 575-3510
FAX: (201) 575-3454

Wyle Electronics

115 Route 46, Bldg F
Mountain Lakes 07046
Tel: (201) 402-4970

NEW MEXICO
Alliance Electronics,

nc.

3411 Bryn Mawr N.E.
Albuquerque 87101
Tel: (505) 292-3360
FAX: (505) 275-6392

Pioneer Standard

60 Crossway Pk West
Woodbury, Long Island
11797

Tel: (516) 921-8700
FAX: (516) 921-2143

Pioneer Standard
840 Fairport Park
Falrpon 14450

Tel: (716) 381-7070
FAX: (716) 381-5955

Zous Arrow
Electronics

100 Midland Avenue
Port Chester 10573
Tel: (914) 937-7400
FAX: (914) 937-2553

Hall-Mark Computer
777 Dearborn Pk Lane
Suite L

Worthington 43085
Tel: (800) 409-1483

Hamilton Hallmark
5821 Harper Road
Solon 44139

Tel: (216) 498-1100
FAX: (216) 248-4803

Hamilton Hallmark
777 Dearborn Pk Lane
Suite L

Worthington 43085
Tel: (614) 888-3313
FAX: (614) 888-0767

MTI Systems Sales
23404 Commerce Pk

Avnet Computer NORTH CAROLINA
7801 Academy Road
Building 1, Suite 204 Anthem El i
Albuquerque 87109 4805 Greenwood
Tel: (800) 426-7999 Eullle 100

alei
NEW YORK Tel: (919) 732 3550
Anthem EI Ar
47 Mall Drive Electronics

Commack 11725
Tel: (516) 864-6600
FAX: (516) 493-2244

Arrow/Schweber
Electronics

3375 Brighton Henrietta
Townline Road
Rochester 14623

Tel: (716) 427-0300
FAX: (716) 427-0735

Arrow/Schweber
Electronics

20 Oser Avenue
Hauppauge 11788
Tel: (516) 231-1000
FAX: (516) 231-1072

Avnet Computer

2 Penn Plaza

Suite 1245

New York 10121
Tel: (800) 426-7999

Avnet Computer

1057 E. Henrietta Road
Rochester 14623

Tel: (800) 426-7999

Hall-Mark Computer
2 Penn Plaza

New York 10121

Tel: (800) 409-1483

Hall-Mark Computer
1057 E Henrietta Road
Rochester 14623

Tel: (800) 409-1483

Hamilton Hallmark
933 Motor Parkway
Haup gau ge 11788
Tel: (516) 434-7470
FAX: (516) 434-7491

Hamilton Hallmark
1057 E Henrietta Road
Rochester 14623

Tel: (716) 475-9130
FAX: (716) 475-9119

524?1 Greensdairy

oa
Raleigh 27604

Tel: (919) 876-3132
FAX: (919) 878-9517

Avnet Computer
4421 Stuart Andrew
Boulevard

Suite 600

Charlotte 28217
Tel: (800) 426-7999

Hall-Mark Computer
3510 Spring Forest Rd

Raleigh 27604
Tel: (800) 409-1483

Hamilton Hallmark
3510 Spring Forest Rd
Suite B

Raleigh 27604

Tel: (800) 409-1483

Hamilton Hallmark
5234 Greens Dairy Rd
Raleigh 27604

Tel: (919) 878-0819

Pioneer Technologies

roup
2200 Gateway Ctr. Blvd
Suite 215
Morrisville 27560
Tel: (919) 460-1530

OHIO

Arrow/Schweber
Electronics

6573 Cochran Road
Suite E

Solon 44139

Tel: (216) 248-3990
FAX: (216) 248-1106

Road

d 44122
Tel: (216) 464-6688
FAX: (216) 464-3564

Pioneor Standard
4433 Interpoint Bivd
Dayton 45424

Tel: (513) 236-9900
FAX: (513) 236-8133

Pioneer Standard
4800 East 131st Street
Cleveland 44105

Tel: (216) 587-3600
FAX: (216) 663-1004

Wyle Electronics
6835 Cochran Rd.
Solon 44139

Tel: (216) 248-9996

OKLAHOMA

Arrow/Schweber
Electronics

12101 Easl 51st Street
Suite 106

Tulsa 74146

Tel: (918) 252-7537
FAX: (918) 254-0917

Hamilton Hallmark
5411 S, 125th E. Ave
Sulle 305

Tel: (913) 246110
FAX: (918) 254-6207

Pioneer Standard
9717 East 42nd Street
Suite 105

Tulsa 74146

Tel: (918) 665-7840
FAX: (918) 665-1891

OREGON

Almac Arrow
Electronics

9500 S.W. Nimbus Ave
Suite E

Beaverton 97008

Tel: (503) 629-8090
FAX: (503) 645-0611

Anth

Electronics
8200 Washington
Village Drive
Cer 45458

b i
3075 Veterans
Memorial Hwy.
Ronkonkoma 11779
Tel: (516) 737-0600
FAX: (516) 737-0838

MTI Systems Sales
1 Penn Plaza

250 West 34th Street
New York 10119

Tel: (212) 643-1280
FAX: (212) 643-1288

Pioneer Standard
68 Corporate Drive
Binghamton 13904
Tel: (607) 722-9300
FAX: (607) 722-9562

Tel: (513) 435-5563
FAX: (513) 435-2049

Avnet Computer
7764 Washington
Village Drlve
Dayton

Tel: (800) 426 7999

Avnet Computer

2 Summit Park Drive
Suite 520
Independence 44131
Tel: (800) 426-7999

Hall-Mark COmputer
5821 Harper Road
Solon 44139

Tel: (800) 409-1483

I
9090 SW Gemini Drive
Beaverton 97005
Tel: (503) 643-1114
FAX: (503) 626-7928

Avnet Computer
9750 SW Nimbus Ave.
Beaverton 97005

Tel: (800) 426-7999

Hall-Mark Computer
9750 SW Nimbus Ave.
Beaverton 97005

Tel: (800) 409-1483

Hamilton Hallmark
9750 SW Nimbus Ave.
Beaverton 97005

Tel: (503) 526-6200
FAX: (503) 641-5939

Pioneer Technol Avnet C

8905 Southwest 1235 North [oop West
Numbus Ave. Suite 525

Suite 160 Houston 77008

Beaverton 97005
Tel: (503) 626-7300
FAX: (503) 626-5300

Wyle Electronics
9640 Sunshine Court
Building G

Suite 200

Beaverton 97005
Tel: (503) 643-7900
FAX: (503) 646-5466

PENNSYLVANIA

Anthem Electronics
355 Business Ctr Drive
Horsham 19044

Tel: (215) 443-5150
FAX: (215) 675-9875

Avnet Computer
213 Executive Drive
Suite 320

Mars 16046

Tel: (800) 426-7999

Arrow/Schweber
Electronics

2681 Mosside Bivd
Suite 204
Monroeville 15146
Tel: (412) 856-9490

Pioneer Technologies
Grm%

259 Kappa Drive
Pittsburgh 15238

Tel: (412) 782-2300
FAX: (412) 963-8255

Pioneer Tochnologies
Grotgz

500 Enterprise Road
Keith Valley Bus.Ctr
Horsham 19044

Tel: (215) 674-4000

Wyle Electronics
1 ves Drive

Suite 111

Malrll(on o)sosa -3185
FAX: (609) 985- 3757

TEXAS

Anthem Electronics
651 N. Plano Road
Suite 401
Richardson 75081
Tel: (214) 238-7100
FAX: (214) 238-0237

Anthem Electronics
14050 Summit Drive
Suite 119

Tel: (512) 388-0049

FAX: (512) 388-0271

Arrow/Schweber
Electronics

Brake Ctr lil, Bldg M1
11500 Metric Boulevard
Suite 160

Austin 78758

Tel: (512) 835-4180
FAX: (512) 832-5921

Arrow/Schweber
Electronics

3220 Commander Drive
Carrollton 75006

Tel: (214) 380-6464
FAX: (214) 248-7208

Arrow/Schweber
Electronics

19416 Park Row
Suite 190

Houston 77084

Tel: (713) 647-6868
FAX: (713) 492-8722

Avnet Computer
4004 Beltline
Suite 200

Dallas 75244

Tel: (800) 426-799

Tel: (800) 426-7999

Hall-Mark Computer
12211 Technology Blvd
Austin 78727

Tel: (800) 409-1483

Hall-Mark Computer
4004 Beltline Road
Suite 200

Dallas 75244

Tel: (800) 409-1483

Hall-Mark Computer
1235 North Loop West
Houston 77008

Tel: (800) 409-1483

Hamilton Hallmark
12211 Technology
Boulevard

Austin 78727

Tel: (512) 258-8848
FAX: (512) 258-3777

Hamilton Hallmark
11420 Page Mill Road
Dallas 75243

Tel: (214) 553-4300
FAX: (214) 553-4395

Hamilton Hallmark
8000 Westglen
Houston 77063

Tel: (713) 781-6100
FAX: (713) 953-8420

Pioneer Standard
1826D Kramer Lane
Austin 78758

Tel: (512) 835-4000
FAX: (512) 835-9829

Pioneer Standard
13765 Beta Road -
Dallas 75244

Tel: (214) 263-3168
FAX: (214) 490-6419

Pioneer Standard
10530 Rockley Road
Suite 100

Houston 77099

Tel: (713) 495-4700
FAX: (713) 495-5642

Wyle Electronics
1810 Greenville Ave
Richardson 75081
Tel: (214) 235-9953
FAX: (214) 644-5064

Wyle Electronics
9208 Waterford Center
Bivd

Suite 150

Austin 78750

Tel: (512) 345-8853
FAX: (512) 345-9330

Wyle Electronics
2901 Wilcrest

Suite 120

Houston 77099

Tel: (713) 879-9953
FAX: (713) 879-9953

Zeus Arrow
Electronics

3220 Commander Dr
Carrollton 75006
Tel: (214) 380-4330
FAX: (214) 447-2222

UTAH

Anthem Electronics
1279 West 2200 South
Salt Lake City 84119
Tel: (801) 973-8555
FAX: (801) 973-8909

Arrow/Schweber
Electronics

1946 West Parkway
Boulevard

Salt Lake City 84119
Tel: (801) 973-6913
FAX: (801) 972-0200
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Avnet Computer
1100 East 6600 South
Suite 150

Salt Lake City 84121
Tel: (800) 426-7999

Hall-Mark Computer
1100 East 6600 South
Suite 150

Salt Lake City

Tel: (800) 409-1483

Hamilton Hallmark
1100 East 6600 South
Suite 120

Salt Lake City 84121
Tel: (801) 266-2022
FAX: (801) 263-0104

Wyle Electronics
1325 West 2200 South

uite E
West Valley 84119
Tel: (801) 974-9953
FAX: (801) 972-2524

WASHINGTON

Almac Arrow
Electronics
14360 S.E. Eastgate

War

Bellevue 98007

Tel: (206) 643-9992
FAX: (206) 643-9709

Anthem Electronics
19017 120th Ave N.E.
Suite 102

Bothell 98011

Tel: (206) 483-1700
FAX: (206) 486-0571

Avnet Computer
8630 154th Ave, NE
Redmond 98052
Tel: (800) 426-7999

Hamilton Hallmark
8630 154th Avenue
Redmond 98052
Tel: (206) 881-6697
FAX: (206) 867-0159

Pioneer Technologies
2800 156th Ave S.E.
Suite 100

Bellevue 98007

Tel: (206) 644-7500

Wyle Electronics
15385 NE 90th St
Redmond 98052
Tel: (206) 881-1150
FAX: (206) 881-1567

WISCONSIN

Arrow/Schweber
Electronics

200 N. Patrick

Suite 100

Brookfield 53045
Tel: (414) 792-0150
FAX: (414) 792-0156

Avnet Computer
2440 South 179th St
New Berlin 53416
Tel: (800) 426-7999

Hall-Mark Computer
2440 South 179th St
New Berlin 53146
Tel: (800) 409-1483

Hamilton Hallmark
2440 South 179th St
New Berlin 53146
Tel: (414) 797-7844
FAX: (414) 797-9259

Pioneer Standard
120 Bishops Way
Suite 163
Brookfield 53005

Tel: (414) 780-3600
FAX: (414) 780-3613

Wyle Electronics

0 North Patrick
Building 7, Suite 150
Brookfield 53045
Tel: (414) 879-0434
FAX: (414) 879-0474

ALASKA

Avnet Computer
1400 W Benson Blvd
Suite 400
Anchorage 99503
Tel: (800) 426-7999

CANADA
ALBERTA

Avnet Computer
1144 29th Avenue NE
Suite 108

Calgary T2E 7P1

Tel: (800) 387-3406

Pioneer/Pioneer

560, 1212-31 Ave. NE
Calgary T2E 758

Tel: (403) 291-1988
FAX: (403) 295-8714

BRITISH COLUMBIA

Almac Arrow
Electronics

8544 Baxter Place
Burnaby V5A 4T8
Tel: (604) 421-2333
FAX: (604) 421-5030

Hamilton Hallmark
8610 Commerce Court
Burnaby V5A 4N6

Tel: (604) 420-4101
FAX: (604) 420-5376

Pioneer/Pioneer
4455 North 6 Road
Rochmond V6V 1P6
Tel: (604) 273-5575
FAX: (604) 273-2413

MANITOBA
Pioneer/Pioneer

540 Marjorie Street
Winnipeg R3H 0S9

ONTARIO

Arrow/Schweber

Electronics

36 Antares Drive
it 100

ni
Nef)ean K2E 7W5

Tel: (613) 226-6903
FAX: (613) 723-2018
Arrow/Schweber
Electronics

1093 Meyerside, Unit 2
Mississauga L5T 1M4
Tel: (416) 670-2010
FAX: (416) 670-5863

Avnet Computer
Canada System
Engineering Grouj
151 Superior Bivd.
Mississuaga L5T 2L1
Tel: (800) 387-3406

Avnet Computer
190 Colonade Road
Nepean K2E 7J5
Tel: (800) 387-3406

Canada System
Engineering Group
151 Superior Boulevard
Mississuaga L5T 2L1
Tel: (800) 387-3406

Hamiiton Hallmark
151 Superior Blvd.,
Unit 1-

Mississauga L5T 2L1
Tel: (416) 564-6060
FAX: (416) 564-6033

Hamilton Hallmark
190 Colonade Road
Nepean K2E 7J5
Tel: (613) 226-1700
FAX: (613) 226-1184

Ploneer/Ploneer
3415 American Drive
Mississauga L4V 176
Tel: (416) 507-2600
FAX: (416) 507-2831

Pioneer/Pioneer

155 Colonnade Rd., S.
Suite 17

Nepean K2E 7K3

Tel: (613) 226-8840
FAX: (613) 226-6352
QUEBEC

Arrow/Schweber
Electronics

1100 Street Regis Bivd
Dorval H9P 2T!

Tel: (514) 421-7411
FAX: (514) 421-7430

Gates Arrow
Electronics

ul.
St-Jean-Baptiste Ave
Quebec H2E 5R9
Tel: (418) 871-7500
FAX: (418) 871-6816

Avnet Computer
7575 Trans Canada
Suite 601

St. Laurent H4T 1V6
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Written for the experienced compiler or operating
systems programmer, this manual focuses on the
Pentium® Pro architecture. It describes the operating
system support environment of the Pentium Pro
family of processors including memory management,
protection, task management, interrupt and exception
handling, and system management mode: It also
describes the opcode structure and requirements

for compiler writers.
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